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1 EXECUTIVE SUMMARY 

 

This report is the deliverable 6.1 for Work Package (WP) 6, “Developing a Roadmap”, of the 

EU FP7 funded project CRISP (Grant Agreement No: 607941). CRISP is a three-year project 

(April 2014 - March 2017), which aims to develop the basis for a holistic, pan-European cer-

tification scheme that will assist in harmonising the European security market and creating a 

more level playing field for manufacturers of security systems, specifically alarm systems. 

The CRISP approach focuses on promoting solutions, which are conform to robust European 

standards and specific requirements for security outlined within four assessment dimensions 

security (S), trust (T), efficiency (E), and freedom infringements (Fi). The first two years of 

CRISP, which included in-depth research, analytical and stakeholder consultation efforts, 

have led to the development of the CRISP methodology, a two-part evaluation and certifica-

tion methodology, upon which the CRISP certification scheme is founded: 

 

 First, an evaluation comprising two main stages (configuration and S-T-E-Fi assess-

ment); 

 Second, certification as a third-party attestation consisting of three stages (audit, attes-

tation and surveillance).  

 

This deliverable includes the CRISP roadmap for the proposed certification scheme, the im-

plementation measures and the steps required by different stakeholders so that the CRISP 

scheme is supported, set up and implemented in accordance with best practice. Roadmaps are 

used across different fields and sectors to strategically plan and describe the steps to achieve 

outlined outcomes and goals. They are flexible and thus easily adaptable to changes in out-

look, focus and goals, which are bound to change during the development of complex sys-

tems and processes. The CRISP roadmap is modelled on the basis of guidance from the IEA
1
 

and thus includes the sections goals; milestones, priorities and a timeline; barriers and gaps; 

and implementation plan and action items. Furthermore, the roadmap includes an outlook 

chapter to visualise the future for the CRISP scheme. 

 

The overall goal of the CRISP project is the production of an innovative assessment proce-

dure, which leads to the certification of security technologies. It aims to include so-

cial/societal aspects as key elements in the evaluation and certification methodology, which 

results in a future pan-European certification scheme and fosters harmonisation of the Euro-

pean security market. As a starting point, the CRISP scheme will be piloted within the area of 

video surveillance systems.  

 

The CRISP consortium has defined twelve milestones to represent interim performance tar-

gets for achieving the goals, assigned to specific time periods on the CRISP timeline that 

starts in 2016 and is extended to beyond 2028. The roadmap extends beyond the duration of 

                                                 
1
 IEA, Energy Technology Roadmaps a guide to development and implementation, 2014 Edition, 2014.  

http://www.iea.org/publications/freepublications/publication/TechnologyRoadmapAguidetodevelopmentandimplementation.

pdf, p. 5. 

http://www.iea.org/publications/freepublications/publication/TechnologyRoadmapAguidetodevelopmentandimplementation.pdf
http://www.iea.org/publications/freepublications/publication/TechnologyRoadmapAguidetodevelopmentandimplementation.pdf
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the CRISP project and outlines the role of a CRISP organisation that will take over the further 

development and implementation the CRISP scheme. The milestones are thus split between 

the CRISP consortium, the future CRISP organisation and other parties, which want to offer 

CRISP certification in the future. The milestone of the former is the completion of the CEN 

Workshop Agreement process. The milestones assigned to the CRISP organisation consider, 

for example, the introduction of the CRISP scheme, the facilitation of pilot activities and the 

finalisation the CRISP standard(s) while the accreditation as well as the issuing of CRISP’s 

first pilot and final certificates build on combined efforts of the future CRISP organisation 

and the future providers of the relevant certificates. 

 

For the CRISP scheme to succeed, external stakeholders are highly relevant, especially for 

consultation purposes, as well as promotion and support of the new scheme. The roadmap 

defines these groups as well as their roles and responsibilities for specific milestones and ac-

tions. It is clear that, for the purposes of building a strong and accepted scheme, the security 

industry, regulators, DPAs, certification, standardisation and accreditation bodies are identi-

fied as crucial in gaining broad acceptance and ensuring the take-up of the CRISP scheme by 

demonstrating support, offering and seeking certification and participating in standards de-

velopment. The European Commission and Member States will also play an important role in 

facilitating the legal and regulatory framework, within which the CRISP scheme will operate. 

 

The CRISP consortium realises the importance of acknowledging potential barriers, such as 

public acceptance, market structural barriers, regulatory limitations, technology limitations, 

gaps in knowledge or other barriers, that can potentially hinder the achievement of the goals 

and milestones. The barriers and gaps were extensively discussed with stakeholders and are 

addressed by this document.  

 

In addition to a roadmap, this deliverable also includes an implementation plan and a list of 

defined action items, so that the implementation of the CRISP scheme can be robustly 

planned. The key elements of the CRISP implementation plan are based upon the CRISP or-

ganisation that will take on the management of the CRISP scheme, to whom this roadmap is 

in fact directed to. The CRISP consortium has prepared selection criteria for such a CRISP 

organisation. Furthermore, the implementation plan identifies the resources needed by the 

chosen organisation to implement the CRISP scheme and action items, including securing 

financial and human resources to ensure adequate conduct, education, promotion, risk man-

agement and further development of the CRISP scheme. Action items for external stakehold-

ers are also identified and arranged in order of priority and by stakeholder groups. 

 

The CRISP roadmap outlines the consortium’s vision for the CRISP scheme on the basis of 

the research, consultation and analytical activities for the first two years of the project. It was 

subject to revision and validation by expert stakeholders in the course of validation work-

shops and communication with the advisory board. 
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2 THE PROPOSED CRISP SCHEME AND VISION FOR ITS FUTURE  

 

The CRISP project mission is to develop an innovative evaluation and certification method-

ology for the CRISP certification scheme for security systems. The CRISP scheme will: 

  

 Contribute to measures that increase citizen trust and confidence in security technolo-

gies through the evaluation of social and legal impacts of security systems and certifi-

cation of systems; 

 

 Facilitate a more harmonised playing field for the European security industry by 

providing pan-European certification for security systems. The scheme will be ac-

cepted across Europe, which will enhance competitiveness by reducing commerciali-

sation costs for the industry; 

 

 Support the goal to provide protection in an efficient manner. 

The innovative part of the CRISP methodology for evaluation of security systems is the as-

sessment against criteria in four different dimensions:  

 Security: the functionality of a security system in countering threats and reducing 

risks 

 Trust: experiences and perceptions of the users of security systems, both employees 

and persons subject to scrutinizing, related to e.g. transparency, openness, fairness and 

accountability 

 Efficiency: economical dimension of the related technology, related to e.g. the prod-

uct life cycle costs, such as the purchasing costs, the implementation costs, the operat-

ing costs 

 Freedom infringement: impact of security systems on the freedoms and rights of 

persons, e.g. related to enhanced personal data collection, processing, sharing and re-

tention. 

These dimensions are referred to as the so-called (S-T-E-Fi) dimensions (Security, Trust, 

Efficiency and Freedom infringement) and the CRISP methodology integrates these in its 

evaluation stage. This is a highly innovative approach, as certification has, to date, primarily 

focused on the evaluation of technical requirements for security systems (the security dimen-

sion). This novel approach to the inclusion of social, legal and economic aspects in evaluation 

and certification methodology will first be piloted for video surveillance systems, to test and 

refine the approach. After the pilot phase, it is foreseen that the CRISP scheme can be ex-

tended to include other types of security systems. 

The CRISP methodology will serve as the foundation of the CRISP certification scheme, 

which will, upon the completion of the CRISP project, be further developed by an interested 
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organisation. The CRISP scheme will not redefine the technical requirements that are already 

in place (e.g. in European standards or existing certification schemes). Instead, the S-T-E-Fi 

dimensions will offer the inclusion of social, legal and economic assessment criteria in the 

certification of security systems. Furthermore, the scheme will contribute to the protection of 

fundamental rights and promote compliance with relevant EU laws, with a particular focus on 

the General Data Protection Regulation (GDPR) 679/2016.  

Certification by the CRISP scheme can be initially sought by both those who install and those 

who procure or run video surveillance systems on their premises. The two-part evaluation and 

certification methodology developed by the CRISP consortium takes existing evaluation and 

certification processes and expert recommendations of several validation activities
2
 into ac-

count.  

As shown in Figure 1, CRISP’s approach consists of two components:  

 

 An evaluation part comprising two main stages (configuration and S-T-E-Fi assess-

ment);  

 A certification part as third-party attestation consisting of three stages (audit,
3
 attesta-

tion
4
 and surveillance

5
).  

 

According to analyses of the CRISP consortium, the technical implementation of the CRISP 

scheme must build upon three kinds of standard(s): 

 

1. Standard(s) specifying the requirements of a specific type of security system; 

2. Standard(s) specifying the requirements for the evaluation stage; 

3. Standards specifying the requirements for the certification stage.  

 

The target group of the future CRISP scheme consists of end users of the relevant systems, 

e.g. “local authorities, emergency organisations, transport operators, law enforcement au-

thorities, retail organisations, health organisations and educational organisations.”
6
 

                                                 
2
 To learn more from the methodology see: Hempel, Leon, Hirschmann, Nathalie, Haponava, Tatsiana, von Laufenberg, 

Roger, Wurster, Simone, Sveinsdottir, Thordis, de Hert, Paul and Kamara, Irene, “Validated CRISP Methodology”, D5.1 

CRISP Project, 30 October 2015 and Hempel, Leon, Hirschmann, Nathalie, Haponava, Tatsiana, von Laufenberg, Roger, 

Wurster, Simone, Wadhwa, Kush, Sveinsdottir, Thordis, de Hert, Paul and Kamara, Irene, Pauner, Cristina, Viguri, Jorge, 

Rallo, Artemi, García, Rosario, Burnik, Jelena, “Report on the scenario-based workshops and the refinement of the CRISP 

Methodology“, D5.2 CRISP Project, 1 February 2016. 
3
 Audit: “systematic, independent, documented process for obtaining records, statements of fact or other relevant infor-

mation and assessing them objectively to determine the extent to which specified requirements are fulfilled” (ISO/IEC 

17000:2004, 4.4)  
4
 Attestation: “issue of a statement, based on a decision following review, that fulfilment of specified requirements has been 

demonstrated” (ISO/IEC, ISO/IEC 17000:2004, 5.2). 
5
 Surveillance: “systematic iteration of conformity assessment activities as a basis for maintaining the validity of the state-

ment of conformity” (ISO/IEC 17000:2004, 6.1). 
6

 Fritz, F., Kreissl, R., von Laufenberg, R., et al. (2016) Glossary of security products and systems.  Deliverable D1.1. of the 

CRISP project. http://crispproject.eu/wp-content/uploads/2016/05/CRISP-Deliverable-1.1_Glossary-of-security-products-

and-systems_REVISED.pdf 
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Note: R1|2|3: outputs from one activity, which work as input to another activity 

 

 

Source: modified Hempel, et al., op. cit., 2016 

Figure 1: CRISP methodology with evaluation criteria and requirements  

 
For systems in development, evaluation according to the CRISP scheme can be applied. Cer-

tification of these systems will only be possible after installation. After the pilot phase, it is 

foreseen that the CRISP scheme can be extended to cover other types of security systems. 
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3 CRISP’S ROADMAPPING APPROACH 

 

This section provides information on the roadmapping approach and its use in the CRISP 

project. The elements of this concept are specified in the following chapters. 

 

Roadmaps and the process of creating them, i.e. “roadmapping”, have become a widespread 

instrument of strategic planning across different fields and sectors. According to IEA,  

 

“A roadmap is a strategic plan that describes the steps an organisation needs to 

take to achieve stated outcomes and goals. It clearly outlines links among tasks 

and priorities for action in the near, medium and long term. An effective roadmap 

also includes metrics and milestones to allow regular tracking of progress towards 

the roadmap’s ultimate goals.”
7
 

 

A key characteristic of roadmaps is their flexibility. Roadmaps are designed to be “simple, 

adaptable ‘strategic lenses’, through which the evolution of complex systems can be viewed, 

supporting dialogue and communication.”
8 

 

A graphical representation is typically the main focus of a roadmap. However, roadmaps are 

not always a “graphic representation of the future.”
9
 Roadmaps are not only useful as a prod-

uct, but as a process as well. The gathering of experts provides an excellent networking op-

portunity. Communication is another benefit as well as the resulting consensus across the 

different actors involved.
10

 It should be considered though, that roadmapping itself “does not 

contain any inherent decision-making elements”.
11

 According to IEA,
12

 a roadmap consists of 

five elements: goals, milestones, gaps and barriers, action items as well as priorities and time-

lines: 

 

Goals “refer to a clear and concise set of targets that, if achieved, will result in the desired 

outcome.” Quantified goals provide specific advantages. An example in the CRISP context 

would be “X% of Europe’s alarm systems are CRISP certified in year Y”. 

 

Milestones represent “the interim performance targets for achieving the goals, pegged to spe-

cific dates.” An example in the CRISP context would be: “Raising the demand for CRISP 

                                                 
7
 IEA, op. cit., 2014, p. 4. 

8
 Phaal, Robert and David R. Probert, “Technology roadmapping: facilitating collaborative research strategy”, Center for 

Technology Management, University of Cambridge, 10 December 2009. 
http://www.gilcommunity.com/files/5613/5947/3628/Overview_-_Strategic_Roadmapping.pdf, p.2. 
9
 Da Costa, Olivier, Mark Boden and Michael Friedewald, Science and Technology Roadmapping for Policy Intelligence; 

Lessons for Future Projects, Proceedings of the The Second Prague Workshop on Futures Studies Methodology, 2005. 

https://works.bepress.com/michael_friedewald/45/ 
10

 Phaal, Robert and David R. Probert, op. cit., 2009, pp. 2-3. 
11

 Phaal, Robert, Clare J.P. Farrukh and David R. Probert, “Technology management tools: concept, development and ap-

plication”, Technovation, 26, 2006, pp. 336-344.  
12

 IEA, op. cit., 2014, p. 5. 

http://www.gilcommunity.com/files/5613/5947/3628/Overview_-_Strategic_Roadmapping.pdf
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certification by A% per year after the introduction of the CRISP scheme to reach B% in year 

Y-5”. 

 

Gaps and barriers stand for a list of any potential gaps in knowledge, technology limita-

tions, market structural barriers, regulatory limitations, public acceptance or other barriers to 

achieving the goals and milestones. 

 

Action items describe “actions that can be taken to overcome any gaps or barriers that stand 

in the way of achieving the goals”. Typical actions include “(…) (the) development of regula-

tions and standards, policy formulation, creation of financing mechanisms, and public en-

gagement”. 

 

Priorities and timelines consist of “a list of the most important actions that need to be taken 

in order to achieve the goals and the time frames”. The interconnections among those actions, 

stakeholder roles and relationships have to be taken appropriately into account. 

 

The different items interact and are influenced by each other.  

 

CRISP intends to develop a roadmap for the introduction of its proposed European security 

certification scheme. The linkage between the roadmap elements and the issues of CRISP’s 

roadmap tasks, described above, are shown in Figure 2. 

 

CRISP’s roadmapping concept uses the first months of the CRISP project as a preparatory 

phase, which pursues the following goals: defining critical terms for the CRISP project and 

the certification scheme (WP 1); involving external experts and commitment of relevant 

stakeholders (WPs 3, 5 and 6); gaining knowledge and expertise (WPs 2 and 4); assessment 

of the needs (WPs 3, 5 and 6); as well as specifying its objectives, its scope and its suggested 

strategy for the future. Aimed at enhancing confidence in the new certification measures, the 

activities in CRISP’s WP 7 will include specific activities to start the implementation of the 

CRISP scheme. Key tasks will include the development of a CEN Workshop Agreement 

(CWA) and the engagement of important stakeholder groups. 

 

As shown in Figure 3, the roadmap was developed in parallel with CRISP’s Certification 

Manual and therefore benefited from CRISP’s Round Table Workshop in May 2016, which 

was used to enrich the Manual. 
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Note: DOW = Description of Work, part of the project contract 

Figure 2: Linkage of CRISP activities and roadmap elements 
 

 
 

Figure 3: CRISP’s roadmapping process 
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The methodical research approach of the CRISP project includes validation workshops and 

other events, where relevant stakeholders are consulted regarding the work in progress. Their 

input and feedback is taken into account to enrich and improve the research outputs. To vali-

date the approach of the roadmap, a stakeholder workshop took place in Delft, the Nether-

lands, on 11 May 2016, with participants from the areas of certification and accreditation, the 

regulatory side and data protection authorities, consumer associations and standardization 

bodies. In total, 25 attendants contributed to the discussion regarding this roadmap. The 

stakeholders received the current version of the roadmap and have been asked specific ques-

tions referring to the approach taken on the goals, milestones and timeline, barriers and gaps 

and the implementation plan. Their input was collected and analysed and the roadmap was 

improved according to the knowledge gained from the stakeholders. 

 

The feedback included very helpful suggestions related to the goals of the future CRISP 

scheme. For example, the stakeholders suggested to take into account alignment with General 

Data Protection Regulation (GDPR) as a market driver, to focus intensively on the acceptance 

by end users as well as on appealing to certification bodies and others. The role of marketing 

was also extensively debated and highlighted in terms of the successful implementation and 

uptake of a new scheme on the market. Helpful comments were also given regarding added 

values of the CRISP scheme for the market to work on incentives for market adoption. Fur-

ther feedback addressed the scope of certification and the target markets that will have incen-

tive to be CRISP certified. Alliances with strong certification bodies were highlighted as a 

crucial aspect for early acceptance and penetration. Alliances with insurance companies that 

may drive demand for certification of security systems (e.g. certification of video surveillance 

systems for smaller insurance premiums) are also seen as of importance. Asked to estimate 

penetration rates, experts argued that penetration rates can only be defined after the first pilot. 

10% market penetration would mean that CRISP is the leading European certification scheme 

in the relevant certification area for security systems. The feedback also showed, among other 

issues, that lack of market demand (from potential certification applicants) may be the most 

important barrier for the success of the scheme. 

 

Time constraints have also been pointed out, especially in relation to the development of 

standards and the process of the CWA development. There was agreement, that the CRSIP 

scheme should be based on existing technical standards and offer the added value in certifica-

tion according to all S-T-E-Fi dimensions.  

 

All the stakeholders input and feedback, for which CRISP partners are extremely thankful, is 

reflected in the following chapters, defining the goals, milestones, barriers and gaps and the 

implementation plan. 
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4 GOALS  

 

As already stated, the CRISP project’s mission is to develop an innovative evaluation and 

certification methodology for security systems. The specific aim is to contribute to measures 

that increase citizen trust in security technologies and facilitate a more harmonised playing 

field for the European security industry by providing pan-European certification for security 

systems and to support the goal to provide protection in an efficient manner. 

 

Based on the mission of the CRISP project, the overarching goal of this roadmap is to intro-

duce an accredited, fully developed CRISP scheme to the market in 2026, which addresses all 

relevant security systems and to reach 10% market penetration of CRISP certification in Eu-

rope at least in the area of video surveillance systems at the end of 2028.  

 

Building on the pre-selection of the market for alarm systems as an appropriate context for 

CRISP certification in CRISP’s WP 5, video-surveillance systems were chosen as the pilot 

area for CRISP certification. This selection built on an analysis of the market segments for 

alarm systems and specific selection criteria included market share numbers, market fore-

casts, the existence of standards and the relevance of the four S-T-E-Fi dimensions for the 

specific type of alarm systems.
13

 The research was based on analysis of the European market 

as a whole and the regional markets in France, Germany, the United Kingdom, Italy, Spain, 

Poland and Estonia
14, 15, 16

. 

 

According to ECORYS, fire detection, alarm and suppression represent the largest segment 

of the European market for security products and systems
17

 with €12.9 bn, followed by in-

truder detection and hold-up alarm (€11.9 bn). Local area observation including video / 

CCTV surveillance is ranked 4
th

 (€10.9 bn) after mechanical access control, barriers, enclo-

sures, etc. (€11.0 bn), followed by identification and authentication including electronic ac-

cess control (€8.8 bn).
18

  

                                                 
13

 See e.g. Wurster, Simone, Pohlmann, Tim, Hirschmann, Nathalie, Murphy, Patrick, van Zetten, Jolien, Lau, Ying Ying, 

Haponava, Tatsiana, Sveinsdottir, Thordis, Finn, Rachel, Rodrigues, Rowena, Wadhwa, Kush, Kreissl, Reinhard, Fritz, 

Florian, von Laufenberg, Roger, Pauner, Cristina, Rallo, Artemi, García Mahamut, Rosario, Viguri, Jorge, Kamara, Irene, de 

Hert, Paul, Kalan, Eva, Burnik, Jelena, Kolar, Igor, “Consolidated report on security standards, certification and accredita-

tion – best practice and lessons learnt”, D2.2 CRISP Project, 30 June 2015. 
14

 ECORYS, Study on the development of statistical data on the European security technological and industrial base Final 

Report, 2015. 
15

 Brandenburgisches Institut für Gesellschaft und Sicherheit 
16

 Gummer, S. Chase and Stuchtey, Tim H., "Civil Security" and the Private Security Industry in Germany 2012, BIGS 

Policy Paper No. 4 / August 2014.  

http://www.bigs-

pots-

dam.org/images/Policy%20Paper/PP%20No.%204%20Security%20Industry%20in%20Germany%20onscreen%20version%

20.pdf. 
Due to extended market research activities conducted in parallel by BIGS in Germany, the German market was not included 

in the ECORYS study.  
17

 This refers to the data on “other security products” in the ECORYS study. ECORYS uses a specific differentiation be-

tween “cyber security products and services”, “other security products” and “other security services”. “Cyber security prod-

ucts and services” and “other security services” are considered by separate statistics in the ECORYS report. 
18

 ECORYS, op. cit., 2015, p. 117. 
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According to the Homeland Security Research Corporation, “The CCTV surveillance market 

is undergoing a remarkable technology revolution”. It is forecasted that the decade, which 

started in 2013, will create a new multi-billion premium security market of CCTV-Based 

Remote Biometric & Behavioural Suspect Detection and bring, “Significant growth opportu-

nities to CCTV, biometric and IT system manufacturers, security systems integrators and 

entrepreneurs”.
19

 Furthermore, unlike mechanical access control, surveillance solutions also 

provide an appropriate framework for the exploitation of CRISP’s whole capability including 

the Freedom Infringement dimension. Therefore, video surveillance / CCTV were chosen as 

CRISP’s first priority and subject of CRISP’s pilot activities specified in chapter 5. 

 

For the CRISP scheme to achieve 10% market penetration in the specified time, at least in the 

area of video surveillance systems, it must have added value and be accepted on the market. 

Market demand plays a key role for the success of a certification scheme. CRISP builds on an 

innovative approach that also takes societal dimensions into account thereby striving to offer 

something addressing a need, which is currently not considered in the certification market for 

security solutions. The identified target groups are mostly operators of large security and 

alarm systems, such as cities, hotel chains, retail chains, parking places, airport securities, 

municipalities and law enforcement infrastructures.  

 

In order for the goal of added value and market acceptance to be reached, a set of sub-goals 

were identified taking into account the stakeholders’ opinions, which are shown in Figure 4 

and below. These goals cannot easily be quantified and measured but have a clear impact on 

achieving the main goal of the scheme.  

 
a) Develop a high-quality scheme and trustworthy CRISP certificates 

 

The quality of the CRISP scheme is essential for its success. In order to achieve the goal of a 

high-quality scheme, the future CRISP scheme must be sufficiently flexible, take other certif-

icates as well as regulations and standards into account, and have proper oversight mecha-

nisms and well defined criteria, procedures and requirements. Mechanisms, such as regular 

quality assessments, participation of qualified experts from all four S-T-E-Fi dimensions and 

clear certification rules and procedures (e.g. on suspension/withdrawal certificates, complaint 

procedure mechanisms), can contribute to achieving this goal. The goal of quality of the fu-

ture CRISP scheme is closely interrelated with other goals (e.g. alignment with regulatory 

demands in the field of data protection) and the same measures may assist in reaching more 

sub-goals. 

 

                                                 
19

 Homeland Security Research Corporation, “CCTV Based Biometric Standoff Suspect Detection Markets”, 2013. 

http://marketing.homelandsecurityresearch.com/HSRC/CCTV/; Rodrigues, Rowena, “Surveillance industry in Europe”, in 

Wright, David, Kreissl, Reinhard (eds.), Surveillance in Europe , 2015, p. 106. 

http://marketing.homelandsecurityresearch.com/HSRC/CCTV/
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Figure 4: Goals hierarchy of this roadmap 

 
b) Develop a cost-effective CRISP scheme 

 

The CRISP scheme should be cost-effective from the viewpoint of the main targets of the 

scheme, i.e. “the local authorities, emergency organisations, transport operators, law en-

forcement authorities, retail organisations, health organisations and educational organisa-

tions.”
20

 Paying attention to the costs of certification is therefore a very important goal that is 

directly connected to the main goal of the CRISP scheme. Clear certification criteria, simpli-

fication of evaluation and audit processes could have a positive impact on certification costs. 

                                                 
20

 Fritz, Florian, Kreissl, Reinhard, von Laufenberg, Roger, de Hert, Paul, Tanas, Alessia, van Brakel, Rosamunde, Wurster, 

Simone, Glossary of security products and systems, Deliverable D1.1. of the CRISP project, 2016. http://crispproject.eu/wp-

content/uploads/2016/05/CRISP-Deliverable-1.1_Glossary-of-security-products-and-systems_REVISED.pdf 
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http://crispproject.eu/wp-content/uploads/2016/05/CRISP-Deliverable-1.1_Glossary-of-security-products-and-systems_REVISED.pdf
http://crispproject.eu/wp-content/uploads/2016/05/CRISP-Deliverable-1.1_Glossary-of-security-products-and-systems_REVISED.pdf
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c) Achieve synergies with regulatory demands 

 

Necessary demand side (market) incentive may be stimulated by regulatory demands. If there 

are no regulatory demands at EU level that could provide incentive to the market to use 

CRISP scheme, the uptake will be slow. The recently adopted General Data Protection Regu-

lation 679/2016, which endorses data protection certification, marks and seals (though volun-

tary but demonstrating compliance), may provide such regulatory stimulus. CRISP certifica-

tion should strive to be fully aligned with GDPR certification mechanisms. Applicants for 

certification would be unlikely to see added value in a certificate, which is not also accepted 

under data protection regulation. 

 

The uptake of the CRISP scheme would also be stimulated by the demand on the part of 

regulators, associations and political actors from the wider field of private security. There, 

stakeholders will be approached in the course of CRISP WP 7 activities, which aim to pro-

mote acceptance and trust in the CRISP methodology. 

 

d) Become recognized and accepted by certification bodies 

 

A key goal for the future CRISP scheme is that it will be recognised and accepted by certifi-

cation bodies as a scheme that they can market to their users. Alliances with strong certifica-

tion bodies were identified as crucial for early acceptance and penetration of the scheme. It 

was suggested by stakeholders that focusing on ten pilot certification bodies from different 

member states as early adopters would be an approach to follow. This goal may be reached 

by constant dialogue with certification bodies and market research to identify the added value 

of the CRISP scheme and implementation of “agreements on multilateral recognition” to di-

rectly ensure acceptance among certification bodies. 

 

e) Achieve backing-up by insurance companies 

 

The participants of the Roadmap Validation Workshop highlighted that insurance companies 

are a very important driver of market demand for certification schemes because the certifica-

tion of products and systems with certificates of the insurance’s choice leads in many cases to 

a reduction of insurance fees, which motivates the clients of the insurance companies to re-

ceive such a certificate. Therefore, it is important to achieve recognition and acceptance of 

CRISP certification by insurance companies that can directly motivate certification applicants 

to apply for certification in order to achieve lower insurance premiums for their security sys-

tems. Insurance against fines
21

 and liability may also be an important driver for success of the 

future CRISP scheme. 

 

                                                 
21

 Fines for breaching the demands of the GDPR may amount to €20 mn or 4% of worldwide annual turnover, whichever is 

greater. 
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f) Start gaining acceptance and penetration in appropriate regions 

 

The implementation of a new certification scheme in all European countries is linked to spe-

cific challenges. It requires resources on the part of the future CRISP organisation, the identi-

fication and collaboration of supporters in national markets, as well as intensive marketing 

activities. To reduce the complexity of this framework condition, the regions in the EU were 

analysed. Regarding the size of the relevant national markets for security solutions (without 

cyber security)
22

, the order of the countries of the ECORYS study is: 1.) France (€17.8 bn), 

2.) United Kingdom (€15.2 bn)
23

 and 3.) Italy (€11.3bn). In the area “Local area observation 

including video / CCTV surveillance”, the British and the Italian markets are dominating 

(€2.1 bn and 1.8 bn). France is ranked 3
rd

 in this area with a volume of €1.6 bn. In Germany, 

data on security companies are used to provide information about different market segments. 

The total turnover rate in 2011 was €35 bn, including IT security and security services.
24

 

Within the country, there are 199 video system providers, representing the country’s second 

largest segment of the security market, exceeded only by the 202 providers of electronic ac-

cess control.
25

 

 

During the Roadmap Validation Workshop, stakeholders were consulted about the above 

mentioned countries. They highlighted challenges in this regard due to the countries’ diverse 

certification landscape. It was noted that building alliances with strong certification bodies 

from these countries would be a good strategy to overcome this barrier. They also suggested 

to focus firstly on the Netherlands as a pilot country. As a medium-sized European country 

whose security industry is described in CRISP Deliverable 2.2,
26

 they provide manageable 

framework conditions for such activities. Another advantage is the presence of NEN, a part-

ner in the CRISP consortium, which can support such an initiative. The choice of relevant 

pilot regions will also depend on the already existing market relations of the future CRISP 

organisation, which is advised to develop an appropriate marketing strategy considering all 

relevant framework conditions appropriately.  

 

Appropriate further development of the future CRISP scheme and an adequate response to 

new market needs will also be essential. After the establishment of the CRISP organisation 

and the introduction of the suggested pilot scheme for the pilot area, an important issue will 

be the extension of the future CRISP scheme to new segments of the security market. In time, 

it might also be desired to extend CRISP’s scope to the international market and to offer 

CRISP certification in additional regions of the globe. These issues go beyond the scope of 

this document and will require consideration of the future CRISP organisation, as well as its 

initiation of appropriate activities to address these goals. 

                                                 
22

 As explained in footnote 17, ECORYS refers to “‘other’ security products” besides “cyber security products and ser-

vices” and “other security services”, see chapters 6.2.1 - 6.2.3 of the ECORYS study for an overview. 
23

 As mentioned, this chapter was written before 23 June 2016. 
24

 Gummer and Stuchtey, op. cit., 2014, p. 14. 
25

 Gummer and Stuchtey, op. cit., 2014, figure 5. 
26

 See Wurster et al., op. cit., 2015. 
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5 MILESTONES, PRIORITIES AND TIMELINE 

 

In the course of the development and introduction of the future CRISP scheme, 13 mile-

stones, shown in the following table, are proposed. They are regarded as interim targets that 

show the progress towards achieving the goals, defined in the previous chapter: 

 
 

M1: Completion of CRISP‘s CWA 

M2: Establishment of the CRISP organisation 

M3: Completion of a pilot scheme for video surveillance systems based on CRISP’s 

CWA
27

 
 

M4: Issuing the first pilot certificate  

M5: Early adoption of the CRISP pilot scheme for video surveillance by ten certifica-

tion bodies from EU Member States 
 

M6: Finalisation of the CRISP standards 

M7: Completion of the CRISP scheme extended to other security systems 

M8: Confirmation of the accredibility of the CRISP scheme 

M9: Accreditation of the CRISP scheme  

M10: First accreditation of certification bodies, which want to provide CRISP certifi-

cation 

M11: Issuing of the first final CRISP certificate  

M12: Market penetration by 10% in Europe at least in the area of video-surveillance 

systems 
 

 

 

Figure 5: Overview of CRISP’s milestones 

 
As Figure 5 shows, the milestones relate to three different stages in the process of the CRISP 

scheme development and acceptance. As the CRISP project’s roadmapping approach directs, 

they present the interim performance targets for achieving the specified goals, and pegged to 

specific dates. The milestones are also clearly listed in the timeline (Figure 7). 

 

The first stage includes three milestones. The CRISP project will finish with a CEN Work-

shop Agreement (CWA) in March 2017 (M1). This will be followed by the specification of 

the members of the CRISP organisation (M2). The final milestone of the first stage refers to 

the CRISP organisation completing the CRISP evaluation and certification pilot scheme for 

video surveillance systems (M3) based on a CWA document developed as part of WP 7 of 

                                                 
27

 A CWA is “a technical agreement, developed by an open workshop structure within the framework of CEN/CENELEC 

and owned by CEN/CENELEC as a publication, which reflects the consensus of only the registered participants responsible 

for its contents.” Source: CEN, “Characteristics of the CEN/CENELEC Workshop Agreement and CEN/CENELEC Work-

shop guidelines”, 2016. http://boss.cen.eu/reference%20material/guidancedoc/pages/cwaws.aspx 
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the CRISP project, and on the innovative proposed CRISP methodology, developed as part of 

WP 5 of the project. In parallel with the development of the pilot scheme, it is planned to 

develop an evaluation tool which shall be also completed at M3.  

 

The three milestones also represent the targets that show the process towards achieving the 

sub-goals of developing a high quality scheme and trustworthy certificates (sub-goal a), de-

veloping a cost-effective scheme (sub-goal b) and achieving synergies with regulatory de-

mands (sub-goal c). (The preparation of M7, the completion of the final CRISP scheme will 

also build on these principles.) 

 

The next “piloting” stage, which includes the issuing of the first certificate in the area of vid-

eo surveillance systems, relates to the goal of recognition and acceptance of the CRISP 

scheme by certification bodies (sub-goal d) due to the favourable factors, explained in chapter 

4, and to the sub-goal of gaining early adopters and penetration (sub-goal f). M5 refers to the 

early adoption of the CRISP pilot scheme for video surveillance systems by ten certification 

bodies from EU Member States and serves as a target of achieving the above mentioned sub-

goal c, as well as achieve backing up by insurance companies (sub-goal d). Success in the 

piloting phase will be shown by the market share of the CRISP scheme in the pilot area in the 

following years. 

 

The last stage represents milestones related to further development and extension of the 

CRISP scheme to be offered to other security systems rather than being limited to the pilot 

market of video surveillance systems. The progress of the milestones on the timeline is inter-

linked with the milestones in the previous piloting stage, since activities related to the exten-

sion of the scheme will be taking place parallel to the piloting activities. The milestones rep-

resent targets in relation to all of the goals from chapter 4, as in the previous two stages, only 

now addressing the development and uptake of the extended CRISP scheme, available for 

other security systems and based on developed CRISP standards. 

 

It is expected that CRISP standards will be developed by 2023 (M6), originating from the 

CWA developed as part of the project. Standardisation activities take time and therefore this 

process will run for five years in parallel with the pilot testing. M7 concerns the completion 

of the CRISP scheme extended to other security systems, whereas the following two mile-

stones represent the accreditation of the CRISP scheme (M9) after receiving confirmation of 

the accredibility of the CRISP scheme (M8). The next two milestones (M10 and M11) refer 

to the accreditation of the first certification body wishing to offer CRISP certification and the 

issuing of the first CRISP certificate based on the final scheme by one of these organisations. 

The last milestone (M12) signals that the CRISP scheme reached the desired market share of 

10%, at least in the area of video surveillance systems. 
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Stakeholder involvement in achieving the milestones  

 

Figure 6 shows which stakeholders have to be involved in reaching these milestones: 

 

Stakeholder Leadership Involvement 

CRISP project M1  M2 

CRISP organisation  M3-M9 and M12 M10, M11 

European Commission M2 (advocating and 

endorsing) 

M12 

Member States - M1, M4, M6, M12 

Industry and industry associations, 

chambers 

- M1, M3, M4, M6, M7, 

M12 

European certification bodies M10, M11 M1, M2 - M7, M12 

European standardisation bodies - M1, M6 

Regulators, DPAs  - M1, M3, M6, M7, M12 

Installers of systems, insurance com-

panies, consultants 

 M1, M5, M6, M12 

NGOs
28

 or consumer advocacy groups 

relevant for the CRISP scheme 

- M1, M5 - M7, M12 

 

Figure 6: Responsibilities for CRISP’s milestones 

 
As shown in Figure 6, the CRISP project’s responsibility towards achieving the milestones 

ends with the agreed CWA at the end of the project in March 2017 (M1) and with initial in-

volvement in the activities that result in the establishment of the CRISP organisation (M2), 

whose task will be to lead towards the achievement of each of the subsequent milestones. In 

the process of reaching M1 and successfully concluding the CWA, the CRISP project will 

include all listed stakeholders, to achieve a balanced structure and to benefit from their early 

involvement in the making of the CWA, which will also contribute to wider acceptance of the 

CRISP approach.  

 

Furthermore, the project will play an essential role in the establishment the CRISP organisa-

tion, by providing recommendations and knowledge to the organisation that will show inter-

est to take up the work done by the CRISP project, finalise and operationalise the CRISP 

scheme, and will take the responsibility for the remaining milestones. There is also an im-

portant role to be played by the European Commission at this stage. It will need to advocate 

and promote CRISP certification to back up the incentive for the emergence of the CRISP 

organisation. This can either be an existing organisation, a new organisation or several parties 

                                                 
28

 E.g. Privacy International 
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experienced in managing accredited certification schemes working in collaboration, but it is 

not intended to be the CRISP project consortium (see chapter 7). The CRISP project will use 

the remaining project months and CRISP WP 7 activities to stimulate interest in creating and 

supporting the CRISP organisation among its stakeholders. This roadmap and the Certifica-

tion Manual (CRISP Deliverable D6.2) will provide the CRISP organisation with initial guid-

ance from the CRISP project on the steps that are necessary to finalise the CRISP scheme, 

successfully pilot it in the area of video surveillance and to ultimately extend it to consider 

additional security systems. 

 

Taking over the tasks for M3 to M9 and M12, the CRISP organisation will need to involve 

other relevant stakeholders at different stages, such as the industry and standardisation bodies 

in the process of completion of the relevant standards, and regulators in the standardisation 

processes as observers. Furthermore, the support of certification bodies will be necessary for 

the successful introduction of the scheme and the desired issuing of CRISP certificates, which 

is particularly highlighted by milestones M5, M10 and M11. Last but not least, it is important 

to consider that the penetration goal, M12, can only be reached with the support of all rele-

vant stakeholders: the European Commission, Member States, the industry and industry asso-

ciations, certification bodies, accreditation bodies and consumer groups, as well as other im-

portant stakeholders, such as insurance companies, installers and consultants, who could pro-

vide the driver for the uptake of the CRISP scheme. The CRISP organisation will, therefore, 

need to involve appropriate stakeholders early in the processes of achieving each milestone to 

maximise their input and to achieve a balanced approach. 

 

CRISP Timeline  

CRISP’s timeline is shown in Figure 7. It covers the years 2016 to 2028 and beyond and has 

14 stages.  

The first three items on the timeline (duration of the project, finalisation of the CWA and 

building interest among stakeholders to establish a CRISP organisation) refer to the CRISP 

project, which lasts until March 2017. The development of a close relationship with key 

stakeholders will take place both during the initial marketing campaign and throughout the 

remaining duration of the project (see chapters 2 and 7).  

 

The fourth item concerns the establishment of the CRISP organisation, which includes the 

processes of specifying members of the CRISP organisation and start up-financing, as well as 

other activities further described in chapter 7. In relation to the activities related to the set-up 

of the CRISP organisation, including its structures and procedures, and in accordance with 

commentary from stakeholders at validation events, it is difficult to predict the amount of 

time this will require, since it involves many variables, among which the driver for estab-

lishment of such an organisation is crucial, since it will be based on a perceived market value 

of the new scheme.  



 

    
 

Figure 7: Timeline for the implementation of the CRISP scheme 
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Having this in mind, and if all favourable conditions were met, it is expected that such an 

organisation could be established and running before the end of 2017, provided that activities 

related to establishment would start in 2016 during the remaining months of the CRISP pro-

ject. It is expected that it would take at least a year to have the organisation fully established. 

 

Building on the preliminary work of the CRISP project (in particular the development of the 

Certification Manual, the CWA and stakeholder workshops), the first activities of the CRISP 

organisation would be the completion of CRISP’s pilot scheme. Various accreditation bodies 

publish checklists and guidelines for the development of high quality conformity assessment 

schemes on their websites. Building the scheme development on these requirements will be 

crucial for the success of the pilot scheme and the final CRISP scheme as well. 

 

It is expected that the CRISP organisation would need at least a year after its establishment to 

finalise the CRISP scheme and start with the piloting phase in the video surveillance systems 

area. The evaluation tool, that is part of CRISP methodology, plays an important role in the 

CRISP concept
29

. In this regard, it will be crucial to further specify the role of evaluation 

bodies in this context, including their features and relation to certification bodies. The result 

of this stage is reflected by milestone M3 and achieved at the end of 2018. The development 

of the scheme and the evaluation tool will, nevertheless, run further on the timeline, as the 

intention is that the CRISP scheme will ultimately be extended to other security systems. The 

finalisation of the pilot scheme will also include an assessment of the potential benefits of 

accreditation of the scheme. In this case, the introduction of the scheme will take place after 

an additional accreditation process, which is described in detail below. In any case, a Europe-

an (National) Accreditation Body (NAB) is consulted for a pre-assessment for the successful 

development of the final scheme after the completion of the pilot scheme. 

 

Besides reaching milestone M4, that is the issuance of the first CRISP pilot certificate, the 

timeline concerns building interest among certification bodies from the CWA development 

phase by including them in the development process of CRISP’s pilot scheme and promoting 

the pilot approach to them. 

The piloting phase is expected to run for 7.5 years, from beginning of 2019 to mid-2026 

when both the CRISP scheme and the first certification bodies are accredited to offer CRISP 

certification. (In reality certification based on the pilot scheme will last slightly longer until 

all certification processes, which already started by the time of the introduction of the new 

scheme, are completed.) The pilot certificates stay valid until the specified date of expiration. 

An important activity to achieve the desired penetration of the CRISP scheme in EU Member 

States is the building of a close relationship with certification bodies, regulators and policy 

makers to ensure that CRISP certification will be available across Europe and that the evalua-

                                                 
29

 Based on relevant experience gained in various European projects, the Center for Technology and Society 

(CTS) of the Technische Universität Berlin expressed an interest in developing the tool after the project’s com-

pletion. 
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tion and standards interpretation is consistent. The introduction of a common policy for a 

CRISP network will play an important role in this regard. From the point of creating the 

CWA during the CRISP project, it is necessary to work with certification bodies by involving 

them in the development of the future CRISP scheme to help build trust in it. M5 represents 

the completion of ten licensing contracts with European certification bodies to market the 

CRISP scheme. 

 

The successful implementation of the pilot and the final scheme also require an appropriate 

marketing campaign that will, to an extent, start in the course of the project (WP 7, starting in 

June 2016), and specifically support the successful introduction of a finalised pilot scheme 

and the final scheme by the future CRISP organisation. Intensive marketing activities have to 

be conducted during the entire process until and even after the desired market share of the 

CRISP scheme is reached. This is important to keep, strengthen and improve the market share 

and the position of the scheme. 

It has been stressed by the stakeholders at the validation event in May 2016, that the true 

driver behind the uptake of the future CRISP scheme will be market demand on the part of 

the end users, who will be interested in certifying their installed security solutions (e.g. video-

surveillance systems in the pilot phase). Their demand will spur the interest of the certifica-

tion bodies to offer certification according to such a scheme. Marketing consciously and con-

sistently to all these stakeholders, stressing the added value of the future CRISP scheme and 

considering how the needs of the stakeholders will be met by the new scheme is, therefore, 

one of the crucial items on the timeline, similar to the constant building of the networks with 

certification bodies, regulators and other important stakeholders. 

The importance of the development of a detailed marketing plan for the CRISP scheme, by 

which marketing communication strategies will be defined, and the goals for different target 

groups were also highlighted at the validation workshop in May 2016. Initial inputs for the 

marketing plan will be developed in the remaining duration of the CRISP project with the 

activities in WP 7, however, the full plan would need to be developed by the CRISP organisa-

tion (see chapter 7). 

 

The last items on the timeline relate to standardisation activities and the completion of the 

extended CRISP scheme that will be offered to other security systems, not only the pilot area 

of video surveillance systems. They also include accreditation and the successful market pen-

etration of the final scheme. 

 

Standardisation activities will build on CRISP’s CWA and initially include the identification 

or establishment of the relevant Technical Committee (TC) and Working Group (WG), as 

well as lobbying activities in the Member States for the new standardisation project. These 

efforts will build on a common, pan-European decision on the kinds of security systems, 

which should be included in the scope of the standard(s) and of the future CRISP scheme. 

According to stakeholders’ experience, it takes approximately five years to develop a new 

standard. The CRISP standard(s) can build on the CWA developed in the project. This means 
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that the CWA can be processed through a CEN/TC as a draft standard (or foundation for sev-

eral standards) based on four steps, shown in Figure 8, which might result in a faster proce-

dure and completion in two to three years. The CRISP organisation is seen as the initiator of 

this process, which means that the standardisation activities could start after the completion 

of the pilot scheme at the beginning of 2019, finishing with the achieved milestone (M6) at 

the latest in 2023.  

 

 
 

Note: CCMC stand for CEN-CENELEC Management Centre, NWI = New Work Item 

Figure 8: Standardisation process in the CRISP project 

 
Building on the published CRISP standard and CRISP’s pilot scheme, the standards-based 

scheme for the extended list of security systems can be developed and is expected to be final-

ised by 2024. Based on these activities, milestone M7 represents the finalisation of the ex-

tended CRISP scheme.  

 

The accreditation of the CRISP scheme, which is expected to be offered across Europe, must 

follow the following steps:  
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The scheme owner submits an application for review of the scheme to the National Accredi-

tation Body (NAB) with all necessary documents and completed checklists.
30

 The following 

assessment of the accredibility of the scheme is dependent on the complexity of the scheme 

and its degree of innovation. The period can last between four weeks and several months. 

 

If the application is accepted, the NAB submits the documents to the European co-operation 

for Accreditation (EA) for Europe-wide examination. The assessment at EA will take approx-

imately 60 days. Due to the CRISP scheme’s high degree of innovation, it is estimated that 

the assessment of the accredibility of the scheme lasts six months. M8 visualises the confir-

mation of the accredibility of the scheme. The timeline includes a buffer of three months for 

additional possible activities to reach that milestone. As mentioned above, the NAB is con-

sulted after the completion of the pilot scheme for a pre-assessment to receive advice to facil-

itate the accredibility of the final scheme. 

 

After the accredibility of the scheme is confirmed, the customary accreditation process takes 

place, including the application for accreditation, the submission of all documents, the com-

pletion of any necessary corrective actions, preparation of the final report and the decision on 

accreditation. On average, the process between the request and the accreditation decision lasts 

approximately eight to nine months for initial accreditations and concludes with milestone 

M9. 

Certification bodies wishing to operate within the parameters of this scheme must describe 

their certification programme and apply for accreditation for this programme. Bodies, which 

already have an accredited certification programme based on EN ISO/IEC 17065 in the area 

of CRISP’s scope, may offer CRISP certification four to six months after the accreditation of 

the scheme and an successful application for an extension of their accreditation regarding 

CRISP certification. This period is extended by the time they need to prepare for this process 

and to complete the relevant documents. The accreditation process of other organisations, 

which cannot build on an existing own certification programme in the relevant area, lasts 

approximately eight to nine months. 

 

The following milestones represent the accreditation of the first certification body to offer 

CRISP certification (M10) and the issuing of the first CRISP certificate by this certification 

body (M11). Finally, M12 reflects CRISP’s goal to reach a market share of 10% at least in 

the market for installed video surveillance systems in 2028. 

 

In addition to the temporal activities and marketing measures, quality management is an im-

portant permanent task.  

                                                 
30

 More information is available on the websites of the national accreditation bodies of the European Member States. 
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6 BARRIERS AND GAPS 

 

This chapter considers the potential barriers that may arise during the implementation phase 

of the future CRISP scheme. Each barrier is described in short and steps towards solutions are 

presented. These steps are assigned either to the CRISP consortium, to be considered during 

the CRISP project, or the future CRISP organisation. For the implementation of the CRISP 

scheme, the barriers range in type and severity, e.g. not all barriers are considered as being 

critical or “be-all and end-all”. The barriers also range in type, e.g. while some are linked to 

market acceptance, others may be linked to the context (market, regulation or legal) within 

which the CRISP scheme emerges is launched. The identified barriers, which are potential 

challenges for the success of the CRISP scheme, are listed below in order of importance: po-

tential barriers based on current framework conditions, potential barriers regarding ac-

ceptance and trust and potential barriers based on specific gaps related to CRISP’s innovative 

approach. The following figures give an overview and show potential solutions. Further, de-

tailed solutions are shown in the next chapter. 

 

Critical barriers in order of importance 

 

 

1. Lack of appeal to and added value for end users, resulting in poor market 

demand 

The CRISP scheme needs to be widely accepted by all stakeholder groups, and appealing to 

end users, who are the key clients of the scheme. It needs to achieve cross-border user aware-

ness and this requires implementation of early promotion and marketing strategies to achieve 

user trust. Also, to enhance trust, the CRISP organisation must demonstrate robust and effi-

cient monitoring mechanisms for compliance. 

Potential solution 

The potential solution rests in achieving the following sub-goals from chapter 4: 

a. Develop a high-quality CRISP scheme and trustworthy certificates 

b. Develop a cost-effective CRISP scheme 

c. Achieve synergies with regulatory demands 

d. Become recognised and accepted by certification bodies 

e. Achieve backing-up by insurance companies 

With regard to the development of the CRISP scheme, there should be a focus on added val-

ue, keeping evaluation and certification costs down and minimising administrative efforts. 

CRISP should not seek to re-evaluate or re-certify, but to reach synergies with the providers 

of complementary certificates. Due to certification costs, it would be advisable to target the 

scheme to large end users, e.g. airport security, municipalities and hotel chains and clearly 

outline the benefits of CRISP certification. Beyond the CRISP project, the future CRISP or-

ganisation should widely publicise the scheme to key stakeholder groups and request feed-

back on what would make the CRISP scheme appealing to end users. Strong pilot cases that 

boost awareness and demonstrate the benefits of CRISP certification should be chosen and 

used as testimonials in CRISP-related marketing activities.  

(figure continues) 
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The CRISP organisation should also focus on incentives, e.g. lowering insurance costs and 

seeking to situate the CRISP scheme to demonstrate compliance with legislation (e.g. the 

GDPR). Insurance cost aspects also highlight the benefits of S-T-E-Fi by design31
 if the in-

surant (e.g. an end user) is involved in the design of the system. 
 

2. Lack of acceptance from certification bodies 

This barrier is significant and stems from the barrier above. If certification bodies do not 

sense a demand from the market, they are unlikely to offer certification services for the 

CRISP scheme. Furthermore, should the CRISP scheme not be perceived to offer added val-

ue, certification bodies will be unlikely to offer it to their customers. 

Potential Solution 

The potential solution rests in achieving the following sub-goals from chapter 4: 

a. Develop a high-quality CRISP scheme and trustworthy certificates 

b. Develop a cost-effective CRISP scheme 

c. Become recognised and accepted by certification bodies 

d. Start gaining acceptance and penetration in appropriate regions 

The CRISP consortium has consulted extensively with certification bodies through stakehold-

er events during the project term, e.g. through a series of workshops, including the roundtable 

with certification bodies, as well as research efforts, such as survey and interviews. These 

consultations were carried out to find out about their needs and drivers, as well as to advertise 

and receive feedback during the developmental phase of the CRISP methodology.  

The concept for the future CRISP organisation includes close cooperation with certification 

bodies, so that the future CRISP scheme and certification process are as streamlined as possi-

ble and relevant to end user needs.  

 

3. Lack of acceptance from regulators and policy makers, or conflicting with 

regulations and legislation 

As it is aimed at developing a pan-European CRISP scheme that is accepted and recognised 

across Europe, early acceptance and support of different stakeholders is imperative for its 

successful implementation. One of the most important stakeholders are the regulators, includ-

ing also policy makers at the level of the EU (including the EC) and the Member States. En-

dorsement of the CRISP scheme on the part of these stakeholders would result in faster and 

more predictive implementation and uptake of the scheme, since compliance with regulatory 

demands is an important driver for the market CRISP scheme is aiming at. 

 (figure continues) 
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 See Hempel et al., op. cit., 2016, p. 63. 
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Potential Solution 

The solution rests in achieving the following sub-goals from chapter 4: 

a. Develop a high-quality CRISP scheme and trustworthy certificates 

b. Achieve synergies with regulatory demands 

For the management of the future CRISP scheme, expert oversights, as well as cyclical re-

views of regulation and legislation, should help to mitigate this barrier. It is expected, that 

there will be an advisory board established as part of the finalised CRISP organisation, to 

oversee the regulatory questions. The regulators and policy makers were included in the pro-

cesses of the development of the CRISP scheme and should also be included in all the follow-

up activities, to ensure positive attitudes towards the CRISP scheme and to achieve in the end 

a positive regulatory environment that would back up the efforts for the establishment of the 

CRISP organisation. The CRISP project has engaged a variety of stakeholders from the EC 

and national policy making and regulatory bodies through newsletters, workshops and re-

search efforts. CRISP’s WP 7 will be focused on gathering support for the new CRISP 

scheme and will include roundtables with DPAs, briefing papers for specific stakeholder 

groups, such as end users and the industry. The CRISP consortium has also been in contact 

with the EC to boost awareness. The future CRISP organisation should also focus on a close 

communication with EC, national regulators and policy makers to ensure support to the 

CRISP scheme once it is implemented. 

     

 

Figure 9: Critical barriers in CRISP’s roadmap – barriers 1-3 

 
To support the overcoming of these barriers the CRISP consortium will also continue to pub-

licise the scheme through stakeholder events and will disseminate information until the end 

of the CRISP project. In WP 7 the partners will focus on the promotion of the CRISP ap-

proach among all relevant stakeholders to boost awareness. 

 

Significant Barriers 

 

The barriers listed below, although significant, are not deemed to “be-all and end-all” in the 

sense that they could stop the implementation of the CRISP scheme altogether if not mitigat-

ed. Steps towards mitigation are listed below each barrier. 

 

 

4. The fragmented nature of the security industry 

As the EU has identified, the security industry in Europe is fragmented and this could prove a 

difficult barrier for the future CRISP scheme, as it is intended that be a pan-European certifi-

cation scheme. The research activities carried out in the CRISP project indicated that an un-

derstanding of the different national security cultures in Europe is required, so that a scheme 

can be designed that takes these into account. 

   (figure continues) 
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Potential Solution: The CRISP project has conducted extensive research activities on the 

security landscape in different countries in Europe, as well as internationally. Deliverable 

D2.2 presents the security landscape in selected European and non-European countries 

providing a first overview of security diversity. Deliverable D4.3 and the analysis of existing 

schemes also highlighted different approaches in security certification depending on the issu-

ing authority and type of security application. The development of the evaluation and certifi-

cation methodology focused on a S-T-E-Fi-based assessment procedures to be used for secu-

rity systems in different use contexts. The future CRISP organisation should continue this 

work and bear in mind, how a CRISP scheme can be best applied in different member states. 

This could be achieved by developing and using EN standards within the future CRISP 

scheme. This work should carry on from the CRISP project and throughout the pilot stage. 

 

5. Lack of regulatory oversight 

Regulatory oversight is important as it ratifies and confirms the legality of the CRISP 

scheme. The chosen regulator (e.g. DPAs) could monitor the scheme’s operation to guarantee 

that it is robust. Regulatory oversight and proper articulation of this oversight in the regulato-

ry framework is a crucial factor for its success. 

Potential Solution: The CRISP consortium includes a DPA, which has helped in gaining the 

perspective of regulators in the development phase of the methodology. Although not all reg-

ulators have monitoring powers, it would be of benefit to have external monitoring from a 

respected regulatory body. The future CRISP organisation should seek to set up an external 

monitoring so that the scheme is considered robust in this respect. This will help to build up 

trust in the future CRISP scheme. 

 

6. Potential innovation gaps /Understanding difficulties 

Due to the innovative approach of the CRISP evaluation method, there may be misunder-

standings within the bodies that are relevant to implementing the CRISP scheme
32

. 

Potential Solution: Within the remit of the CRISP project this issue will be, to some extent, 

tackled in WP 7 (Enhancing confidence in the new certification measures) of the project as 

well as in on-going dissemination activities. It is, however, clear, that for the future CRISP 

organisation, on-going awareness raising, education and training will be needed for evalua-

tion and certification bodies. The S-T-E-Fi criteria will need expert input and evaluation, and 

this specific training will need to be prepared by the CRISP organisation for certification 

bodies that seek to evaluate and certify according to the CRISP methodology and scheme. As 

with innovative approaches, this will take time and effort, and must not be overlooked in for-

ward planning for the CRISP scheme implementation.  

   

 

Figure 10: Significant barriers in CRISP’s roadmap – barriers 4-6 
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 See Sveinsdottir, Thordis, Finn, Rachel, Wadhwa, Kush, Rodrigues, Rowena, van Zetten, Jolien, Wurster, Simone, 

Murphy, Patrick, Hirschmann, Nathalie, Rallo, Artemi, García, Rosario, Pauner, Cristina, Viguri, Jorge, Kalan, Eva and 

Kolar, Igor, “Stakeholder Analysis”, D3.1 CRISP Project, 28 February 2015.  
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7 IMPLEMENTATION PLAN AND ACTION ITEMS 

 

The key element of the CRISP implementation plan rests on the idea that an interested organ-

isation, to whom this roadmap is in fact directed towards, will take on the organisation and 

the management of the future CRISP scheme. This includes the role of the EC to advocate 

and promote the CRISP approach to back up the incentive for the emergence of the CRISP 

organisation. This can either be an existing organisation, a new organisation or several parties 

working together, but it is not intended to be the CRISP project consortium, because it is not 

a legal entity and will end when the CRISP project is finalised. The CRISP project will use 

the remaining project months and WP 7 activities to stimulate such interest in creating the 

CRISP organisation among its stakeholders.  

 

The organisation responsible for the CRISP scheme should serve as the owner of the scheme, 

to which different certification bodies can apply in order to perform the certification accord-

ing to the CRISP scheme. This prevents potential conflicts of interest if competitors are part 

of the certification scheme. The responsibility of the organisation would be to set the frame-

work of the CRISP certification process, creating consistency in how the certification is per-

formed and the standards are to be interpreted.   

 

The specification of this organisation has to conform to the requirements of the standards 

ISO/IEC 17065 and ISO/IEC 17067,
33

 whose requirements form a solid basis for an entity, 

such as this future organisation. Based on these basic rules, the CRISP consortium specified 

eight selection criteria for the CRISP organisation, which are shown in the following figure. 

 

Organisational independence
34

 

Experience with security systems and 

in particular video surveillance sys-

tems 

Adequate resources 
Experience in multi-organisational and 

multinational management 

Knowledge in certification and evaluation 

and in particular experience in  the man-

agement of certification schemes 

Appropriate position in Europe 

Experience with accredited certification 

schemes in field of security systems 
Familiarity with S-T-E-Fi 

 

Figure 11: Criteria to specify the CRISP organisation 
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 ISO/IEC, ISO/IEC 17065 Conformity assessment - Requirements for bodies certifying products, processes and services 

(ISO/IEC 17065:2012), 15.09.2012; 

ISO/IEC, ISO/IEC 17067 Conformity assessment - Fundamentals of product certification and guidelines for product certifi-

cation schemes (ISO/IEC17067:2013), 31.07.2013. 
34

 E.g. independence of security solution providers 
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In addition to ISO/IEC 17065’s and ISO/IEC 17067’s requirement of only entrusting legal 

entities with the management of certification schemes, the CRISP consortium formulated the 

additional criterion organisational independence. This is essential to ensure the desired 

quality of the future CRISP mark and also for the promotion of its acceptance.  

 

Adequate resources are specified in the Figure 11. They also respond to the ISO/IEC 17067 

requirements for the management of the risks/liabilities arising from relevant certification 

activities and the initiation of adequate arrangements (e.g. insurance or reserves) to cover 

liabilities arising from these activities.  

 

Adequate resources of the CRISP organisation 

 

● adequate financial and human resources to use appropriate assessment options 

● adequate financial resources to enable trainings of the employees and experts  

● adequate financial resources to promote the scheme  

● adequate financial resources to manage the risks and liabilities 

● adequate financial resources to facilitate the further development of the scheme 

and growth  
 

 

Figure 12: Required resources at the CRISP organisation 

 
Figure 10 also shows the importance of knowledge in certification and evaluation and in par-

ticular of experience in the management of certification schemes. It also highlights that spe-

cific knowledge in the security area is requested, in particular in the areas of CRISP’s scope 

in the field of security systems and specifically regarding video surveillance systems. It might 

also be beneficial to involve an organisation that already operates or has experience with ac-

credited certification schemes in field of security systems. Furthermore, experience in multi-

organisational and multinational management is required to address the European market 

appropriately. This also requires that the organisation is already a respected body that is ac-

tive in scheme management, preferably also on an European or international level, and has an 

appropriate position to promote pan-European acceptance of the CRISP scheme
35

. An appro-

priate position in Europe refers to, amongst others things, a strong inter-organisational net-

work with the relevant stakeholders in the field. 

 

A final, but essential criterion is the familiarity with S-T-E-Fi. This requires an appropriate 

background, expertise in the four S-T-E-Fi dimensions or close collaborations with institutes 

with relevant expertise. The organisation has to have knowledge and understanding of the 

background of CRISP’s certification methodology and scheme, which means that it provides 

not only technical and security-related certification experience, but also the ability to include 

societal and legal aspects into future versions of the CRISP scheme. 
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 In case of a new entity, this applies to its founding members. 
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To specify fundamental measures for the implementation of the future CRISP scheme and to 

address the barriers and gaps shown in chapter 6, various actions by this future CRISP organ-

isation and CRISP’s external stakeholders were defined. Besides the marketing activities de-

scribed in detail in chapter 5 including the use of pilot cases as testimonials, suggested in 

chapter 6, the activities of the CRISP organisation can be summarised by six items: 

 

● start-up activities,  

● completion of the CRISP scheme and further specification of the certification and 

evaluation stage, 

● conducting an intensive marketing campaign, building on preliminary activities of the 

CRISP project, 

● formation of the advisory board, 

● interactions with different stakeholder groups and 

● after the start-up stage: consolidation of the scheme’s market position and further de-

velopment.  

 

Besides its general start-up activities, the CRISP organisation also has to create specific pro-

cedural guidelines and requirements for the CRISP scheme. The CRISP organisation needs a 

set of basic rules regarding the structure of the organisation, but also needs to specify how 

stakeholders can become members, whether specific committees are necessary and how they 

are formed. It also has to define the secretariat and other positions in the management of the 

scheme and to create operational documents (e.g. focusing on processes of peer assessment 

among the certification bodies involved in the CRISP scheme). Here, it will be crucial that 

these basic rules and operational documents are as clear as possible and do not leave room to 

interpretation.  

 

It also has to provide a secure technical system for the work with its clients’ data. Another 

issue is the creation and protection of the CRISP mark/logo and of a template of the CRISP 

certificate. The CRISP certificate logo has to be copyright protected. The time necessary for 

getting copyright protection and the length of the start-up stage may differ, because the logo 

does not have to be available before the introduction of the pilot scheme. An additional nec-

essary activity is the creation of a registry of CRISP-certified security systems. CRISP’s Cer-

tification Manual (Deliverable D6.2) will provide more information in this regard.  

 

The marketing campaign should include all the following activities: 

 

 analyse the market needs,  

 maintain permanent contact with stakeholder groups,  

 implement effective means of communication to get visibility of the CRISP scheme, 

 take on board the comments and wishes of experts in the areas of security systems. 
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The advisory board should include members of all relevant stakeholder groups. Further inter-

actions with the different stakeholder groups focus particularly on reaching licensing agree-

ments with various certification and evaluation bodies across Europe. The agreements will be 

based on a common template with similar content to ensure fairness and equal procedures in 

every country. Similar agreements need to be established with the S-T-E-Fi experts, which 

guarantee comparable results in the evaluation phase of the CRISP approach. Another issue is 

the engagement of the public and other stakeholders, such as end users, manufacturers, regu-

lators, data protection agencies, etc. 

 

Here, it would be important to include the end users also in the development and editing of 

the CRISP scheme and criteria, as this provides important insight in the practical require-

ments and the feasibility of the CRISP certification. The involvement of public authorities in 

the advisory board is an important asset in terms of additional consultation options and exter-

nal supervision of the activities of the CRISP organisation. Interactions with national accredi-

tation bodies are also necessary to facilitate their future task of accrediting certification bod-

ies based on the relevant documents of the CRISP scheme. The CRISP organisation will be 

responsible in coordinating this broad stakeholder involvement, which is why clear rules and 

tasks also need to be assigned, as well as a structure of the organisation, for example, the sec-

retariat of CRISP consisting of CRISP professionals, a management committee, national 

member bodies, etc. It will furthermore be an important rule, that all stakeholders are treated 

equally. Making the providers of security solutions and the users familiar with the CRISP 

methodology and its evaluation criteria is also an important task. 

 

As mentioned in chapter 4, the further development of the CRISP scheme and an appropriate 

response to new market needs are also essential. The future CRISP organisation has to initiate 

appropriate activities to address these issues. Besides the general activities of the CRISP or-

ganisation, Figure 12 shows specific actions of this organisation to respond to the potential 

barriers and gaps in chapter 6. In addition to these activities, various action items for CRISP’s 

stakeholders were defined, which are shown in Figure 13. 

 

Action items for the CRISP organisation to address the barriers in chapter 6 

 

Activity Addressed barrier  

Seek early engagement of insurance companies, consultants, installers to 

ensure their interest in the CRISP scheme 

1, 2, 4 

Ensure early engagement of the public and other stakeholders, such as end 

users, manufacturers, data protection agencies, etc.  

1 

Complete the CRISP scheme appropriately by ensuring that it provides 

significant added value for the end users 

1 

(figure continues) 
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Establish communication with stakeholders for appropriate standardisation 

activities at EU level 

1 

Establish appropriate communication with experts on European and Mem-

ber States’ regulation and legislation to identify best options for the charac-

teristics of the scheme and to update the results of the CRISP project 

3 

Ensure early engagement of regulators to ensure an appropriate develop-

ment and refinement of the requirements of the scheme as well as greater 

promotion and acceptance of the CRISP scheme 

1, 3, 5 

Negotiate the use of the CRISP scheme and mutual recognition agreements 

with European certification bodies 

2 

Conduct activities to sign licensing agreements with certification bodies 2 

Conduct an appropriate marketing campaign to identify and highlight the 

added value of the CRISP scheme for end users and describe it properly to 

different markets of end users
36

) 

1, 2, 3 

Create an appropriate training programme for evaluation bodies, certifica-

tion bodies etc. 

6 

 

Figure 13: Action items for the CRISP organisation  

 
Action items for external stakeholders to support the CRISP scheme and address the 

barriers in chapter 6 

 

In order for the CRISP scheme to become accepted across Europe, it is apparent that it will 

require support from various stakeholders. The figure below lists action items, which, if 

properly addressed by the CRISP organisation, stimulate the relevant stakeholder to act up on 

the identified action item, would aid the progress of the CRISP scheme and pave the way for 

its acceptance and take-up across Europe. 

 

Stakeholder Addressed 

barrier 

Period 

European Commission    

Publically advocate for and support the CRISP scheme and its uptake in 

the EU Member States to facilitate positive framework conditions for the 

emergence of the CRISP organisation 

1, 2, 3    

(figure continues) 
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Develop a proposal for legislation regarding security certification with min-

imum requirements (a proposal for legislation)
37

 

3  

Industry/industry representatives, associations   

Partake in CRISP’s standards development 1, 4    

Support the formation of the scheme to ensure that it is fit-for-purpose 1, 4    

European standards bodies    

Develop (a) standard(s) based on CRISP’s CWA 1, 4  

National bodies: agree on starting such a (standardisation) project, to work 

on the common document, seek agreement on its content later  

1, 2, 3, 4  

Members of relevant TCs and WGs: check the need for additional standards 

in the CRISP context and initiate relevant activities where necessary 

1, 2, 3, 4   

European certification bodies   

Promote the CRISP scheme to the customers 1, 2, 6  

Undertake training in assessment and evaluation methods for the CRISP 

scheme 

6  

Participate in the further development of the CRISP scheme 1  

Partake in CRISP’s standards development 1, 4    

Get CRISP accreditation after the completion of the relevant standard(s) 1, 4  

European accreditation bodies    

Monitor that there are no national differences in CRISP-related certification 1, 4  

Regulators    

Oversee the CRISP certification so that it complies with legislation and 

regulation to the highest possible degree
38

 

3, 5   

Participate in the development of the CWA and the CRISP standards  1, 3    

Member States    

Conduct market surveillance, ensure conformity, and inform the public 1, 2, 3  

Examine and identify whether the scheme posts any challenges to the na-

tional regulatory/legislative framework and care for appropriate solutions, 

if/where necessary 

3  

        Activities during the CRISP project and activities by the time of its completion 

        Short-term measures             Following measures 

 

Figure 14: Action items for external stakeholders 
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 See conclusions of CRISP’s Deliverable 4.1 on the lack of existing legislation in the field: Kamara, Irene, de Hert, Paul, 

Tanas, Alessia, Konstantinou, Ioulia, van Brakel, Rosamunde, Pauner, Cristina, Viguri, Jorge, Rallo, Artemi, García, Ro-

sario, Fritz, Florian, von Laufenberg, Roger, Kalan, Eva, Burnik, Jelena, Legal Analysis of Existing Schemes, D4.1 CRISP 

Project, 30 April 2015, p. 23.  
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 E.g., Data Protection Authorities to ensure compliance with data protection requirements 
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Several action items above refer to standardisation. Based on analyses by the CRISP consor-

tium, the standards shown in Figure 14 are needed and will have to be developed in order for 

the CRISP scheme to be fully operational and available for certification of other security sys-

tems (not limited only to the pilot area or video surveillance systems). 

 

Standard(s) specifying the requirements of a specific type of security system 

Characteristics of the standard(s) Purpose of the standard(s) 

● Its requirements need to cover the four S-T-

E-Fi dimensions 

● Can consist of a framework standard that 

refers to other (technical) standards for spe-

cific types of requirements 

● Should be developed as a CWA and re-

ferred to in the certification scheme 

 

● To be used by manufacturers in order to 

design and/or adapt their security system 

in such a way that these meet the require-

ments 

● To be used by the certification body (CB) 

to assess whether the security system 

submitted for certification conforms to the 

requirements 

● To be used by the evaluation body (EB) to 

detail the criteria, attributes and questions 

applied in the S-T-E-Fi evaluation 

Standard(s) specifying the requirements for the evaluation stage 

Characteristics of the standard(s) Purpose of the standard(s) 

● Its requirements cover, e.g.: 

- requirements for the EB
39

 

- how the evaluation process should be 

organised 

- criteria for the ‘configuration report’ 

(R1) 

- guidance/requirements for translating 

security systems requirements (stand-

ard under 1) into detailed criteria for 

the S-T-E-Fi evaluation 

- determination of stakeholders  

- criteria for the so called ‘S-T-E-Fi-

evaluation report’ (R2) 

- competencies of the persons involved
40

 

● Can be a framework standard that refers to 

other (technical) standards for specific 

types of requirements 

● Should be developed as a CWA and re-

ferred to in the certification scheme 

● To be used by EB to design, conduct and 

report on the evaluation 

● To be used by the CB to assess whether 

the evaluation stage is conducted in relia-

ble way 

 

(figure continues) 
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 Independency, transparency, competencies of personnel, quality management (in accordance with ISO/IEC 17021 or EN 

ISO 19011 for example) 
40

 Project leader, information providers, stakeholders 
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Standards specifying the requirements for the certification stage 

Characteristics of the standard(s) Purpose of the standard(s) 

● Specification of requirements, e.g.:  

- requirements for the CB 

- how the audit & inspection is carried 

out using the reports R1 and R2
41

  

- how to assess the evaluation process  

- criteria for the inspection/audit report  

- requirements for surveillance audits 

● Additional CRISP specific requirements 

should also be included in the certification 

scheme 

● To be used by the CB to design, conduct 

and report on the certification process 

● To be used by an accreditation body to 

assess and accredit the CB 

● The standards should be referred to in the 

certification scheme 

 

 

Figure 15: Standards for realising the full potential of the scheme 

 
The next figure maps the various relationships between these standards, to which these apply 

and by whom these are used primarily. 

 

 
 

Figure 16: Necessary types of standards in the CRISP concept 

  

                                                 
41

 The output of the assessment stage 
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8 OUTLOOK 

 

As explained in the previous chapters, the future CRISP organisation is a key element of the 

successful completion of the CRISP scheme as it will be responsible for running the CRISP 

pilot scheme and extending it to the whole range of security systems in the end. The CRISP 

organisation can either be an existing organisation, a new organisation or several parties 

working together, but, as explained in chapter 7, it is not intended to be the CRISP project 

consortium.  

 

It is expected, that the incentive for the uptake of the scheme on the market will be fuelled by 

the added value of the CRISP methodology, among which it is necessary to specifically men-

tion the inclusion of societal dimensions, which is an innovative approach in certification, 

that will foremost come into play considering the new data protection regulation, which plac-

es special focus on certification that can show compliance with data protection rules.  

 

Initial research has been done by the consortium about organisations that could not only show 

interest in taking over the operation of such a scheme, but also possess the qualities and 

knowledge to further develop and manage it. The CRISP project will continue with activities 

in WP 7, which will focus on enhancing confidence in the new certification measures, and 

within this remit different stakeholder groups, will be approached with targeted information 

to promote and boost interest in the future CRISP scheme. This CRISP project will use these 

activities also to stimulate the interest in creating the CRISP organisation among the stake-

holders. The organisations, perceived on the basis of initial research as having potential for 

taking over the CRISP scheme, will be approached by specifically formulated information 

that will try to identify their benefits in taking over and running such a scheme. 

 

The stakeholders WP 7 activities will be focused on are: 

 

 Manufacturers (security industry manufacturers, installers of alarm systems, sellers, 

providers, integrators, security industry association) 

 End users (procurers, strategic planners and operators working with systems, such as 

the local authorities, emergency organisations, transport operators, law enforcement 

authorities, retail organisations, health organisations and educational organisations, 

consumers associations, big business areas) 

 Consumer organisations 

 Regulators and policy makers at European and member state level, members of the 

European parliament and national parliaments, local authorities, 

 Certification bodies, standardisation bodies, chambers of commerce, insurance 

groups/professional security consultants 

 Data protection authorities. 
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At the same time, the consortium is aware that the true force behind the interest of an organi-

sation to take over the CRISP scheme is the market demand for it, that is why all stakeholders 

will be engaged to: 

 Build confidence and enhance acceptance of the new certification measures, specifi-

cally in an EU-wide security standards and certification process. 

 Promote measures to ensure the success of the EU-wide security standards and certifi-

cation scheme. 

 Engage the key stakeholders and involve them in the process of EU-wide security 

standards and certification scheme making. 

 Identify advocates among the key stakeholders that could facilitate gaining confidence 

and enhance acceptance of the new certification measures. 

 

The aims of engaging all the above mentioned stakeholders not only concern promotion and 

acceptance of the future CRISP scheme, but also on boosting up the interest in the emergence 

of the CRISP organisation that will take over the work of the CRISP project.  

 

In the next deliverable, DEL 7.3 “The Interim exploitation plan”, the above issues and plan-

ning will be considered in more detail. It will explore and outline how, at their best, the 

CRISP results can be transferred, commercialised and sustained, how the present roadmap 

can be implemented and how confidence for and trust in the certification measures can be 

gained. It will discuss a robust plan on how to best approach stakeholders with the above 

mentioned aims and how to link these efforts to the successful finalisation of the CWA, one 

of the main outputs of the CRISP project and the foundation of future standardisation activi-

ties. 
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