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EXECUTIVE SUMMARY 

 

This report is the deliverable for Work Package 3 (WP3), Stakeholder Analysis, of the EU 

FP7 funded project CRISP (Grant Agreement No: 607941).  The starting point for CRISP is 

the assertion from the European Commission that the European security market is highly 

fragmented and the idea of a European certification scheme is one of the action points that 

should go some way to achieve harmonisation. In response to this fragmentation, the CRISP 

project aims to facilitate a harmonised playing field by enhancing existing evaluation and 

certification schemes for security products, systems and services, by offering an innovative 

evaluation methodology that integrates four social dimensions (Security, Trust, Efficiency 

and Freedom Infringement) as assessment criteria.  

 

The objectives of this deliverable and the associated WP are as follows:  

 

 Identify all direct and indirect stakeholders in the security products and services 

standardisation and certification sector and understand stakeholder motivations 

underlying security standardisation and certification 

 To gauge stakeholder views on security certification challenges and determine 

whether and how a new improved scheme for security certification could be 

implemented across Europe 

 To develop and outline recommendations for standards and evaluation policies for 

security certification 

 

In order to reach these objectives WP3 first conducted a review of the relevant policy, grey 

and academic literature, for the purpose of identifying key stakeholder groups in security 

certification.  Second, it conducted three case studies of specific technology areas to 

understand the general and field-specific issues of security certification and key stakeholder 

views on and needs from certification.  The case studies give an insight into three 

technologies areas and the specific needs of stakeholders within them when it comes to the 

development of standards, certification schemes and how they may perceive the notion of a 

European certification scheme for security, products, systems and services. The three case 

study technologies were as follows: 

  

 Video Surveillance Cameras (CCTV) 

 Remotely Piloted Aerial Systems (RPAS) 

 Alarm Systems (Fire and Intrusion Alarms). 

 

Third, the findings on stakeholder needs and views were verified and discussed at a 

stakeholder workshop in December 2014, and then used to develop two web surveys (for 

demand- and supply-side stakeholders) to ascertain the prevalence of views expressed among 

a broader set of stakeholders in Europe.  

 

The review of literature identified the following key groups of stakeholders: 

 

 Security product manufacturers, suppliers and systems integrators (henceforth 

referred to as security industry)  

 Conformity assessment and certification bodies 

 Standardisation organisations 

 Accreditation bodies 
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 Data protection authorities and other regulators  

 End users 

 

Secondary stakeholders (affected by and indirectly involved in security certification): 

 

 Watchdogs and civil society organisations 

 Individuals 

 Academics 

 

The bullet points below, give a brief summary of key stakeholder groups’ needs from security 

certification, as they were presented to us through the research: 

  

 For the security industry, certification is important for accessing different national 

markets as well as providing requirements to which products and services are 

designed and developed.  The key need of the security industry is for increased 

harmonisation of certification across borders for the purposes of avoiding re-

certification which is costly and time-consuming and causes delays to market.    

 

 Certification bodies express the need for a certification scheme, founded on robust 

standards and clear evaluation criteria. It is also of key importance that a certification 

scheme is well known, accepted and trusted, thus offering clear added value for 

industry.  In the absence of the aforementioned qualities, certification bodies will have 

difficulty justifying and selling the scheme to security industry stakeholders. 

 

 Accreditation and standardisation bodies, while sharing concerns regarding lack of 

transparency and complexity of the current certification landscape, view their 

processes for accreditation and developing standards as robust and fit for purpose for 

supporting a new certification scheme.  Their needs regarding any new certification 

scheme is that its purpose, evaluation criteria are clear and transparent so that 

standards development or accreditation is consistent and straightforward.  

 

 Out of the group of regulators relevant to certification, Data Protection Authorities 

(DPAs) were identified as very relevant in light of the social evaluation of the CRISP 

scheme.  Currently, DPAs are usually not involved in standards development nor 

certification (with the exception of Germany) but due to their focus on privacy and 

data protection aspects of surveillance and other security technologies, they present as 

a stakeholder which will be necessary in further developing the certification scheme 

and ensuring acceptance and trust. 

 

 End-users feel that the current certification system is complex and opaque and that 

there are too many schemes/seals and it is not clear to what the difference is between 

them.  Increasing transparency regarding evaluation criteria for different schemes is 

thus imperative to better meet end-users needs regarding certification.   

 

Regarding the CRISP certification scheme and its focus on evaluation of social dimensions, 

we found that overall stakeholders were positive towards this type of scheme.  The research 

findings however revealed that stakeholders were uncertain about what such a scheme would 

look like and how it would be applied.  There were some concerns that social dimensions 

would be too vague to serve as efficient evaluation criteria.  This indicates that further to 
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design and development of the scheme, the CRISP consortium must raise awareness about 

the prospective scheme amongst relevant stakeholder groups, to ensure acceptance, even 

implementation and take up across Europe.  This, in addition to further stakeholder 

consultation and road mapping exercises, is the focus of the subsequent work packages of 

CRISP. 

 

Working towards harmonisation of security certification in Europe is a complex task, given 

the myriad products, systems and services available, the pace of technological development 

and consequent social concerns and last, but not least, the differing national regulatory, legal, 

social and cultural aspects within the European countries.  These draw our attention to how 

flexibility must be inherent in the CRISP scheme, to account for different technologies, 

means of operation, national cultures, as well as legal and regulatory frameworks in each 

member state.  The case studies furthermore revealed that while some fields are well on their 

way towards a harmonised landscape (e.g., alarm systems), newer technologies, such as 

RPAS, are very much at the starting point of the work of setting up a system of certification 

across Europe.   

 

National differences emerge as key barriers, which need to be fully understood and tackled in 

order to successfully work towards harmonisation, and consequently, the CRISP scheme 

should be flexible to the extent to include national requirements as supplementary to the 

overall minimum requirements stated in the scheme.  The aim here would, however, be to 

keep national requirements to a minimum to avoid continuing fragmentation in certification.   

 

Further to raising awareness and meeting the needs of key stakeholders, mechanisms for 

ensuring consistency and acceptance across Europe are key for the success of the CRISP 

scheme.  As identified in the literature review and analysis of stakeholder roles, accreditation 

bodies and European cooperation for Accreditation (EA), emerge here as strong organisations 

to ensure a consistent accreditation and of the scheme across Europe.  To ensure that the 

scheme complies with national regulation, collaboration between DPAs and accreditation 

bodies, and their respective Europe-wide bodies, could be a useful endeavour to ensure 

consistency and compliance, whilst avoiding fragmentation and uneven application. 

 

This report ends with listing minimum requirements for a harmonised approach, which are 

derived from analysis of data derived from all research tasks.  These recommendations will 

guide the remainder of the CRISP project as it embarks on designing and developing the 

scheme in accordance with stakeholder needs.  The recommendations clearly outline what 

steps must be taken in order to develop, implement and encourage take up of the new scheme. 

 

Following is the list of requirements for a harmonised approach.  A more detailed discussion 

of each requirement is in Chapter 6: 

 

1. The certification system should be based on robust European or 

international standards. 

 

2. The certification schemes and the underlying requirements should be 

transparent and clear in what they evaluate and certify 

 

3. The certification system must be accepted throughout Europe 
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4. Certification bodies should ensure that their evaluation and standards 

interpretation, is consistent throughout Europe 

 

5. The certification system should be endorsed (or enforced) by regulators 

 

6. The certification scheme should be operated under accreditation 

 

7. The certification system should provide one recognisable European seal 

 

8. The CRISP scheme should take national specific requirements into 

consideration  

 

9. An appropriate implementation and awareness-raising process is 

necessary for the certification system to be successful. 

 

The findings from WP3 will be integrated with those of WP2 (analysis and review of 

standards, certification and accreditation in Europe and internationally), WP4 (analysis of the 

four social dimensions and how they may be applied for the purposes of certification, and fed 

into the subsequent development and testing of the certification methodology (WP5), which 

also includes validation workshops and road mapping exercises with key stakeholder groups.   

Stakeholder analysis and consultation will thus be on-going throughout the project to ensure 

that the scheme is fit for purpose and aids in harmonising efforts for the European security 

industry. 
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1 INTRODUCTION  

 

“An  EU  wide  certification  system  would  give  access  to  a  larger  market  for  SMEs  

making  them  more competitive and would save the European security industry as a whole a 

conservative estimate of €29 million per year in direct certification cost, without considering 

the significantly higher cost caused by delayed market access.”
1
 

 

The market for security products, systems and services is one of the most rapidly growing 

markets in the world and the European security market is second only to the US market, 

estimating the revenue to be in the range of €59 billion.
2
 The European security market has 

been identified as highly fragmented
3
, which is seen to hold it back in terms of developing as 

international market leader.  Recognised standards and certification schemes can act as a step 

towards harmonisation, which would help ease the access of security firms to larger markets 

in Europe and internationally.   In 2011 the EC public consultation, held in preparation for the 

Industrial Policy for the EU Security Industry planned for 2012, identified stakeholders’ 

emphasis on the need for a policy action to harmonise the standards and certification schemes 

in Europe.
4
  

 

The CRISP project aims to facilitate such a harmonised playing field for the European 

security industry by enhancing existing evaluation and certification schemes for security 

products, systems and services and offering an innovative evaluation methodology that 

integrates the following assessment dimensions: 

 

 Security, which describes the functionality of a product in countering threats and 

reducing risk. The key question here is: does the product fulfil promises and 

expectations regarding its performance? 

 Trust encompasses the experience of the product provider and user as well as that of 

the scrutinized in using the product. The evaluation of this element is focused on, for 

example, the degree of discrimination regarding the use of the product and potential 

physiological and psychological invasiveness of the product. 

 Efficiency includes the economical dimension of the product in a broad sense and 

focuses on issues such as compatibility and ability to keep systems up to date without 

an establishment of a complete new system, i.e. increasing the serviceable life of said 

product or system. 

 Freedom Infringement examines the impact of a product, system or service on the 

freedoms and rights of persons. An example of these impacts is enhanced personal 

data collection, processing, sharing and retention. 

 

                                                 
1 EURALARM, A white paper outlining Euralarm’s European Policy Priorities and action agenda 2013-2015, “A Vision for 

a Competitive European Security Industry and Secure Society”, 2012, p. 5. 
2 Marti, Carlos, “A survey of the European security market”, Economics of Security Working Paper 43, Economics of 

Security, Berlin, February 2011. 
3
European Commission, Security Industrial Policy: Action plan for an innovative and competitive Security Industry, 

Communication from the Commission to the European Parliament and the European Economic and Social Committee, COM 

(2012) 417 final, Brussels, 26 July 2012a. 
4 European Commission, Commission Staff Working Paper, Security Industrial Policy, Accompanying the document 

Communication from the Commission to the European Parliament, the Council and the European Economic and Social 

Committee Security Industrial Policy Action Plan for an innovative and competitive Security Industry, SWD(2012) 233 

final, Brussels, 26 July 2012b. 
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After analysing existing practices and views of key stakeholders in standardisation and 

certification of security products, systems and services, CRISP aims to develop a multi-

dimensional certification scheme that will address the gaps in the current certification 

scenario and that meets the recommendations of the European Commission – particularly the 

need to include social dimensions, such as listed above, in the evaluation of security products, 

systems and services.   

 

The overall objective of CRISP is to enhance existing evaluation and certification schemes 

for security products, systems and services by offering an innovative evaluation methodology 

that integrates the above four criteria as assessment dimensions.  This scheme will address 

the gaps in the current certification landscape and met the recommendations of the European 

Commission, which states that inclusion of human factors in the evaluation of security 

products, systems and services is needed.
5
 

 

In preparation for the development of the new scheme, work package 3 of the CRISP project, 

of which this report is the key deliverable, focuses on ascertaining the needs and views of key 

stakeholders in security certification with regard to implementing and adopting a pan-

certification scheme for Europe.  It is imperative that any new scheme be developed with an 

understanding of these needs to aid uptake and avoid failure of adoption. 

  

                                                 
5 EC reference to support this claim 
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2 OBJECTIVES AND APPROACH 

 

The objectives for this work package report are to:  

 

 Identify all direct and indirect stakeholders in the security products and services 

standardisation and certification sector and understand stakeholder motivations 

underlying security standardisation and certification 

 To gauge stakeholder views on security certification challenges and determine 

whether and how a new improved scheme for security certification could be 

implemented across Europe 

 To develop and outline recommendations for standards and evaluation policies for 

security certification 

 

Stakeholder involvement is identified by the CRISP project to be imperative to the success 

and appropriateness of a European certification scheme for products, systems and services.  

For the purpose of achieving strong stakeholder involvement the CRISP partners utilised 

multiple approaches for identifying stakeholders and ascertaining their views and needs with 

regard to security certification.  Firstly, stakeholder identification was carried out through 

desk research
6
, semi-structured interviews and the building of a stakeholder contact list for 

dissemination and analytical purposes. Through these activities the following stakeholder 

groups have been identified as most important to consult with for the process of certification 

of security products, systems and services:  

 

Primary Stakeholders (directly involved in security certification): 

 

 Security product manufacturers, suppliers and systems integrators (henceforth 

referred to as security industry)  

 Conformity assessment and certification bodies 

 Standardisation organisations 

 Accreditation bodies 

 Data protection authorities and other regulators 

 End users 

 

Secondary stakeholders (affected by and indirectly involved in security certification): 

 

 Watchdogs and civil society organisations 

 Individuals 

 Academics 

 

This report focuses on the primary stakeholder group as it is of key importance, for the sake 

of acceptance and take-up of new scheme that the needs and views of the primary group be 

well understood. The CRISP consortium will, throughout the project, re-evaluate this list and 

incorporate other stakeholder groups as required.    

 

The starting point for CRISP is the assertion from the European Commission that the 

European security market is highly fragmented and the idea of a European certification 

scheme is one of the action points that should go some way to achieve harmonisation.  As the 

                                                 
6 Findings are presented in this Deliverable and Deliverables 1.2,  2.1 and 2.2 of the CRISP project. All deliverables are 

public and will be published on the CRISP website once complete and submitted.  
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CRISP approach is holistic in nature, i.e. aims to cover the breadth of the security sector but 

also wants to pay attention to specific issues that may arise for certain security products, 

systems and services this research task is divided into two stages.  

 

First, we conducted case study research of three technology areas, which were selected due to 

differences in their maturity, how advanced their standardisation and certification efforts are 

and with respect to alarm systems – what lessons the move towards European certification 

could be used for the proposed CRISP scheme.  The technologies/services selected are as 

follows:  

 

 Video Surveillance Cameras (CCTV) 

CCTV systems and services are mature security and are thus developed in terms of 

standardisation and have established certification schemes nationally as well as 

European.  CCTV systems are also heavily regulated in many member states and 

concerns over privacy and data protection have influenced public debate as well as 

policy regarding the use of surveillance technologies.   

 

 Remotely Piloted Aerial Systems (RPAS) 

RPAS are an emerging technology for which certification and standards are still being 

developed and the market in Europe is heavily fragmented as a result. RPAS are used 

for the purposes of security (e.g. surveillance) and crisis management. There are 

currently attempts to bring about European certification for these systems. 

 

 Alarm Systems (Fire and Intrusion Alarms) 

Alarm systems, much like CCTV, are mature technologies and as such are well 

developed with respect to standardisation and certification.  Alarm systems are also 

undergoing a process toward European Certification, which will be explored here in 

detail as it presents a very interesting case for CRISP, with respect to acceptance and 

take-up. 

 

The case studies give an insight into three technologies areas and their specific needs when it 

comes to the development of standards, certification schemes and how they may perceive the 

notion of a European certification scheme for security, products, systems and services.  Each 

technology area presented specific as well as general issues with standards and certification, 

which were then used to build stakeholder surveys, which aimed to ascertain the relevance of 

these issues for stakeholders in the broader security sector.  

 

The key issues identified in the case studies were also presented at the CRISP stakeholder 

workshop in Amsterdam in December 2014, where invited stakeholders from the 

aforementioned groups were invited to give their views on the findings, with the aim of 

verification as well as identifying any emergent issues that might have not been picked up 

during the interviews and desk research. The findings of the stakeholder workshop are 

presented in full in section 5.2. 

   

This report thus presents rich empirical findings regarding stakeholder needs in certification 

and their views on a new pan-European certification scheme for security products, systems 

and services.  
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3 KEY STAKEHOLDERS IN SECURITY CERTIFICATION - THEIR ROLES, 

NEEDS AND VIEWS  

 

This chapter presents the results of desk research and analysis of a variety of documents 

regarding the security sector in Europe, key policies, project reports, research papers and grey 

literature.  These documents provide a starting point and a context from which the CRISP 

stakeholder analysis is derived.  The CRISP stakeholder analysis aims to update and fill gaps 

in our knowledge about stakeholder needs, when it comes to the standardisation and 

certification of security, products, systems and services  

 

CRISP aims at engaging stakeholders from the very beginning of standardisation and 

certification processes, encouraging appropriate and effectual stakeholder involvement 

through all stages until the conclusion, so as to foster greater acceptance and usability. In 

order to build common standards and to establish certification schemes that receive wide 

acceptance, in security as elsewhere, the early involvement of a diverse range of vested 

stakeholders in the standardisation and certification process is crucial
7
. Developing a more in 

depth understanding of stakeholder roles and relationships, it is hoped, will contribute to 

determining whether and how a new improved scheme for security certification could be 

implemented across Europe, and challenges to such a project. The effective participation of 

all relevant stakeholders and the clear identification of specific roles is important so as to 

avoid challenges that presently disrupt standards and certificates, such as acceptance 

problems that often affecting security products and services standards, evaluation and 

certification schemes. CRISP understands the need to address these challenges and seeks to 

incorporate a high level stakeholder engagement strategy which includes identifying a range 

of stakeholders and engaging with them throughout the duration of the project through 

various means and platforms. CRISP maintains that the various roles of stakeholders and 

relationships of groups and organisations, and their relationships, must be appropriately 

understood and adequately represented in standards and certification schemes, and 

throughout all stages of the standardisation and certification process. 

 

3.1 EUROPEAN COMMISSION POLICY CONTEXT AND STAKEHOLDER INVOLVEMENT 

 

With regard to certification and standards in the European security industry the EC has 

focused specifically on harmonisation as means of reducing market fragmentation.  Currently 

the EC is working to achieve harmonisation within the field of alarm systems and conclusions 

of that work are expected in the first quarter of 2015, according to stakeholders involved in 

the on-going policy work. Furthermore the EC have undertaken a public consultation and 

submitted policy document to help inform and guide this work, some of which will be 

reviewed in this section to give context to the CRISP stakeholder analysis.  

In its Communication “A European Security Research and Innovation Agenda - 

Commission's initial position on  ESRIF's
8
 key findings and recommendations"

9
 the European 

Commission highlights that in order to improve the competitiveness of the European security 

                                                 
7 Riefler, Bernd, The composition of working groups in industry-specific standardisation organisations. Discussion paper 

series from the Institute of Economics and Law, University Stuttgart, 1 April 2008. 
8 European Security Research and Innovation Forum – established together by the Commission and the Member States, 

charged with developing a ‘Security Research and Innovation Agenda’ for the EU: a strategic roadmap for security research 

and innovation aimed at bringing greater coherence and efficiency to this area encompassing the EU, national and regional 

levels. 
9 European Commission, Communication from the Commission “A European Security Research and Innovation Agenda - 

Commission's initial position on ESRIF's key findings and recommendations" COM(2009)691, 2009.  http://eur-

lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52009DC0691&from=EN 

http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52009DC0691&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52009DC0691&from=EN
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industry investment is needed in a robust industrial policy for the security industry and that 

this is best achieved by: 

 Overcoming market fragmentation  

 Strengthening of the industrial base.  

Market fragmentation is a difficult barrier that needs tackling so that interoperability and 

integration of security solutions on both the national and European level can make the 

industry more competitive internationally.  One of the mechanisms of market de-

fragmentation lies in harmonising certification, validation and standardisation strategies, as 

well as speeding up the process from testing to certification.  

In its Programming Mandate addressed to CEN, CENELEC and ETSI to establish security 

standards (M/487)
10

 the Commission first lists the areas to be analysed in a way to draw up a 

work programme to provide any missing standards or amend existing standards to meet 

current and future foreseen requirements, suggesting priorities and timescales. These areas 

are (not an exhaustive list): (i) security of citizens, (ii) security of infrastructure and utilities, 

(iii) border security, (iv) restoring security and safety in case of crisis.  

The mandate identifies that particular standards frameworks related to each security area are 

needed in order to meet the EC’s policy objectives.  It is essential that European standards are 

drawn with involvement from different stakeholders, and preferably end users and SMEs. 

The European Standards Organisations (ESOs), together with their international counterparts, 

provide the platforms for such standards activities. The Commission also suggests that the 

CEN/CENELEC/ETSI deliverables identify minimum performance levels for the different 

security areas and facilitate companies to be competitive in the different security sectors. In 

order to achieve this, standards can also play a major role as providing criteria for 

certification of products and services. 

The overall objectives of the mandated work are the following: 

 “To increase the harmonisation of the European security market and reduce 

fragmentation with the establishment of a set of comprehensive European standards. 

 To enhance secure interoperable communications and data management between the 

various security control centres, operators, public authorities and first responders. 

 To develop common technical specifications (taking into account the already existing) 

concerning interoperability, quality or safety levels, including test methods and 

certification requirements. 

 To provide interoperability and comparability of different solutions, which in turn 

facilitate competition and innovation. 

 To develop methods for security vulnerability assessment by security system 

operators. 

 To allow companies the opportunity to develop tailor-made and cost beneficial 

security measures in agreement with a global EU security strategy.”
11

 

Furthermore, European standards that take into account the relevant policy issues as well as 

economic interests should better promote the creation of a more harmonised European 

security market founded on increased cooperation among security stakeholders at national 

and European levels. 

 

                                                 
10 European Commission, Enterprise and Industry Directorate General, Programming Mandate Addressed to CEN, 

CENELEC and ETSI to Establish Security Standards, 17 February 2011a, p.6. 

http://www.etsi.org/images/files/ECMandates/m487.pdf. 
11 Ibid, p.6. 
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The European Commission has acknowledged the importance of greater stakeholder 

involvement and cooperation in standardisation and certification. Indeed, the Commission 

considers greater stakeholder participation as a central issue to be addressed as part of its 

2011 report A strategic vision for European standards. The Commission has stated that 

improving standards and greater stakeholder involvement will in turn help to improve market 

conditions that will have a direct economic benefit for Member States: 

 

The needs and roles of standards-developers from all stakeholders at national and 

European levels, national and European public authorities, businesses of all sizes 

(particularly SMEs) and their representative organisations, plus other key 

stakeholder groups all had to be considered in the light of delivering a coherent 

European standards environment fit to meet the needs of the society of 2020 and 

beyond
12

 

 

The Commission suggests that developing a new standard it is important to engage the widest 

possible stakeholder group, through establishing means for the interested community to take 

part. Elsewhere, in its report, Standardisation for a competitive and innovative Europe: a 

vision for 2020, the Commission calls for “a more sophisticated view of key stakeholders 

encompassing the broader interests of society as a whole”
13

.  

 

The European Commission has stated that standardisation processes, both at policy 

development as well as at standards development levels, should be inclusive and facilitate 

appropriate and effective participation of all relevant stakeholders. On the frequently asked 

questions section of their website, CENELEC helpfully provides the following answer the 

question ‘who participates in the standardisation making process’: 

 

Standards are driven by business, and drafted by technical experts in the field. In 

building European consensus, industry, trade federations, public authorities, 

academia and NGO representatives are invited to contribute to the standardisation 

process. It is this open participation, which accounts for the strength of European 

standardisation
14

 

 

However, the role of many stakeholders is often limited, and appropriate access to 

participation for all interested stakeholders can, for various reasons, be difficult to achieve. 

There are barriers against benefiting from standards and certificates, and barriers against 

benefiting from involvement in standardisation and certification. It has also been asserted that 

standardisation, conformity assessment and certification processes are overly time-consuming 

and unsatisfying for all participating actors. The European Commission
15

, for example, has 

observed that involvement can be time-consuming and costly in terms of the human and 

financial resources, and that the participation of SMEs and societal stakeholders in particular 

can be hampered by a lack of resources and technical expertise. Indeed, the Commission has 

gone so far as to suggest that most stakeholders “take the view that European standardisation 

processes should be accelerated, simplified and modernised”
16

. These problems with 

                                                 
12 European Commission, A strategic vision for European standards: Moving forward to enhance and accelerate the 

sustainable growth of the European economy by 2020, Communication from the Commission to the European Parliament, 

the Council and the European Economic and Social Committee, COM (2011)311 final, Brussels, June 2011b, p.3. http://eur-

lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2011:0311:FIN:EN:PDF 
13 Ibid, p.3. 
14 CENELEC, What We Do, no date, http://www.cenelec.eu/aboutcenelec/whatwedo/ 
15 European Commission, op. cit. 2011b 
16 European Commission, op. cit. 2011b, p.5. 
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participation and involvement can, in turn, then affect the consensus-reaching process and 

therefore cause delays in standards development. The Commission has acknowledged these 

failings and has stated that it is working to improve this situation in order to better facilitate 

access to standardisation and to ensure the full involvement of all ‘relevant’, ‘interested’ 

stakeholders. 

 

For the European Commission, participation of stakeholders in standardisation and 

certification is an ongoing process that should involve appropriate measures at the different 

stages: 

 

Stakeholders need to be able to participate in the standards development process 

in a facilitated way, and to have easy access to standards and draft standardisation 

documents
17

 

 

In 2009, the consultancy firm EIM Business & Policy Research conducted a study on behalf 

of the European Commission on access to standardisation, with the objective providing 

recommendations in areas where access to standardisation could be improved
18

. EIM reported 

that the standards making process should be undertaken as an open process based on a 

collaborative, balanced and consensus-based approval, involving a broad range of 

stakeholders as appropriate: 

 

Participation of all stakeholders to the process of standard making is important 

because it fosters the credibility of standards being developed and which has a 

positive impact on the use of standards and the important role standards play in 

society
19

 

 

In an ideal situation, EIM report, all stakeholders identified as appropriate to a named 

certificate or standard, would be provided with access to the entire process, including policy, 

programming, drafting, publication, purchase and use, and encouraged to fully participate. 

This inclusive approach would, for EIM, ensure that all ‘relevant’, ‘interested’ stakeholders 

would be offered sufficient opportunity to take part as contributors and observers, as 

appropriate. In its report findings, EIM also recommend there should be a range of 

mechanisms in place to ensure full and straightforward access to standards, including drafts 

and related standardisation deliverables, for relevant stakeholders. In practice, however, there 

continue to be a range of factors and barriers that hinder full or appropriate participation of 

various types of stakeholders
20

. EIM and the European Commission recommend that greater 

attention should be placed on the identification of potential barriers to stakeholder 

involvement. Overcoming these is of course essential to ensuring access for different 

stakeholders and to achieving more effective participation. 

 

Standardisation and certification in security, as in other sectors, is a process primarily driven 

by business and drafted by experts in particular fields. The successful development and 

                                                 
17 European Commission, Access to standardization, no date, http://ec.europa.eu/enterprise/policies/european-

standards/standardisation-policy/policy-review/access-to-standardisation/index_en.htm 

18 EIM Business & Policy Research, Access to Standardisation. Study for the European Commission, Enterprise and 

Industry Directorate-General. Final Report, Zoetermeer, March 2009, p.6-7. http://ec.europa.eu/enterprise/policies/european-

standards/files/standards_policy/access_to_standardisation/doc/access_to_standardisation_study_eim_en.pdf 
19

 EIM Business & Policy Research, op. cit. 2009, p.7. 
20

 For a detailed overview of some of the more common reasons for certification failures from the perspective of 

stakeholders see the EIM Business & Policy Research (2009) study Access to Standardisation. EIM Business & Policy 

Research, op. cit. 2009. 
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eventual application of standardisation and certification for security products and services 

relies on the development and sustaining of effective relationships between a number of 

different parties, actors and stakeholders, and their effectual involvement in the process. In 

building European consensus in the shape of a European standard or certificate, a range of 

stakeholders including members of industry, trade federations, public authorities, academia, 

and NGO representatives, must contribute in ways that serve their individual aims and 

objective, but also in a collaborative and mutually beneficial manner. 

 

As CEN contend, a European standard or certificate is “shaped by those who contribute it its 

development”
21

. For CEN, it is open and effective participation that accounts for the strength 

of European standardisation and certification. Thus stakeholders have a vital role to play in 

these processes. For example, participation and involvement allows stakeholders 

opportunities to anticipate changes to standards and certification in their sector, participation 

also offers stakeholders the possibility of contributing to the content of certification and 

standards themselves. This vision is one shared by the European Commission who stress the 

importance of good working relationships between disparate stakeholders and the appropriate 

involvement of different representatives. Whilst ensuring that stakeholders retain their 

independence, and respecting established roles that stakeholders may have, it is widely 

accepted that in the context of standardisation and certification, stakeholders need to be ever 

more integrated for mutual benefits. To ensure that this is achieved effectively, there is a 

pressing need to create structures of cooperation and coordination. 

 

A specific sub-group of companies identified as playing a role as key stakeholders in the 

security products and services certification consists of SMEs
22

. The role played by SMEs in 

the European economy has long been recognised as vital. The Lisbon Strategy for Jobs and 

Growth
23

 and subsequent policy initiatives at both the European and national levels have 

identified Europe’s 23 million SMEs as a group that requires special attention. Furthermore, 

the 2008 Small Business Act for Europe provides support to promote SMEs “participation in 

standardisation and improve SMEs information on, and use of European standards”
24

. 

EURALARM, an example of an SME that is active in standardisation and certification 

decries the current situation it is faced with. In its 2013/2014 annual report EURALARM 

contend that there are still many barriers which restrict a true open market in the field of civil 

security, citing relationships with the EU as under developed. EURALARM remark that 

“Europe has not yet arrived in our industry”, consequently and in order to address these scant 

associations, EURALARM have, in their words, “intensified our relationships with the EU 

Commission and with selected members of the EU Parliament”
25

. EURALARM maintain that 

one of the key issues during 2013 was a focus on intensifying the relationship with European 

institutions as well as on the furthering of European Standards. In the past the Commission 

                                                 
21

 CEN, Participate, no date, https://www.cen.eu/you/participate/Pages/default.aspx 
22

 For a fuller discussion of the role played by SMEs in participation in standardization, see the report prepared de Vries et 

al. (2009) SME access to European standardization. de Vries, Henk, Knut Blind, Axel Mangelsdorf, Hugo Verheul, Jappe 

van der Zwan, SME access to European standardization. Enabling small and medium-sized enterprises to achieve greater 

benefit from standards and from involvement in standardization, Rotterdam, August, 2009, 

http://www.normapme.com/public/uploads/files/SME%20Access%20Report%2020090821.pdf. And, CEN CENELEC SME 

Access Project: SMEs, no date, http://www.cencenelec.eu/sme/Pages/default.aspx 
23

 European Commission, The Lisbon Strategy for Jobs and Growth, Brussels, July 2005, 

http://cordis.europa.eu/programme/rcn/843_en.html 
24

 European Commission, Small Business Act for Europe, Brussels, June 2008, 

http://ec.europa.eu/enterprise/policies/sme/small-business-act/index_en.htm 
25

 EURALARM, Annual Report 2013/2014. Key to a Safe and Secure Future, 2013, pp.7. 
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has noted that there is a need to improve involvement of SMEs in European standardisation 

and certification
26

. 

 

CEN has specified the importance of encouraging greater participation in the standardisation 

process by a wider range of primary stakeholders. Although it does not specify how this 

could be achieved, CEN contend that an avenue for influencing the development of standards 

is via business associations or through partnership with European organisations and other 

primary stakeholders that represent specific industries. In many cases, these national 

associations are also part of Europe-wide federations that are contributing to standardisation 

activities at European level in their capacity as Partner or Liaison Organization of CEN
27

. 

The European Commission has observed that the large majority of European standards 

remain industry–initiated, indicating that these instruments mainly respond to the needs of 

enterprises and are mainly privately driven
28

. 

 

In its 2011 report on Security Regulation, Conformity Assessment and Certification, 

ECORYS
29

 describe a situation where end users, as well as other stakeholders, have limited 

involvement in the elaboration of standards. For ECORYS, the limited role of end users 

represents a key issue relating to standards, conformity assessment and certification of 

security. ECORYS note that whilst there is there is a well-established principle underlying 

standards, and indeed certificates, that they should be developed on a ‘consensus’ basis, in 

many areas there appears to be little involvement of end-users: 

 

Standardisation bodies, certification bodies, technical experts (that may 

themselves be part of the CAC infrastructure) and other stakeholders such as the 

insurance industry tend to comprise the main participants in the development of 

standards, with lower representation of end-users
30

 

 

Put simply, whilst end users arguably represent a key stakeholder group that have an obvious 

direct, significant and specific vested interest in standards and certificates, their role is all too 

often minimal. If, as evidence suggests, end users have been and remain largely 

underrepresented, then they are unable to play a meaningful role. ECORYS, in recognition of 

this, has put forward recommendations to strengthen the role of end users. These 

recommendations include establishing a European Commission led monitoring scheme, or 

methodology, which includes a consultation with stakeholders representing both the supply 

and demand side, and authorities with security responsibilities
31

. ECORYS also suggest that 

end users should be more involved in setting agendas so that areas where standards and 

certificates are most required can be identified. ECORYS contend that enhancing the role of 

end users, and encouraging greater participation of those who in effect represent the demand 

side, would go some way to identifying areas where standards and certification requirements 

in the security environment are most pressing. Whilst end users have been somewhat 

                                                 
26

 European Commission, Commission Staff Document, The challenges for European standardisation, Brussels, October 

2004, http://ec.europa.eu/enterprise/policies/european-standards/standardisation-policy/role-european-

standardisation_en.htm 
27

 CEN, European Partners, no date, http://standards.cen.eu/dyn/www/f?p=CENWEB:47:::NO::: 
28

 European Commission, op. cit. 2011b. pp.1. 
29

 ECORYS, Security Regulation, Conformity Assessment & Certification. Final Report – Volume 1: Main Report, 

Brussels, October 2011. 

http://ec.europa.eu/enterprise/policies/security/files/doc/secerca_final_report_volume__1_main_report_en.pdf 
30

 ECORYS, op. cit. 2011. p.18. 
31

 ECORYS, op. cit., 2011, p. 203. 
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marginalised, there are signs of change in this situation. In its Programming Mandate 

Addressed to CEN, CENELEC AND ETSI to Establish Security Standards, the European 

Commission states that as appropriate, CEN, CENELEC and ETSI should invite 

representative organisations of consumers’ interests, and small and medium-size enterprises 

to participate in work, together with other stakeholder organisations with a relevant specific 

interest in the subjects, in particular end-users of security systems
32

. 

 

CRISP acknowledges that the societal impact of security cannot be ignored, and needs to be 

taken seriously in the context of standardisation and certification. At present the lack of 

sustained formal involvement by advocacy groups (e.g., civil society organisations, watch-

dog organisations, lobby, campaign and interest groups), that is to say stakeholders who 

represent the need and interests of society mean that this dimension and societal impacts are 

forgotten or ignored altogether. To this end, there is a need to encourage greater efforts to 

devise strategies and policy that will not only inform but also involve these stakeholders and 

integrate their perspectives at all levels, particularly in developing common EU security 

standards and certification policy. 

 

To gauge societal impact of security, new ways of engaging and involving watch-dog 

organisations, lobby, campaign and interest groups, civil society organisations, public 

authorities and even members of the public,  need to be sought and greater attention paid to 

how they might participate. These stakeholders could be approached to gauge public interests 

and to ensure that various societal dimensions are present and accounted for in the process. 

This would help to refine standardisation priorities and actions to better shape the collective 

European standardisation and certification activity in the field of security. 

There is a growing interest in academic research focussed on investigating a variety of 

aspects of standardisation and certification, in the field of security as well as addressed to a 

number of other areas. This has seen the investment of time and capital in the setting and 

pursuing of research agendas and activities in European standardisation in support of research 

and innovation. CRISP is, of course, the outcome and beneficiary of funding from the 

Seventh Framework Programme to pursue a research agenda in this area, working to 

investigate the recommendations of the European Commission, particularly the need to 

include human factors in the evaluation of security products and services. Another example 

of EU investment in academic involvement and research is the Harmonised Evaluation, 

Certification and Testing of Security Products (HECTOS)
33

 project and ARCHIMEDES
34

, a 

project which aims to enhance the participation of end-users and operators in security R&D.  

These and other examples of academic and research institute engagement, and commitment 

on the part of the EU, represents a dedication to research and innovation in the area of 

standardisation and certification and a recognition of the important role that Universities, 

research institutes and researchers working in these institutions can have. This commitment 

will work toward establishing and enhancing an individual’s reputation as an expert in the 

field of standardisation and certification, and can go some way to demonstrating that a 

research institution or University has the resources and capabilities to complete work on 

evaluation, standardisation and certification. 

 

3.2 KEY STAKEHOLDERS IN SECURITY CERTIFICATION  

 

                                                 
32

 European Commission, op.cit., 2011a. 
33

 European Commission, Harmonised Evaluation, Certification and Testing of Security Products, no date, 

http://cordis.europa.eu/project/rcn/192051_en.html 
34 ARCHIMEDES, Redefining Innovation in Europe, Home, no date. http://www.archimedes-eu.eu/ 
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According to R. Edward Freeman’s now classic definition, stakeholders can be defined as 

“any group or individual who is affected by or can affect the achievement of an 

organization’s objectives”
35

. In the context of standardisation and certification of security 

products and services, stakeholders who are affected by or can affect the achievement of 

these processes are numerous and assume a number of roles and establish complex 

relationships. For the purposes of this section of the report and in keeping with the European 

Commission’s keenness to include and represent a broad range of stakeholder groups in the 

standardisation and certification processes, a pragmatic distinction is made here between two 

distinct stakeholder categories, namely, primary stakeholders and secondary stakeholders
36

. 

This is a relatively straightforward dual categorisation that serves CRISPs aim of involving a 

variety of stakeholders who have been identified as being either directly or more indirectly 

involved in security standardisation and certification. 

 

In the context of CRISP, in terms of primary or direct stakeholders, the category includes 

security industry, standardisation organisations, conformity assessment and certification 

bodies, accreditation bodies, regulators, and end users. With regard to secondary, or affected 

stakeholders, who are in the context of this report understood to be less directly involved in 

security standards and certification, stakeholders include watch-dog organisations, lobby, 

campaign and interest groups, civil society organisations, universities and academics working 

in security standardisation and certification and related fields, and the public
37

. 

The aim of the stakeholder analysis is to identify all parties which have an interest in 

certification systems for security products, systems and services. ‘Having an interest in’ does 

not mean that the parties are all positive about a possible European certification system. 

‘Having an interest in’ in this case means that a) they have knowledge of and/or an opinion 

about certification; and/or b) they may be influenced by certification of security products, 

systems and services. The identified stakeholders in security certification are nearly the same 

as for security standardisation, although their interest may vary.  

 

3.3 PRIMARY STAKEHOLDERS 

 

In the context of this report, the primary or direct stakeholder group includes security 

industry, standardisation organisations, conformity assessment and certification bodies, 

accreditation bodies, regulators, and end-users. We here briefly describe each group before 

discussing how they relate and what their needs, perceptions and views on certification are. 

 

3.3.1 Security industry  
 

                                                 
35

 Freeman, R. Edward, Strategic management: A stakeholder approach, 1984, pp.46 Boston: Pitman. 
36

 For a more detailed and thorough discussion of stakeholder involvement and participation in the context of security 

products and services see Bierwisch and Georgi (2014). Bierwisch and Georgi, in working through a case study drawn from 

aviation security, propose a useful means of broadly classifying stakeholder involvement in terms of ‘involved’ stakeholders 

on the one hand, and stakeholders who are defined as ‘affected’ on the other. Bierwisch, Antje and Christoph Georgi, 

Forschungsprojekt SIRA – Sicherheit im oeffentlichen Raum. Empfehlungen fuer Luftsicherheitskontrollen. Presentation at 

Fachtagung "Luftsicherheitskontrolltechnik - Aktuelle Entwicklungen und Einbindung in die Kontrollprozesse", Leipzig, 10 

September 2014. 
37

 The EIM report on Access to Standardisation drawn up for the European Commission (2009) provides a list of 

stakeholders it considers to be relevant to the standardisation and certification process: large size enterprise, SME, employee 

organisations, consumer associations, trade union, environmental organisations, public authorities, and Universities and 

research organisations. EIM Business & Policy Research, Access to Standardisation. Study for the European Commission, 

Enterprise and Industry Directorate-General. Final Report, Zoetermeer, March 2009, pp.6-7. 

http://ec.europa.eu/enterprise/policies/european-

standards/files/standards_policy/access_to_standardisation/doc/access_to_standardisation_study_eim_en.pdf 
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The security market includes very different types of products and services, varying in 

technology, cost structure, size, manufacturing methods, supply chain, etc. This leads to a 

very varied range of stakeholders which can be categorized as the security industry, 

including: 

 

 manufacturers of security products and systems  

 suppliers of products and systems  

 service providers  

 vendors  

 industry organisations, e.g.,: 

o Euralarm 

o CertAlarm 

o Union of German Engineers (VDI) 

o British Security Industry Association (BSIA) 

 

The European security equipment industry is mainly located in the more industrialised 

member states, namely UK, Germany, France and Italy, whilst other states play a 

comparatively smaller role.
38

  Security services have a larger market share than security 

products. This ever growing market of security services includes civil security personnel, data 

analysis, data protection and guarding services. 

 

The security industry has a great interest in certification as compliance and certifying against 

established and trusted standards and schemes opens up markets in different European 

countries. A more harmonised European certification system is seen as having a great 

potential to ease cross-boundary trade for them. Currently, they often have to get their 

product or service certified against national certification schemes, every time they want to 

market it in a new country. One European certification system would mean that they would 

have to get their product or service certified only once to market it in all European member 

states. On the other hand, a European certification system might cause resistance with those 

industrial stakeholders who ‘own’ a relatively large share on the national security market in a 

specific member state, since it might ease the entrance of other stakeholders to that national 

security market. 

 

Overall, security industry views the current certification landscape as much too complex, 

human resource, time and cost prohibitive.  This is a view we found repeatedly expressed 

throughout all stages of the research, be it review of literature, interviews and the stakeholder 

workshop. 

 

The European Commission has done extensive work and consultations on industry needs 

regarding standards and certification in Europe. During the consultations in preparation for 

the staff working paper on Security industrial policy
39

, business associations and large 

security enterprises (>250 employees) generated more than half of all responses in the online 

consultations phase, they welcomed initiative of the Commission to launch specific policy 

measures on a dedicated Security Industry Policy. They agreed that the lack of harmonised 

certification/conformity assessment procedures and appropriate standards for security 

technologies results in market fragmentation, and emphasized on the absolute urgency for the 

                                                 
38

 Marti, Carlos , “A survey of the European security market”, Economics of Security Working Paper 43 
39 European Commission, op. cit., 2012a 
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Commission to act on the fragmentation. A step by step approach was considered by most 

stakeholders to be the realistic path to a harmonised certification system in the EU.  

A further “Regulatory Framework and Certification/Conformity Assessment Procedures in 

the Security Sector study” (aka the SECERCA study) was commissioned by the Commission, 

and noted that the industry described the absence of EU wide certification systems in the 

following way:  

No common system of certification exists at a European level for security 

equipment and there is no mechanism of mutual recognition across countries. 

A producer of security technologies has to go through the costly and lengthy 

certification processes for each and every country in which he wants to 

commercialise his technologies.
40

 

 This process can be very costly as is demonstrated by an example of the cost of a single test 

of an Explosive Detection System (EDS), which “could be in the region of €65 thousand and 

for a liquid explosive system (LAGS) the figure may vary from €30 to €75 thousand; these 

figures relate to a single test procedure and do not take into account any repeat testing that 

may be required.”
41

 This lengthy process also caused delays in certification procedures: the 

slow speed of the certification process can mean that technologies are already out-dated, or 

may need updating or modifying to respond to market need before they receive approval. 

 

The analysis of the first group of primary stakeholders focuses on needs related to product 

certification in general as well as specific needs related to the certification processes. General 

needs include: 

 

 economies of scale and of scope
42

 

 improvement of international competitiveness
43

 

 innovation-friendly market conditions
44

 

 unified products with minimal country specific modification
45

 

 return on investment of security-related R&D
46

  

 access to foreign markets
47

 

 need to sell niche products also in foreign markets
48

  

 need to address foreign markets when coming from small countries
49

 

                                                 
40 European Commission, op. cit., 2012b. 
41 Ibid., p. 22.  
42 Krugman, Paul, “Scale Economies, Product Differentiation, and the Pattern of Trade”, The American Economic Review, 

Vol. 70, No. 5, Dec., 1980, pp. 950-959, European Commission, Commission Staff Working Paper Security Industrial Policy 

Accompanying the document Communication from the Commission to the European Parliament, the Council and the 

European Economic and Social Committee Security Industrial Policy Action Plan for an innovative and competitive Security 

Industry {COM(2012) 417 final}, SWD(2012) 233 final, Brussels, 26.07.2012. 

http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52012SC0233&from=EN, p. 75.  
43 See e.g. European Commission, Consultation on Certification of Alarm systems and system components. Final Version 

Public Consultation, 2013a,  

http://ec.europa.eu/enterprise/policies/security/industrial-policy/consultation-on-alarm-systems/index_en.htm and European 

Commission, Consultation on Certification of Airport Screening Equipment. Results of the Public Consultation, 2013b,  

http://ec.europa.eu/enterprise/policies/security/industrial-policy/consultation-on-airport-screening-equipment/ 
44 due to the need to innovate and international competition 
45 Bartlett, Christopher and Sumantra Ghoshal, Managing Across Borders: The Transnational Solution, Boston, 

Massachusetts: Harvard Business School Press, 1991. 
46 See footnote 47 
47 based on general business goals like sales and profit 
48 See with respect to niche products in general e.g. Wurster, Simone, Born Global Standard Establishers. Einfluss- und 

Erfolgsfaktoren für die internationale Standardsetzung und -erhaltung, Wiesbaden, Gabler, 2011. 
49 See for example so called ‘Born Global’ literature, e.g. Wurster, op. cit., 2011. 

http://ec.europa.eu/enterprise/policies/security/industrial-policy/consultation-on-alarm-systems/index_en.htm
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 ability to offer unique products/keep a unique selling position
50

 

 acceptance of new, innovative technology
51

 

 

While economies of scale and economies of scope are key business concepts, the other needs 

are analysed in more detail below. 

 

Needs related to international competitiveness are described by ESCoRTS
52

 as follows: 

 

[The] EU industry awareness and readiness lags behind US initiatives. There 

seems to be the lack of European explicit demand for comprehensive security 

solutions. Two related issues emerge as decisive. On the one hand, there is the 

potential cost of security measures, which might weigh considerably on the 

overall control equipment cost. On the other hand, there is the lack of adoption in 

Europe of common security reference or baseline (be them formal or de facto 

standards, guidelines, or accepted best practices accepted and applicable across 

all countries).  

 

The illustration of the industry’s distance to the front runner U.S. emphasizes the need to 

improve its competitiveness. 

 

One measure to overcome this problem is the creation of innovation-friendly market 

conditions. Innovation processes are shaped by complexity. The reason is that the importance 

of internationalization (or at least ‘Europeanisation’) of research and development is rising in 

all technology fields. Besides international (or European) collaboration, companies use 

different instruments to internationalise their own innovation activities and to combine 

attractive sources from different countries:
53

 internal cross-border research and development 

projects, internal personnel transfer, acquisition of high-tech companies, establishment of 

research and development laboratories abroad ('Greenfield R&D'). Therefore, innovation-

friendly market conditions are very important. Comparable requirements and framework 

conditions in the European Member States can not only facilitate multinational research and 

development projects but also encourage stakeholders to dedicate research and development 

resources to new solutions for the European markets. 

 

The need of vendors of niche products or companies from small countries to address foreign 

markets is based on the problem that the home market would be too small to generate 

appropriate sales of the specific products. The ability to offer unique products is strengthened 

by an innovation-friendly environment while the acceptance of new innovative technology is 

promoted by flexible conformity assessment systems which also allow for the certification of 

new innovative solutions. 

                                                 
50 Porter uses the term ‘differentiation’, Porter, Michael E., Competitive Strategy, Free Press, 1980 
51 Hermanns, Andre, Anwender-Akzeptanz und Bewertung unbemannter Flugsysteme ("Drohnen") im Katastrophenschutz. 

Theorie, Empirie, regulatorische Implikationen. Reihe: Zivile Sicherheit. Schriften zum Fachdialog Sicherheitsforschung, 

LIT, 2013, see also Bierwisch and Georgi, op. cit., 2014, p. 5 
52 ESCoRTS, ESCoRTS European Network for the Security of Control and Real Time Systems, Publishable summary, 16 

June 2008 - 15 June 2009. http://cordis.europa.eu/result/rcn/54984_en.html 
53

 See e.g. ETAN Expert Working Group, ETAN Working Paper Internationalisation of Research and Technology: Trends, 

Issues and Implications for S&T Policies in Europe. Prepared by an Independent ETAN Expert Working Group for the 

European Commission Directorate General XII Directorate AS – RTD Actions: Strategy and Co-ordination, 1998. 

ftp://ftp.cordis.europa.eu/pub/etan/docs/int.pdf 
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Needs of security vendors regarding certification processes in the European and international 

context include low cost, simple procedures, minimized twofold efforts and minimal product-

related transportation effort by avoiding re-certification processes in the different target 

countries.
54

 

 

Based on the public consultation on certification of alarm systems and system components
55

, 

nine specific needs were identified in this context while ‘very significant’ and ‘negligible’ 

problems are distinguished: 

 

Very significant problems include: 

 

 Time to market of products/systems 

 Research and development costs 

 Commercialisation costs 

 Global competitiveness of EU companies 

 The efficiency of the certification process  

 Ensuring the best security for the European citizens 

 Training of services personnel 

 

Negligible problems include: 

 

 Legal certainty 

 Ensuring clarity for citizens in terms of insurance coverage. 

 

According to the report of the consultation, the absence of a harmonised certification system 

for alarm systems and system components has a (very) negative effect on seven of the nine 

issues for the stakeholders. The central problems identified by the respondents concern 

mainly the time to market, costs, efficiency and the global competitiveness of EU 

companies.
56

 

 

Several issues are discussed in more detail below: 

 

Appropriate framework conditions which reduce the time to market and facilitate 

reductions of R&D costs: According to the document, the lack of a harmonised certification 

system for alarm systems and system components in the EU leads to higher research and 

development costs. Most respondents indicated that the impact was limited to 0-25% of the 

total research and development costs, only a few stated that it was more than 50%. 

 

Commercialisation costs: Representatives from the industry were also asked to specify the 

magnitude of the impact that this lack of harmonised certification systems has on 

                                                 
54

 These needs were described by an expert whose company offers screening solutions. In the SME context, EURALARM, 

A white paper outlining Euralarm’s European Policy Priorities and action agenda 2013-2015 “A Vision for a Competitive 

European Security Industry and Secure Society”, WP-0101-1304-0101, 2013 describes in this regard the need for lower 

complexity, costs and time to avoiding delayed market access due to certification 
55

 European Commission, op. cit, 2013a 
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commercialisation costs. The majority of the respondents indicated that the impact was 

approximately 0-25% of the total commercialisation costs.  

 

Appropriate framework condition to reduce required modifications and adaptations: 

The document also shows that over 73% of the respondents sell their products in more than 

one EU-Member State. Due to the lack of a harmonised certification system, producers are 

often required to modify or adapt their products. The following figure shows how often they 

had to modify or adapt systems or system components. 

 

 
Figure 1: Number of times a modification of a product was required in Europe

57
 

Appropriate availability of test laboratories: The Commission asked producers whether 

they considered the availability of test laboratories and the duration of the testing period as 

adequate. Most participants (68%) answered with no, less than 5% replied yes.  

 

Choice of test laboratories: Most respondents (75%) indicated that it was important to be 

able to choose a test laboratory. Only 1% thought it was not important. 

 

Availability of pre-tests: Representatives from the industry were also asked for their opinion 

on the availability of pre-tests. 68% stated that they considered the availability of limited pre-

tests important in order to support manufacturers in the development.  

 

Mutual recognition of conformity assessments or even one-stop-certification is a specific 

issue of international trade. Guasch et al. (2007) describe the need for such arrangements as 

follows:  

 

Demonstrating compliance through conformity assessment is itself only useful if the 

testing and certification requirements are similar in the exporting country and the 

importing country. If testing laboratories are not recognised abroad, tests on products 

carried out in the exporting country have to be repeated by a recognised laboratory in 

each of the importing countries. An adverse test report in the importing country can 

                                                 
57 European Commission, A New Deal for European Defence Implementation Roadmap for Communication COM (2013) 

542; Towards a more competitive and efficient defence and security sector, Communication from the Commission to the 

European Parliament, the Council and the European Economic and Social Committee and the Committee of the Regions 

COM(2014)0387 final, Brussels, June 2014, p. 8. http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2014:387:FIN 
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result in the rejection of an entire shipment. Likewise, if certification in one country is 

not recognised abroad, domestic firms requiring quality system and environmental 

management certification for export purposes need to be certified by organisations in 

each of the importing countries.
58

 

 

Specific needs related to the certification processes in general were analysed by Blind et 

al. (2013).
59

 Based on up to 94 answers from German industry experts, they identified ten 

relevant aspects: 

 

1. Certification ensures compliance with legal requirements  

2. Certification facilitates improvements in companies  

3. Certification ensures compliance with customer requirements  

4. Certification facilitates access to the national market 

5. Certification facilitates market access abroad  

6. Certification means much stress for our employees and requires much time  

7. Certification creates competitive advantages 

8. The costs for external consultants are too high  

9. The cost of third-party reviewers are too high  

10. In many cases, the cost of certification exceeds the potential benefits of certification.  

 

While the first five items as well as the seventh one describe positive aspects, item six as well 

as items eight to ten expresses problems of certification. 
 

The experts also gave information on relevant reasons for choosing a specific certification 

body. According to Blind et al
60

, nine aspects are relevant: 

 

1. The certification body is accredited  

2. The certification is based on currently valid versions of standards  

3. Reputation and image of the certification organization in the national market 

4. Reputation and image of the certification organization abroad  

5. Quick review process  

6. Simplicity of the testing process  

7. Cost of certification  

8. Strict interpretation of compliance criteria in the review process by the certification 

organization  

9. Certification body offers additional consulting services regarding certification. 

 

As shown in CRISP’s deliverable 2.1
61

, close ties between standards and certification exist. 

There are several research papers which analyse standardisation motives in detail. Blind and 

Rauber’s (2013) analysis of the standardisation motives of 294 innovative German companies 

provide an example. Based on a survey, they investigated the importance of 19 

standardisation motives. The five top-ranked motives include ‘the prevention of standards 

that contradict own interests’, ‘gaining competitive advantage by being more 

                                                 
58 See Guasch et al, op. cit., 2007, p. 82., see also CRISP DEL 2.1 
59 Blind, Knut, Goluchowicz, Kerstin, Grossmann, Anne-Marie and Rauber, Julius, “Das Deutsche Normungspanel. 

Ergebnisse der ersten Befragungswelle”, Berlin, Juni 2013, p. 25. 
60 Blind et al., op. cit., 2013, p. 26 
61 Wurster et al., op. cit., 2014. 
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knowledgeable’, ‘the creation of a well-engineered standard’, ‘legal certainty on new science 

and technology fields’ and ‘addressing technical problems in the standardisation committees 

and controlling the technology development.’
62

 

 

3.3.2 Standardisation organisations  
 

Standards can be used as a basis for certification. However, not every standard is suitable to 

certify against. To enable certification based on standards, the standards have to be written in 

a certain way. They have to contain clear requirements. Standards are written by parties who 

have an interest in the subject of the standard. Standardisation organisations facilitate this 

process and have knowledge on the requirements set to standards for them to form a basis for 

certification. 

 

Certification of products is based on product standards, in which technical requirements to 

the products are described. Certification of services is based on standards as well. These 

standards do not describe technical requirements, but for example requirements regarding 

skills, processes, service certainty. 

 

Standardisation organisations, accreditation bodies and regulators play an important role in 

the standardisation and certification process. The European Committee for Electrotechnical 

Standardisation (CENELEC)
63

 is a European regional standards organization that together 

with its sister organisations the European Committee for Standardisation (CEN), and the 

European Telecommunications Standards Institute (ETSI), compose the so-called European 

Standards Organisations (ESOs)
64

. The ESOs are officially recognised by the European 

Commission and act as a European platform through which European Standards are 

developed. They are independent organisations governed by private law. According to the 

European Commission, in their role, ESOs are expected to act jointly in European and 

international matters and to further strengthen their existing cooperation with Member States 

and with their international counterparts.
65

 
66

 

                                                 
62 Blind, Knut and Julius Rauber, “Standardization Strategies of Innovative German Companies – The Relation Between 

Implementing and Developing Standards“, in: Jakobs, Kai, de Vries, Henk J., Ganesh, Ashok, Gulcsi, Andreea and Soetert, 

Ingrid, Proceedings of the 18th EURAS Annual Standardization Conference – Boosting European Competitiveness-, 2013, 

pp. 33-48, see also Blind, Knut and Julius Rauber, “The Interaction Between Patenting and Standardization Strategies: An 

empirical Test of a Basic Model", Marta Orviska and Kai Jakobs, Proceedings of the 17th EURAS Annual Standardization 

Conference - Standards and Innovation-, 2012, pp. 35-54. 
63

 European Standards are based on a consensus which reflects the economic and social interests of 33 CENELEC Member 

countries. This process is channelled through their National Standards Bodies. Most standards are initiated by industry. 

Other standardization projects can come from consumers, Small and Medium-sized Enterprises (SMEs) or associations, or 

even European legislators. CENELEC, op.cit. no date. 
64

 The three recognised European Standards Organisations (ESOs) are: CEN, the European Committee for Standardization, 

a non-profit technical organisation founded in 1961 by the NSBs in the EU and EFTA countries. CEN was created as de 

facto association in 1961 and was later converted in a de jure association in 1975. CENELEC, the European Committee for 

Electro-technical Standardization, was created in 1973 as a result of a merger of two previous European organisations: 

CENELCOM and CENEL. CENELEC is a non-profit technical organisation composed of National Standards Organisations, 

the National Electrotechnical Committees of 30 European countries. And, ETSI, the European Telecommunications 

Standards Institute (ETSI), which was created in January 1988. It has a different structure. ETSI is also officially recognised 

by the European Commission as a European Standards Organisation, but it is not composed of National Standards Bodies. 

ETSI is a non-profit organisation with approximately 700 member organisations representing 60 countries worldwide. Many 

individual companies and organisations are direct ETSI members. 
65

 European Commission, More and faster standards to advance Europe’s competitiveness, Brussels, June 2011b, 

http://europa.eu/rapid/press-release_MEMO-11-369_en.htm?locale=en 
66

 In its Working Document The challenges for European standardisation, the European Commission states that it has the 

challenges the European standardisation system is currently faced with and the instruments available to European 

standardisation policy. This is, the Commission maintain, in the light of the changing conditions under which European 

standardisation in the enlarged EU needs to operate and taking account of the challenges due to digitalisation and 
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In general, each Member State has a single recognised National Standardisation Body (NSB), 

these may be either public or private sector organisations, or combinations of the two. The 

central role of NSBs in standardisation and certification is described by CEN: 

 

A National Standardisation Body is the one stop shop for all stakeholders and is 

the main focal point of access to the concerted system, which comprises regional 

(European) and international (ISO) standardisation.
67

 

 

For CENELEC, NSBs and National Committees (NCs) are facilitators. CENELEC comment 

that the route for participating in the development of European Standards is through national 

members. CENELEC explain that they send balanced delegations to represent the concerned 

interests in a standardisation project. Thus, the NSBs of each Member State have an 

instrumental role to play in standardisation and certification. 

 

CRISP’s focus on standardisation organisations is on the Technical Committees (TCs) of the 

European standards bodies CEN, CENELEC and ETSI and national European standards 

bodies such as AFNOR, BSI, DIN, NEN, UNI etc.
68

 which are also key members of CEN and 

CENELEC TCs. 

 

Since many standards build on regulations, appropriate regulatory documents are needed. In 

addition, suitable cross-national European standardisation activities require comparable and 

not contradicting national needs, regulatory frameworks and national law. 

 

3.3.3 Conformity assessment and certification bodies 
 

Conformity assessment/certification is the process of determining whether or not a product, 

system or service meets the requirements set in standards. Today, many products require 

testing for conformance with specifications or compliance with safety or other regulations 

before they can be put on many markets. Even simple products may require supporting 

technical documentation that includes test data. It is not always practical for these activities to 

be carried out by suppliers and customers, and so often specialized third parties get involved.  

These third parties are certification bodies. Once companies or persons are certified, they are 

obliged to inform their customers of the name of the organization that certified them, to 

enable the customer to verify the certification. 

 

Within Europe, there is a wide variety of certification bodies. Distinctions can be made, 

based on (among others): 

 

 National operating certification bodies 

 Internationally operating certification bodies 

 Certification bodies certifying products, systems, services, persons or a 

combination of those 

                                                                                                                                                        
globalisation. The Commission believe actions are required to meet needs in an ever-changing environment that are not only 

addressed to ESOs, but related to all stakeholders in European standardisation, comprising the European Commission, 

national authorities, the European Standards Organisations, National Standards Bodies, industry and NGOs. See European 

Commission, op. cit. October 2004. 
67 CEN, CEN Members, 2015. http://standards.cen.eu/dyn/www/f?p=CENWEB:5 
68 The complete list of national standards bodies is available at http://standards.cen.eu/dyn/www/f?p=CENWEB:5. 
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 Certification bodies focussing on one specific sector vs. multi-disciplinary 

certification bodies 

Examples of large certification bodies, operating internationally in the security field are the, 

TÜV Rheinland and SGS
69

. 

Most conformity assessment and certification bodies are business organisations. Therefore 

they have general business needs related to sales, profitability and market share. Other needs 

include the ability to grow and the need for opportunities to expand – in the home country 

and also to European and non-European markets. This creates a need for opportunities to 

apply for accreditation in other countries. With respect to their specific assessment services, 

four needs are relevant: 

 

 prosperous markets for security solutions which create an appropriate demand for 

security-related certification services 

 stable framework conditions in the certification landscape, no changes 

 well formulated and understandable standards  

 knowledge about new needs for standards, certification and new standardisation 

projects to participate in the development of solutions. 

Ecorys (2011) reports that there is overall lack of data on uptake and use of certification.  

However, the consideration it is likely that pan-European certification and harmonization will 

result in less demand for certification and conformity assessment services.  Furthermore, as 

mutual recognition of certification schemes and testing would mean that the security industry 

would have more flexibility to choose their certification body and consequently this would 

increase competition and result in lower prices for these services.  Ecorys report (2011) also 

claims that this should raise quality and professionalism of certification bodies.
70

  A 

disadvantage could be rise in administrative costs related to the new system.  

 

3.3.4 Accreditation bodies 
 

Accreditation is the formal recognition by an accreditation authority to the 

technical and organisational competence of a conformity assessment body to 

carry out a specific service in accordance to the standards and technical 

regulations as described in their scope of accreditation.
71

 

 

While certification bodies check compliance to standards, accreditation bodies are the 

organisations checking the compliance of certification bodies to the standards set for the 

certification process. Within Europe, every country has an accreditation body that is officially 

recognised by the national government. All these national accreditation bodies are supervised 

by the European co-operation for Accreditation (EA)
72

.  

 

The following ISO standards have been written to which certification bodies are accredited: 

 

 ISO/IEC 17065 for products, processes and services; 

                                                 
69 SGS, Our Company, no date. http://www.sgs.com/en/Our-Company/About-SGS/SGS-in-Brief.aspx 
70 Ecorys, Security Regulation, Conformity Assessment & Certification. Final Report – Volume 1: Main Report, Brussels, 

October 2011. http://ec.europa.eu/enterprise/policies/security/files/doc/secerca_final_report_volume__1_main_report_en.pdf 
71 UK Accreditation Service, FAQ, no date. http://www.ukas.com/tools/faq.asp 
72

 European co-operation for Accreditation, About Us, no date: http://www.european-accreditation.org/ 
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 ISO/IEC 17021 for management systems; 

 ISO/IEC 17024 for persons. 

It is the role of the accreditation bodies to determine whether or not certification bodies 

comply with the standards mentioned above. If so, the certification body will also have to 

prove that it correctly performs the certification scheme it wants to certify against. For 

example, if a certification body wants to certify manufacturers of alarm systems, it will have 

to be accredited according to ISO/IEC 17065, as well as on the basis of the specific 

certification scheme for security products. Once the certification body has its ISO/IEC 17065 

accreditation and wants to add another certification scheme to its portfolio, it only has to get 

an accreditation for that new certification scheme.  

 

In accrediting certification schemes, EA gives the following advice to its members when 

evaluating said schemes: 

 

 - Requirements shall be written in a clear, direct and precise manner and that 

they shall result in accurate and uniform interpretation, so that parties making 

use of the normative document are able to derive from the contents of the 

normative document a common understanding of its meaning and intent.   

 

-  Requirements shall be written in terms of results or outcomes, together with 

limiting values and tolerances, where pertinent. 

 

 - Requirements shall be stated unambiguously using wording that is 

objective, logical, valid and specific.
73

 

 

EA and its member bodies are identified as a mechanism that may greatly assists with the 

pan-European acceptance of CRISP Scheme due to its precise work processes and geographic 

reach.  Further work on analysis and identification of best practice in accreditation is carried 

out within the CRISP project as part of work package 2. 

 

Based on preliminary analyses, no specific needs (for action) of accreditation bodies and 

regulators could be identified. In recent years, the European accreditation infrastructure was 

modernized and collaborations under the umbrella of the European co-operation for 

accreditation where established. These activities required changes but also addressed needs 

for action. One Member State experienced these changes as follows:  

 

(Our country) is one of the countries that has come a long way towards adapting to the 

EU decision about accreditation. This means a lot for the trust in the analysis results and 

the legal security in society.
74

 

 

This statement shows the need to avoid substantial changes whenever possible, and the 

stakeholder interviews support this.  Accreditation bodies feel that the current system is well 

fit for purpose, and that all processes are in place, to implement and accredit new European 

                                                 
73 European co-operation for Accreditation (EA), EA Procedure and Criteria for the Evaluation of Conformity Assessment 

Schemes by EA Accreditation Body Members, 2014, p.12.  http://www.european-accreditation.org/publication/ea-1-22-rev-

02-november-2014 
74 SWEDAC, Stockholm police secure fingerprints with accreditation, 2013. http://www.swedac.se/en/News/Stockholm-

police-secure-fingerprints-with-accreditation/ 
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scheme.  This view is one that was encountered on various occasions throughout the research 

phase where standardisation and accreditation as well as regulators stated that their needs 

with regard to a proposed new pan-European certification scheme would first and foremost 

be that already existing processes be taken into account and used and that clear guidelines 

and rational existed as foundations for the scheme. As will be presented in the research part 

of this report, the message “keep it simple” or “don’t re-invent the wheel” came through 

interviews, the surveys and the stakeholder workshop groups.  

 

3.3.5 Regulators  
 

Regulatory authorities, on a European, national as well as regional level, are important 

stakeholders when it comes to security certification. Without involvement of regulators, any 

certification system remains voluntary in use. By regulating certification systems, regulators 

can have a major influence on the acceptance, use and application of it. Referring to security 

certification in regulations is key to creating a harmonised playing field for security products. 

 

Furthermore, regulatory authorities have the power to enforce standardisation in certain 

fields. For example, DG Enterprise and Industry is currently working on a standardisation 

mandate on ‘Privacy by design of security products’, aiming at the development of standards 

which describe how to address and manage privacy issues at the development stage of 

security products
75

 

Data protection is an important issue in the design and supply of security products, systems 

and services. Over the last decades, security products have increasingly grown to enable 

detailed surveillance and consequent data collection, storage and integration, due to the use of 

techniques like digital cameras, scanners, etc. Consequences of these developments are 

growing concerns over the cost of surveillance on the freedom of individuals.    

 

The European Data Protection Supervisor (EDPS) is an independent supervisory authority 

devoted to protecting personal data and privacy and promoting good practice in the EU 

institutions and bodies. Each European Member State has its own data protection authority, 

aiming at: 

 

 monitoring the EU administration's processing of personal data;  

 advising on policies and legislation that affect privacy; and  

 cooperating with similar authorities to ensure consistent data protection. 

For the CRISP project, we recognise the importance of Data Protection Authorities in 

working towards a harmonised security industry and have thus incorporated them, as key 

stakeholder group, in the research, development and engagement activities of CRISP.  

Currently, according to our research, DPAs have a very limited, to non-existent, role in 

certification but see a scheme such as CRISP in a positive light as it may help to reduce 

administrative burden and puts data protection and privacy at the forefront of evaluation and 

certification of security products. When a DPA was asked to reflect on the proposed CRISP 

scheme and its social dimensions, its spokesperson responded that:  

 

                                                 
75 DG ENTR, ‘Note to the committee of standards: Launch of the written procedure on the Draft Commission Implementing 

Decision on Standardisation Request on privacy management in security technologies’, 2014 
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“a methodology for the development of standards and even beyond could 

indeed be helpful and could have added value to the ongoing discussions and 

the existing methodologies. Adding “new” elements to the discussion such as 

trust and freedom infringement could be a way of more coherently connecting 

aspects of IT security, data protection and other related fields.” 

 

Overall, DPAs are regulatory, supervisory and advisory bodies, whose roles however vary 

between countries.  While some DPAs are not involved in certification nor standardisation, 

the German DPA, in addition to working on standardisation, has participated in the IT 

security scheme De-Mail, which outlines very high requirements regarding IT security as 

well as data protection issues.  While the IT security part is certified by the Federal office for 

Information security (BSI) the Federal Commissioner for Data Protection (DPA) certifies the 

data protection part.  

The inherent focus of DPAs in Europe and their regulatory, advisory and supervisory roles 

will be useful mechanisms for developing the CRISP scheme, as well as enhancing its 

acceptance, trust and take-up.  DPA stakeholders will be included in the following work-

packages of CRISP and as one of our requirements for a harmonised approach, listed in 

Chapter 6, we suggest that encouraging cooperation between accreditation bodies and DPAs 

and their European umbrella organisations EA and EDPS respectively, will provide strong 

foundation and platform from which to launch the CRISP scheme.   

3.3.6 End-users  
 

Like in any other area, end users have a major interest in the development of standards and 

certification systems for security products. The organisations and persons belonging to this 

stakeholder category are extremely diverse and numerous. In this report, we refer to as end-

users: procurers, strategic planners and operators working with security products, systems 

and services. These are both organisations and persons responsible for selecting a specific 

product or service, as well as operating said product and service and for whom certification 

seal may be a deciding factor in their choice or operation. It is them, for who it is important to 

be able to see a clear distinction between the characteristics and performance indicators of the 

products.  End-users can be both public and private and the line between the two often gets 

blurred in the security sector. 

  

The European Commission
76

 includes the following groups under the broad umbrella of end-

users: 

 citizens 

 businesses 

 civil society organisations and administrations 

 national and international authorities 

 civil protection 

 law enforcement 

 border guards, etc. 

 

CRISP takes a broad and holistic view of the security sector, to include products, systems and 

services.  At the scoping stage, for which this report is written, we also take a broad view of 

end-users and include the groups listed above.  However, because of the enormous diversity 

                                                 
76 European Commission, Horizon2020: The EU Framework for Research and Innovation, Security, 

https://ec.europa.eu/programmes/horizon2020/en/area/security 



D3.1: Stakeholder Analysis Report  CRISP project 

   

32 

 

in end-users, it is problematic to get a unified consensus view on security and security 

certification. Members of the above groups may be involved in standardisation development 

but there is no consensus with regard to standardisation and certification within, and across 

these groups.  

 

Bierwisch and Georgi (2014), distinguish between two groups of end users. Companies and 

organisations which have to ensure security
77

 and use specific security equipment belong to 

the first group. The second group consists of individuals and is the topic of section 2.6.7. 

 

General needs of the first group of end users include the insurance of a high level of security, 

product quality in general, efficiency, appropriate prices and appropriate lifecycle cost.
78

 An 

additional need is related to the protection of investment and favours as few requirements as 

possible to invest in new solutions. With respect to investment decisions, specific needs 

consist of the ability to choose between different solutions
79

, the ability to compare products 

(based on appropriate evaluation criteria and information) as well as low search cost to 

identify appropriate solutions. 

 

CRISP aims at reducing the fragmentation of the European market for security products and, 

consequently, widening the supply of security products in each Member State. In addition, 

the avoidance of re-certification allows cost reductions on the supplier side. Therefore the 

intended activities may also lead to better prices, as pointed out by Ecorys (2011). 

 

International end users have specific requirements which can be addressed by more 

harmonised approaches. The availability of products which are accepted in each Member 

State may facilitate their purchase decisions and even purchases in higher quantities. 

Additional needs depend on the specific kinds of products. They may be for example related 

to an appropriate weight and necessary space of security products.
80

 

A change in the certification landscape may mean several different changes for users. First, 

there is an expected decrease in conformity assessment and certification costs. In a market 

with increased competition it may be anticipated that these costs savings are passed on to 

procurers /users; secondly, increased market openness should promote production efficiencies 

and scale economies for producers. Again these should reduce costs and lower product prices; 

thirdly, as described above, increased competition will lead to price reductions that should be 

to the benefit of the procurers / users. 

In summary, the following circumstances affect end-users with regard to certification:  

1. Cost decrease  

As it is mentioned above, increased competition can decrease conformity assessment and 

certification costs. This may result in more efficiency for producers and correspondingly, 

end-users may benefit from price reductions.  

2. Increase in product choice and availability.   

                                                 
77 See e.g. Bierwisch and Georgi, op. cit., 2014, p. 5 
78 Bierwisch and Georgi, op. cit., 2014, p. 5 use the term ‘Wirtschaftlichkeit’ in this context 
79 In a similar way, European Commission, op. cit., 2013a,b describe the need to choose between different certification 

solutions 
80

 For example, experts described new airport security products whose weight will be too heavy for a number of airports 

from a static point of view. This was discussed at a workshop for airport screening equipment in summer 2014. 
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Opening up the European market implies an increase in number of producers. Apart from the 

lower price, which could be the most important fact for end-users, higher efficiency implies 

consumers may choose the product in a wide-open EU market.    

3. Greater legal certainty 

Users must comply with regulatory requirements concerning their security arrangements. 

However, where these do not specify requirements for specific products/equipment, the use 

of certified products that complies with EU requirement may create greater legal certainty for 

end-users.  

4. More transparency  

Overall the certification process carries a warranty for the end-user that inspires confidence in 

the product and can lead to purchase or use it. One of the essential elements to generate this 

confidence is to provide information about the product. The existence of a EU certification 

scheme would ensure clear, understandable and uniform information for all users interested 

in the product. 

 

3.4 SECONDARY STAKEHOLDERS  

 

Following the example of stakeholder involvement set by Bierwisch and Georgi
81

, secondary 

stakeholders represent stakeholders that are ‘affected’ by security products and services 

certification, but whose role is less clearly defined and whose involvement is not as 

concentrated as primary stakeholders. With regard to the category of secondary stakeholders, 

CRISP has identified a number of interested parties, such as advocacy groups and civil 

society organisations, academia and individuals. 

 

3.4.1 Advocacy groups and civil society organisations 
 

Civil society organisations are independent, non-governmental organisations bringing people 

together with a common cause. Civil society organisations represent the public, the people 

who often get in touch with security products, for reasons of transportation, access, etc. Many 

CSOs have also got extensive knowledge of the security sector, as they monitor trends and 

report on possible threats to human and civil rights from growing security cultures.   

 

Examples of civil society organisations having an interest in security certification are the 

European Digital Rights (EDRi), an organisation focusing on privacy and communications 

freedom and their national members like the Dutch Bits of Freedom
82

.  In addition, we have 

advocacy groups such as Statewatch
83

 and Privacy International
84

 who work on behalf of 

citizens on issues such as privacy within field of security and surveillance.   

 

With regard to the CRISP scheme and its focus on social dimensions, CSOs are an important 

stakeholder group, which will be consulted in the on-going work on design and development 

of the scheme.  

 

3.4.2 Academics 
 

                                                 
81 Bierwisch and Georgi, op. cit., 2014. 
82 Bits of Freedom, www.bof.nl 
83 Statewatch,  http://statewatch.org/ 
84 Privacy International, https://www.privacyinternational.org/ 
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In terms of academia as a group which is relevant in the CRISP context, researchers who 

develop civil security solutions are of most relevance. In particular, four aspects are relevant 

for their work: 

 

 Application fields for their inventions 

 Standards which lay clear foundations for their work, in particular for joint European 

projects 

 Clear guidelines, e.g. regarding privacy by design
85

 

 Knowledge about opportunities to receive approval for new technologies. 

 

Research is stimulated by attractive market conditions. Therefore it is expected that an 

improvement of the market situation will have a positive indirect impact on academia. A 

growing market also lead to more demand for experts and consequently to a growing demand 

for specific education. 

 

3.4.3 Individuals  
 

Key security-related needs of individuals are security and protection. Related needs include 

the consideration of ethical issues, privacy (although its extent is country-specific), the 

avoidance of discrimination
86

 and of harm for health, as well as the need of being informed. 

Additional needs are context-related. In the aviation context they include for example 

affordable/cheap air tickets as well as simple and fast security screening processes. Based on 

12 items, Bierwisch and Georgi
87

 show what flying aspects are of key importance for the 

customers. The sense of security is of paramount importance while the speed of the security 

control ranks 7
th

. According to ranking, security is regarded as most important, followed by 

confidentiality and privacy. Anonymity follows later than an appropriate check of valuables 

and suspicion insinuation. Choosing between different security check options is regarded as 

less important. 

According to the Ecorys (2011) report it is complex and difficult to measure the impact that 

the introduction of an EU-wide conformity assessment and certification scheme would have 

on society as a whole.  This is true for some products more than others, especially products 

that address “unpredictable security threats”.  For products that address “‘continuous’ and 

relatively predictable security threats, it is to be expected that increasing the performance of 

security products should raise overall security levels and, correspondingly, reduce the 

negative impact of security ‘failures’ on society.”
88

 

A pan European certification system should raise the average security performance 

characteristics of products by ensuring that all products meet minimum requirements. It is 

furthermore expected that the new system would lessen the need for re-certification and cut 

down ‘time to market’ and could thus lead to lower prices to citizens and end-users.  

                                                 
85 An overview of the concept is given by Cavoukian, Ann, “Privacy by Design. The 7 Foundational Principles”, 2011, 

http://www.privacybydesign.ca/content/uploads/2009/08/7foundationalprinciples.pdf 
86 See e.g. Nagenborg, Michael, “Körperscanner”, in: Maring, M. (ed), Fallstudien zur Ethik in Wis-senschaft, Wirtschaft, 

Technik und Gesellschaft, Schriftenreihe des Zentrums für Technik- und Wirtschaftsethik am Karlsruher Institut für 

Technologie, 4. Karlsruhe, 2011, pp. 236-242. http://digbib.ubka.uni-karlsruhe.de/volltexte/1000021177 and for possible 

guidelines: ISO/IEC, ISO/IEC TR 24714-1:2008 Information technology -- Biometrics -- Jurisdictional and societal 

considerations for commercial applications -- Part 1: General guidance, 2008. 
87 Bierwisch and Georgi, op. cit., 2014, p. 9, the authors quote the report ‘VerbraucherAnalyse 2012 Klassik III Märkte - 

Strukturanalyse’ 
88 Ecorys, op.cit., 2011, p.29. 
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3.5 CONCLUSION 

 

Chapter 4 has provided an introduction of the key stakeholder groups, we have identified as 

being relevant to the work of CRISP and summarises their key motivations, needs and views 

regarding security certification.  This chapter is based on a review of the relevant policy, grey 

and academic literature on stakeholders in security certification and what their needs and 

views may be. The chapter provides a starting point and a context within in which we situate 

our empirical research of stakeholder needs, in order to provide a foundation for further 

designing and developing the CRISP scheme.  

 

From the review of European policy literature on this topic, the message is clear that in order 

for the security industry in Europe to strengthen, harmonisation of certification is considered 

of key importance.  Pan-European schemes may contribute to some extent, while cross border 

acceptance of well-known and trusted schemes is also a step in the right direction.  The 

review identifies primary (security industry, standardisation, certification and accreditation 

bodies, end-users and regulators) and secondary (advocacy groups, CSOs, academia and 

individuals) stakeholders and briefly outlines the roles and needs of each group within 

security certification. As the chapter has outlined, stakeholder groups have varying needs 

when it comes to certification of security products, systems and services.   

 

Currently, manufacturers and service providers within the European security industry must 

re-certify their products and services multiple times, which results in a delay to market.  

Certification is also an expensive and time-consuming process and consequently the key 

needs of the security industry are that of harmonisation and simplification of the certification 

landscape in Europe.   

 

Many national and international certification bodies own strong schemes, and much like 

industry, their needs are for a strong market system where they can sell their certification and 

evaluation services. Regarding harmonisation, there is a concern, identified by Ecorys (2011) 

that this may lead to less demand for certification.  Certification bodies also have a need for 

established, clear and consistent schemes that provide added value to those seeking 

certification.   

 

For end-users, clarity and consistency of certification is a primary need. End-users need to be 

able to make informed decisions on products and services and certification schemes and seals 

may play a strong part in their choice.  It is therefore of key importance that it is clear what 

certifications schemes evaluate and certify and difference between them furthermore needs to 

be clear.   

 

As the CRISP scheme will focus on the social dimensions of security products, systems and 

services, the input from relevant advocacy groups, civil society organisations and Data 

Protection Agencies will be necessary to ensure that the scheme takes into account concerns 

and regulation stemming from national regulation and security cultures. Data Protection 

agencies currently have a very limited to non-existent role in certification, but our research 

shows that they are positive towards the concept of the CRISP scheme and welcome any 

added focus, as well as new methodologies for evaluating the social dimensions of security 

products, systems and services. 

 



D3.1: Stakeholder Analysis Report  CRISP project 

   

36 

 

Different stakeholder views and needs will be further explored in the subsequent chapters, as 

we present findings from empirical research, which comprises of semi-structured interviews, 

stakeholder validation workshop and web surveys. 
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4 STAKEHOLDER NEEDS IN SECURITY CERTIFICATION: SECURITY CASE 

STUDIES AND STAKEHOLDER WORKSHOP FINDINGS 

 

As described briefly in the introduction section, the research efforts for the stakeholder 

analysis can be broadly divided into an initial qualitative scoping phase, in which we used 

case study research, interviews and stakeholder workshop to identify key stakeholder/field 

specific issues, as well as general barriers and benefits regarding current system of 

certification of security products, systems and services.  20 semi-structured interviews were 

conducted with stakeholders from security industry (SMEs and larger enterprises) 

standardisation, accreditation and certification bodies, insurance companies, CSO and DPAs.  

Each interview lasted around 30-45 minutes and was conducted over the phone (DPA 

interviews were conducted via email).  The analysis of the interviews presented the key 

issues and needs from each stakeholder group, as well as highlighted context or sector 

specific issues.   

 

The case study analysis was presented to attendees to the CRISP Stakeholder Workshop to 

fuel discussion and for the sake of verification, before being used for the purpose of 

surveying a larger group of stakeholders throughout Europe. The web-survey findings are 

presented in Chapter 5. 

 

4.1 SECURITY CASE STUDIES  

 

We conducted case study research of three technology/service areas which were selected due 

to differences in their maturity, how advanced their standardisation and certification efforts 

are and with respect to alarm systems – what lessons the move towards European certification 

could be used for the proposed CRISP scheme.  The technologies selected are as follows:  

 

 Remotely Piloted Aerial Systems (RPAS) 

RPAS are an emerging technology for which certification and standards are still being 

developed and the market in Europe is heavily fragmented as a result.  There are 

currently attempts to bring about European certification for these systems. 

 

 Video Surveillance Cameras (CCTV) 

CCTV systems and services are mature security and are thus developed in terms of 

standardisation and have established certification schemes nationally as well as 

European.  CCTV systems are also heavily regulated in many member states and 

concerns over privacy and data protection have influenced public debate as well as 

policy regarding the use of surveillance technologies.   

 

 Alarm Systems (Fire and Intrusion Alarms) 

Alarm systems, much like CCTV, are mature technologies and as such are well 

developed with respect to standardisation and certification.  Alarm systems are also 

undergoing a process toward European Certification, which will be explored here in 

detail as it presents a very interesting case for CRISP, with respect to acceptance and 

take-up. 

 

The case studies presented below present a brief overview of the three technologies/services 

and to what extent and in what ways these are certified.  Each case study flagged up both 

general issues with security certification, as well as field specific needs.   

 



D3.1: Stakeholder Analysis Report  CRISP project 

   

38 

 

REMOTELY PILOTED AIRCRAFT SYSTEMS 

 

Remotely Piloted Aviation Systems (RPAS) or drones, as they are most widely known, are an 

emerging technology in defence, security and within commercial sectors.  These systems 

typically consist of “the vehicle, payloads and ground control stations”
89

. RPAS are currently 

used for many and various purposes, e.g., crop spraying and surveying; monitoring of critical 

infrastructure such as oilrigs and electricity cables, for military purposes and in crisis 

management to monitor disaster areas. Due to fast technological innovation and development, 

regulation, standards and certification lag somewhat behind, which causes concern 

considering the increasing popularity of these systems.    

 

A lack of harmonised regulatory approach, licencing and certification for RPAS in Europe is 

seen by manufacturers as a key barrier to the European industry reaching its full potential.  

Currently, if a firm wishes to sell or operate overseas, there is a significant delay to market 

and effort and costs are high due to issues of re-certification and re-licencing.  The current 

standards, certification and licencing landscape for drones is complex but overall lacking.  

Currently there are ongoing national and European efforts to remedy this, but the process is 

slow and the feeling is that this delay may cause irreversible damage to the European RPAS 

industry, which is taking off in other, less complex regulatory environments. The view of 

manufacturers and service providers is that a European certification scheme would open up 

the market, lower R&D costs, allow for faster time to market and enhance collaboration 

across Europe.  There are concerns that the currently strong European UAS market may, if 

the regulatory fragmentation and certification issues are not addressed
90

, lose out to fast 

developing US and Asia UAS industries. 

 

In Europe “local and national regulations govern use and operations where the mass of the 

vehicle is less than 150 kg”
91

 but over 150 kg these aircrafts are regulated by National Civil 

Aviation Authorities as well as European Aviation Safety Agency (EASA).  Standards, and 

certification landscape is relatively straightforward for aircrafts over 150 kg as they follow 

the remit of EASA. For the lighter systems there are currently fragmented attempts at 

standardisation and certification.  Some European countries do have a light certification 

scheme, e.g., Austria, but most countries do not as regulators are still trying to grasp what the 

impact of this technology is in the aerospace and consequently how to certify these aircrafts 

differently from a manned aircrafts. 

 

The JARUS group
92

 works on drafting harmonised regulation to cover operational, personnel 

and technical aspect of RPAS operations. The current work centres on tailoring a certification 

specification from manned aircrafts to unmanned aircrafts, the licencing and training of 

remote pilots and certification of specific system components (e.g., payload).  It is clear that 

different payloads such as sensors and surveillance cameras exist within different regulatory 

frameworks from crop spraying components.  The automated system qualities also impact on 

current work in the sense that special attention is given to safety requirements.
93

 JARUS 

                                                 
89 Cho, George,  Unmanned Aerial Vehicles (UAVs): Emerging Policy and Regulatory Issues, Journal of Law, Information 

and Science, Vol 22(2) 2012-2013, p. 3 
90 European Commission, Communication from the Commission to the European Parliament and the Council, A new era for 

aviation: Opening the aviation market to the civil use of remotely piloted aircraft systems in a safe and sustainable manner, 

COM(2014) 207 final, Brussels, 8.4.2014.  
91 Ibid., p. 7 
92 The Jarus Group is participation from all civil aviation authorities.  Current members are: Australia, Austria, Belgium, 

Brazil, Canada, Czech Republic, Denmark, France, Germany, Israel, Italy, Malta, The Netherlands, Norway, South Africa, 

Spain, Switzerland, United Kingdom and the United States of America 
93 Van de Leijgraaf, Ron, A Coordinated International Approach to Small UAS Rulemaking, 2011. 
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currently undertakes work within the following working groups, which demonstrate the focus 

of the current work: 

 

 Operational and Flight Crew Licensing Requirements Group 

 Airworthiness Group 

 Detect and Avoid Group 

 Control and Communication 

 UAS (Unmanned Aviation Systems) System Safety Group 

 Organisations
94

 

 

The JARUS group contributes to the current standardisation and specification work the 

European RPAS Steering Group (ERSG),
95

 which was set up by the European Commission 

following a public consultation conducted 2009-2012 on the future of RPAS in Europe.  The 

group delivered a roadmap which identifies key issues and provides a step-by-step approach 

to a regulatory approach, a strategic research plan and a study on societal impact.
96

   

 

The roadmap presents the following message as foundation for regulatory approach: 

 

 RPAS are aircraft and therefore the system is in principle subject to 

approval/certification (above the threshold fixed at national level);  

 The remote pilots need to be licensed; and  

 The RPAS operator carries operational and legal responsibilities, while having the 

privilege of executing the authorised operations, commercial or non-commercial
97

 

 

The European Commission recognises that: 

 

the challenge will be to keep rules proportional to the risk, taking into account 

weight, speed, complexity, airspace class and place or specificity of operations, 

etc. The traditional approach of airworthiness certification, pilot licensing and 

operator licensing would need to be complemented by forms of light touch 

regulation. The mere identification of the RPAS operator could in some cases 

suffice, or only particular subsystems of RPAS could be certified, like the 

"detect & avoid" system or the data link, and not necessarily the whole system.
98 

 

Key issues emerging in the certification of RPAS in Europe: 

 

 Like a great portion of the security market, the RPAS sector is to a large extent made 

up of SMEs.  It is thus imperative that any certification scheme does not increase the 

complexity, effort and cost of taking a product to market.  How does a new 

                                                                                                                                                        
http://jarus-rpas.org/pdf/1_General%20Documents/4_Presentation_01_UAS-Yearbook-2011.pdf 
94 Honorato, Roberto, A harmonised approach to UAS rulemaking, ANAC Brazil (issue : ICAO & LACAC UAS SEMINAR 

2012)http://jarus-rpas.org/pdf/1_General%20Documents/4_Presentation_04_ICAO-UAS-Symposium.pdf 
95 The ERSG group includes the following members, in addition to JARUS:  EASA, EUROCONTROL, EUROCAE, 

SESAR JU, ECAC, EDA, ESA, ASD, UVSI, EREA and ECA. 
96 European RPAS Steering Group, Roadmap for the integration of civil Remotely-Piloted Aircraft Systems into the 

European Aviation System, Final report, June 2013, http://ec.europa.eu/enterprise/sectors/aerospace/files/rpas-

roadmap_en.pdf 
97 European RPAS Steering Group, Roadmap for the integration of civil Remotely-Piloted Aircraft Systems into the 

European Aviation System, Final Report, Annex 1, A Regulatory Approach for the integration of civil RPAS into the 

European Aviation System, June 2013, p 10. http://ec.europa.eu/enterprise/sectors/aerospace/files/rpas-roadmap-annex-

1_en.pdf 
98 Ibid., p. 6 
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certification scheme avoid increasing effort and cost for manufacturers, suppliers and 

service providers? 

 

 At the moment, RPAS are a focus of much regulatory work in the EU as well as 

different European countries.  How can a European certification scheme compliment 

and adapt to changes in an underdeveloped, complex and fast moving regulatory 

landscape such as this? 

 

 Certification of RPAS draws our attention to the certification of complex systems and 

raises the question of the potentially complex endeavour of developing a certification 

scheme for systems and its individual components.  In the case of RPAS, not all 

components are produced or used for the purposes of security. 

 

VIDEO SURVEILLANCE 

 

Video surveillance cameras are an established security technology and are currently subject 

to myriad standards and certification schemes regarding communication, clarity of image, 

performance, use and installation.  In addition, video surveillance is subject to national and 

regional specific laws and regulations, which cover their use and social implications such as 

privacy, data collection, storage and integration. Respondents agreed that the video 

surveillance regulatory, compliance and certification landscape is complex and may include 

national standards, International Electrotechnical Commission (IEC) standards, CENELEC 

standards and also implicates various codes of practice and other government policy 

documents.  In addition, technological advancement in this sector is fast, which may 

complicate matters even further due to changes to regulation, standards and certification 

schemes.   

 

According to a study by Ecorys in 2011 “there has been progress made over the last years in 

the development of European Standards (EN), for example the EN50132 series standards, 

that cover CCTV used for security purposes.”
99

  The EN50132 series standards (Alarm 

systems CCTV surveillance systems for use in security applications) consists of the following 

parts:  

 Part 1: System requirements 

 Part 5-1: Video transmission General video transmission performance 

requirements 

 Part 5-2: Video transmission IP video transmission protocols 

 Part 5-3: Video transmission Analogue and digital video transmission 

 Part 7: Application guidelines. 

 

The Ecorys study found, however, that there was little evidence of consistent uptake and 

application of these standards at national or regional level in Europe, and this view was 

echoed in our interviews. Respondents pointed to the fact that different national security 

cultures conceptualised and understood video surveillance in different ways and this might be 

a reason for a slow uptake of European Standards.  The example of the UK, where the use of 

video surveillance is highly regulated and other European states where it was less so, was 

mentioned to further explain this lack of uptake.  

 

                                                 
99

 Ecorys, Security Regulation, conformity Assessment & Certification, Final Report – Volume I: Main Report to the 

European Commission, DG Enterprise & Industry, Brussels, October 2011, p. 34. 
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Ecorys 2011 report
100

 suggests that this diversity of legislation, in addition to slow moving 

changes to legal frameworks, which lag behind rapid technological developments, indicates 

that efforts towards EU harmonisation may be warranted in the case of video surveillance.  

 

Key issues emerging in the certification of video surveillance: 

 

 In most European countries there are strict laws and regulations regarding the use of 

video surveillance. What might the new CRISP scheme add? How will one and the 

same scheme take into account the various manifestations of legal and regulatory 

implements that already exist across European countries? 

 

 With a fast moving technological changing sector, how will a European certification 

scheme maintain flexibility to incorporate and respond to changing technologies? 

 

ALARM SYSTEMS  

 

Alarm systems, along with airport screening equipment, are identified by the EC as an EU 

priority area
101

 which presents a clear EU added value for launching a European Certification 

scheme. Considerable policy work has been undertaken by industry and certification bodies 

and the EC for this purpose, and this section presents a short overview of the various routes 

that have been proposed.  

 

As part of the ongoing work (EC will present the next steps in the first quarter of 2015), a 

public consultation was carried out by DG Enterprise & Industry in 2013, which set out the 

following policy options: 

 

1."Baseline scenario" - The EC will not launch a dedicated policy initiative to 

harmonise certification procedures for alarm systems  

 

2."Recommendation" – The EC would issue a recommendation to Member 

States to mutually accept each other's national certification systems or to rely 

on the industry-led certification mechanism, provided that EU laboratories 

undertake performance testing respect certain requirements.  

 

3. "Legislation"- The EC would propose legislation on product certification and 

compliance testing principles. The aim of this legislation would be the same as 

for the recommendation, but would be legally binding. 

 

Two different variations of this legislation would be considered:  

 

3.1 The "directive-based approach", is characterised by a set of detailed 

specifications which are laid out in the directive itself.  

 

3.2 The "standards-based approach" is not based on specifications as 

detailed as under the directive-based approach. This approach is based on 

                                                 
100 Ecorys, op.cit., 2011. 
101 European Commission, op.cit., 2012b. 
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the so called "new approach", which focuses on essential requirements 

written in general terms.
102

 

 

The majority of respondents
103

 to the EC consultation preferred a legislative approach while 

most claimed that either a baseline or recommendations approaches would have no impact on 

the current situation.  These findings however, must be considered in the context of a very 

low number of responses from many stakeholder groups, an overview of which can be found 

on pages 2 and 3 in results of the consultation. 

 

With regard to implementing a European certification scheme, the alarm systems sector is 

already somewhat advanced in their efforts.  There are already a number of European 

standards developed by CEN/CENELEC and the sector has an industry led certification 

mechanism - CertAlarm, initially set up by EURALARM, which now works independently.  

CertAlarm is the only European Accreditation endorsed certification scheme for the security 

and fire industries.
104

  However, as CertAlarm is a private enterprise, EU Member States are 

under no obligation to accept its certificates, which leaves the potential for cost savings 

untapped. 

 

EURALARM has contributed to effort of the EC in working towards a pan-European 

certification for alarm systems and suggests a pan-European acceptance of all EN standards 

and tests by accredited test laboratories and certification bodies.  With regard to national 

specific requirement, EURALARM suggests that these may be tested additionally for each 

European country, rather than full test be undertaken for each product multiple times.  

 

European Fire and Security Group (EFSG) has also contributed to the ongoing EC policy 

work on the harmonisation of certification schemes for alarm systems.  EFSG promotes a 

mutual recognition of test reports in Europe for its members, thereby cutting down on time 

and effort involved in re-testing for different European markets. With regard to the move 

towards a pan-European certification scheme, EFSG’s concerns
105

 are that a single scheme 

may drive down quality to minimum level requirements, furthermore they feel that to have a 

single certification mark is uncompetitive and that effective certification bodies may have to 

give up a their brand and seal of quality.  EFSG would thus suggest the current system of 

multiple certifications be continued but improved with regard to delivery improvements. 

EFSG furthermore recommends that the current standards writing processes be examined 

with a view of improving inefficiencies and incomplete standards, which further serve to 

slow down certification efforts and testing. 

 

Key issues emerging in certification of alarm systems in Europe:  

 What place do national specific requirements have in a pan-European certification 

scheme? Our interviews suggest that national differences may be a considerable 

barrier to uptake of a new scheme. How can national requirements be linked 

effectively to reduce fragmentation? 

 

                                                 
102 European Commission, Results of the consultation, 2014, p.9. http://ec.europa.eu/enterprise/policies/security/industrial-

policy/consultation-on-alarm-systems/index_en.htm 
103 Ibid., p. 10-12 
104 CertAlarm, Welcome, 2010-2013, www.certalarm.org 
105 EFSG, Martin Aris presentation at a workshop on Alarm Systems, European Commission, DG Enterprise & Industry, 16, 

June, 2014. 

http://ec.europa.eu/enterprise/policies/security/industrial-policy/consultation-on-alarm-systems/index_en.htm
http://ec.europa.eu/enterprise/policies/security/industrial-policy/consultation-on-alarm-systems/index_en.htm
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 End-user trust in established certification schemes.  Some certification bodies offer 

strong brands which have gained trust and allowed for entry into international 

markets.  How does a new European certification scheme work to compliment already 

existing schemes? 

 

The three case studies presented technology/sector specific issues as well as pointing out 

more general barriers and opportunities with regard to current security certification in 

Europe.  The findings were presented to stakeholders at a CRISP Stakeholder workshop in 

December 2014 for the purpose of discussion, verification and evaluation.  The findings of 

the CRISP workshop discussion are detailed in the next section. 

 

4.2 STAKEHOLDER WORKSHOP DISCUSSION 

 

The CRISP Stakeholders in European Security Certification workshop was held in 

Amsterdam on 4
th

 December 2014.  The workshop was a whole day event
106

, which 

introduced the case study findings to a group of invited stakeholders
107

 from the following 

key groups: security industry, conformity assessment and certification bodies, standardisation 

organisations, accreditation bodies, regulators, end-users, CSOs and academics. In total there 

were 30 attendees, including CRISP consortium members, spread across each of the above 

stakeholder groups. 

 

The key aim of the workshop was to discuss the preliminary findings of the case study 

research for the purpose of verification and the identification of additional issues.  A 

preliminary report of case study findings was distributed to attendees a week before the 

workshop and discussion groups were set up, each to tackle one of the four main issues 

identified. During the first half of the workshop, the findings were also presented to the 

stakeholders and the afternoon session was used for discussion of four specific issues, 

identified in the case study interviews and review of the literature.  Overall, the discussions 

verified the findings and workshop also confirmed the importance of the CRISP work.  

 

Each group was composite of a mix of stakeholder representatives and two CRISP partners, 

which moderated and documented the discussion for the purpose of analysis.  A summary of 

key discussion points is presented below: 

 

Discussion group A  

 

National differences emerge as a concern for many stakeholders.  In your view, what is the 

most efficient way of tackling these as we work towards implementing a European Scheme for 

evaluation and certification of security products, systems and services? 

 

 Cultural differences are currently an obstacle in the sense that to take a project to 

market in the EU you need to re-certify for each country. Although one pan-European 

scheme would be developed cultural and national differences will not be eliminated.  

Perhaps Europe needs stronger competition from the outside to help push for a 

harmonised system? 

 

                                                 
106 For the workshop agenda please see Appendix B 
107 Due to issues of commercial sensitivities, data protection and privacy, the names of attendees and their organisations will 

not be made public. 
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 For the new scheme to be accepted it is possible to include all stakeholders from the 

very beginning. At the moment it seems that it is just manufacturers that have an 

interest in harmonisation.  End-users also have an interest but they lack influence and 

the power to drive any changes.  

 

 An EU Directive could be a good start, but the implementation could still result in 

different national regulations. Only a regulation would completely unify national 

regulations and bring complete harmonization but following the Lisbon Treaty 

industry is still in the domain of the so called supporting competencies of the EU: the 

EU can only intervene to support, coordinate or complement the action of Member 

States. Consequently, it has no legislative power in these fields and may not interfere 

in the exercise of these competences reserved for Member States. A Regulation is 

therefore out of question. 

 

 Two different ways were put forth in the group on how to approach the issue of 

national differences in certification. One stakeholder maintained that it would be of 

most benefit to build the scheme on clear standards, where every parameter should be 

regulated on the EU level without having the possibility to include extra parameters.  

Another stakeholder argued that currently 90% each test for certification contain the 

same parameters across countries and only 10% account for national differences.  

 

Discussion Group B  

 

A certain tension seems to emerge between the recommendations that certification schemes 

and standards be clear and robust – yet flexible enough to respond to changes and be 

technology neutral and applicable to different types of applications/operations.  In your view, 

what would be a way of responding to each request without jeopardising the other? 

 

The participants recognised as an issue the need on one hand to keep up with new 

technologies and the other hand to have the stability and clarity. They however were not 

entirely certain that the above contradiction should be considered a barrier in any way. The 

group came to the following conclusions: 

 

 Robustness should be written in the standards as they do not change very frequently. 

The standards have to provide accurate and precise definitions, and clear terminology 

to avoid misunderstanding and misapplication.  The speakers also agreed on the need 

to speed the revision procedures of standards in case they have mandatorily to adapt 

to new necessities. The way of including transparency and openness could be in the 

process before the approval of the standard. Negotiation phase must include as many 

stakeholders as possible, which adds to the flexibility 

 

 Flexibility should be a feature of the certification scheme. Industry needs to adapt to 

new technologies and follow the developments. The flexibility needed in the market 

should be provided via the certification schemes. Flexibility can be included by a 

focus on different performance levels, which allow the certification process to be 

more or less demanding/strict. The levels of performance can vary according to the 

needs of the customer of depending on the volume and the nature of the product 

subject to certification, the system of quality control of the products that the company 

has implemented, how the organization is internally performed, etc.  For more 

complex and demanding products for example, higher levels of performance should 
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be required. The same goes for the case that a product would have big impact on a 

human right or a freedom. But the high levels of performance should not be required 

for all the products. 

 

 What must be taken into consideration is that there is a difference in the certification 

of products and services.  While products are comparable standards or schemes for 

them can be much more robust but services are a more complex area and may require 

more flexibility. 

 

Discussion Group C   

 

The proposed CRISP scheme will focus on evaluating and certifying against social 

dimensions.  There are concerns with stakeholders that these criteria may be too conceptual 

and nuanced for efficient testing and certification schemes to be built.  What is your 

recommendation for efficiently developing a scheme of this kind? 

 

In discussing the above issue of social dimensions as evaluation criteria the participants of 

this group made the following recommendations: 

 

 With regard to testing and the implementation of the scheme there should be 

comparisons between the results of testing to the standards. The standard should 

contain the social dimension and there should be a test protocol and the two should 

not be confused. It’s important to carefully design an evaluation method. In the 

method you need to set out the criteria, and how they should be evaluated or 

measured.  The scoring systems should be simple and you should avoid having too 

many categories.  Although it simple, your choice of criteria will give a richness in 

testing. The efficient way would be to avoid doing the test and evaluation from 

scratch and base it on an application area, for example airport, hotel, or public space.  

 

 The scheme needs to be flexible, multi layered and proportionate. Essential 

requirements cannot be too many or too rigid. At its core there would be a blanket 

scheme with additional layers to suit each context/technology/application.  The 

scheme must be inclusive so as not to exclude certain fields, stakeholders, 

technologies or applications. There can’t be a catch all system in this respect.  

 

 With regard to the social dimensions, they will be culturally and context specific. This 

has to do with the operation, the users and the people who are impacted by 

technology, hence we need to have a clear definition of end-users (operators, installers 

etc.) and those affected (citizens). And you also need to consider if there is a 

difference to the certificate or scheme when it’s applied to the public or private 

spheres? It needs to include different sorts of people, what are the issues that arise 

with deaf people for instance, or children, or vulnerable adults? There’s also an issue 

with data integrity. With social dimensions and now with more and more data on us, 

how is it looked after, protected and so on. How do the police use it, is it available to 

third parties, how is it ensured? For something like freedom infringement you have to 

look at the technology and its application. For a camera you would ask, does this 

infringe the liberty of an individual that I want to watch, or is there a problem seeing 

or monitoring others? Citizens who are not users might become targeted.  

 



D3.1: Stakeholder Analysis Report  CRISP project 

   

46 

 

Discussion Group D 

 

What are the key benefits of a new scheme and what is the most efficient way of encouraging 

uptake of the new scheme in all stakeholder groups? 

 

The group started by discussed the first part of the question and addressed the key benefits of 

a pan-European certification scheme: 

  

 Ideally it should reduce the time that it takes to take a product or service to market as 

it minimises the need for re-certification 

 Having products with a well-known and trusted certification mark, based on a 

transparent system,  means better conditions for vendors to trade in international 

markets  

 

Secondly the group tackled the important question of how to most efficiently encourage 

uptake of the new scheme in all stakeholder groups:  

 

 Look for areas which with strong certificate schemes/seals in one country but not in 

other countries (identifying best practice).   

 Use  existing schemes to facilitate more harmonization 

 Use national best practice and identify strong schemes as potential foundations to 

facilitate harmonisation. 

 Allow for flexibility for the sake of national requirements and competitiveness 

 Make the certification framework transparent for end users 
 

The group then examined a general issues of how a new scheme could be designed and used 

to aid harmonisation in Europe with support of key stakeholder groups: 

 

Potential Barriers to an uptake and support of new scheme: 

 

 How can owners of established schemes keep their position based on the new 

scheme? The current landscape features very strong national seals, which instil trust 

in end-users.  How will it be ensured that a new pan-European scheme does not invite 

disadvantages for current scheme owners? 

 The issue of national requirements and trust.  Each country wants to have products 

from their trusted suppliers with trusted certification marks but not not from other 

countries.  Customers  may choose products on the basis of price, irrespective of 

certification marks. 

 

Advice/Suggestion for developing a new pan- European certificaiton scheme: 

 

 Do not re-invent the wheel.  Base the certification scheme on best practice examples, 

using well knowne standards and certification schemes.  Focus on key areas to help 

building trust and acceptance of Europeanisation of the scheme.  

 

4.2.1 Conclusions from case study and workshop research 
 

The case studies and workshop discussions further explored the views and needs we found 

present in the review of literatures and provided additional information and increased detail.  

The case studies raised a number of general,as well as field-specific issues regarding security 
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certificaiton but the main message was that of heterogeneity of products, systems, services, 

national cultures, national regulations, and technological advance. 

 

The RPAS case study drew our attention the the needs of SMEs and that how any new 

additions to certificion do not increase the complexity, effort and cost of taking a product to 

market.  Furthermore, as RPAS is an emergent technology it is important the CRISP scheme 

be flexible to incorporate new technological developments as quickly and efficiently as 

possible. The scheme must also be equipped to deal with complex systems made up of 

components, some of which may not be manufactured or used for security purposes.   

 

The video surveillance case study presented to us the notion of legal and regulatory 

requirements for many security products and services and how the CRISP scheme might 

integrate within these different national security landscapes.  It also raised the question of fast 

technological advancements and how these could be addressed by the evaluation.   

 

Alarm systems and their move towards harmonisation raise the interesting question of 

national differences and how these will be incorporated in any pan-European scheme.   Some 

of the interview respondents suggest that national differences may be a considerable barrier 

to uptake of a new scheme.  

 

The above issues were presented to the stakeholders at the CRISP workshop, which firstly 

validated these findings and proceeded to discuss and move towards solutions for any barriers 

listed above.   The key messages emerging are that CRISP firstly recognise the variety of 

cultures, stakeholders, technologies, contexts, and application scenarios which exist wtihin 

the security field and consequently develop a flexible, and multi-layered, scheme to allow for 

these differences. Stakholders however agreed that the scheme would need to have a robust 

foundation (e.g., a European standard) and a clearly designed test criteria.  Any flexibility to 

allow for differences, would then exist in additional layers of the scheme.  

 

Regarding national differences, the overall consensus was that these may pose as a barrier to 

uptake of a pan-European scheme and consequently it was advised that any scheme provide 

some flexibility for additional requirements, although keeping these at a minimum to avoid 

ongoing fragmentation.  

 

Attendees called for simplicty and transparency and suggested  the  identification and 

utilisation of best practice examples (e.g., existing standards, certification schemes,  test 

processes) guide the development of the scheme.  This exercise is carried out in Work 

Packages 2 and 4, which run alongside the stakeholder analysis.  The findings of the three 

work packages will be used to inform the design and development of the CRISP certification 

scheme. 
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5 CRISP STAKEHOLDER SURVEY FINDINGS 

 

Two web surveys
108

 were conducted in order to ascertain to what extent the issues identified 

in the case study interviews and workshop presented when sent to a larger group of 

stakeholders, and also to what extent new issues emerged from the surveys. As has been 

detailed above, the stakeholder groups relevant to certification of security products, systems 

and services are varied and their knowledge of and stake in the certification process varies 

greatly.  For the purpose of designing a relevant survey stakeholder groups were divided into 

broadly two groups (supply and demand side of security products and certification) and sent 

different surveys depending on which side they were defined: 

 

 Supply- side survey: Security industry, standardisation, accreditation, certification 

bodies  (insurers and test labs were also included here)   

 Demand-side survey: End-users, CSO, and consumer rights groups 

Both surveys consisted mostly of closed questions, where response possibilities were drawn 

from earlier stages of the research (literature review, case study interviews, and workshop 

feedback).  For each question, a text box was provided and the opportunity to select ‘other’ 

and further elaborate on the answer choice, should respondents find that the answer choices 

were not adequate.  Overall, respondents made good use of these text boxes and used these to 

either clarify their answer choice or point out issues for CRISP consortium to consider.  

These textual survey answers were collected and used for analysis presented in this section. 

 

Both surveys were kept a reasonable length of 13 questions, all the while not jeopardising the 

need for data collection. This was done with the intention of alleviating survey fatigue 

amongst the stakeholder groups.  Due to the common use of web surveys, this research 

method carries with it an element of risk of non- or partial response as many sectors now feel 

they are overly surveyed
109

. Distribution of the survey took the form of emails sent to 

relevant contacts from the CRISP contact list, project partners sent out emails to wider 

networks, links to the surveys were distributed via social media (Twitter). Various relevant 

trade and professional associations were contacted with a view of asking for a distribution 

among their members, some of which responded positively.   Reminder emails were sent out 

twice.  Due to the varied delivery method of survey links it is difficult to keep track of how 

many stakeholders the survey reached. 

 

Survey respondents were, in the first instance, asked to provide their views on the current 

were the current certification landscape in Europe when it comes to security products, and 

whether it was fit for purpose and met their needs.  Secondly, we asked whether a 

certification scheme such as the proposed CRISP scheme, which would be based on the 

evaluation of certain social dimensions, was needed, in their view, what it might add and 

what the shortcomings might be.   The final, open question asked respondents to expand on 

their views expressed in the survey or anything they wanted to add regarding the topic.  

 

5.1.1 Supply-side stakeholder survey 
 

Demographics of respondents 
 

                                                 
108 For a full list of questions see Appendix A 
109 Reference 
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There were 75 survey respondents, representing Germany (17,3%), United Kingdom 

(17,3%), and France (8%).  With regard to other respondents, these are outlined further in the 

table below. As can be seen, respondents come from all over Europe, which is strength as the 

CRISP scheme, as a proposed pan European scheme, must be based on views from a varied 

respondent group, in terms of profession as well as national contexts.  

 

 
Table 1: Country of supply side stakeholder survey respondents 

With regard to stakeholder affiliation, this survey was aimed at stakeholders including 

security industry, accreditation, standardisation and certification bodies in the first instance.  

After consultation with stakeholders at the workshop, survey links were also distributed to 

insurance company contacts as well as test labs as their role is considered important in the 

certification process.  

 

Response 

Percent

2.7%

5.3%

1.3%

2.7%

5.3%

2.7%

8.0%

17.3%

1.3%

1.3%

5.3%

1.3%

1.3%

1.3%

1.3%

6.7%

1.3%

1.3%

6.7%

2.7%

4.0%

1.3%

17.3%

75

In which European country is your organisation 

based?

Austria

Luxembourg

Malta

Lithuania

Spain

Kosovo

Switzerland

Bosnia & Herzegovina

Ukraine

The Netherlands

Sweden

Italy

Czech Republic

France

Germany

Ireland

answered question

Bulgaria

United Kingdom

Finland

Iceland

Romania

Answer Options

Slovenia

Belgium
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Figure 2: Professional affiliation of supply side survey respondents 

As can be seen the largest response groups are accreditation Bodies and certification bodies.  

The category ‘other’ (18.6%) consisted of the following stakeholders: 

 

 Industrial and trade associations 

 Association of certification bodies 

 Government 

 Project funding agency 

 Academic research 

 Consultancy for national and EU authorities  

 Insurance industry technical body 

 Notified authority.  

 

Security industry stakeholders made up 16% of respondents and were further asked to define 

their circumstances and contexts of operation to clarify size of organisation and their trade 

area.  Out of the companies that answered the survey all traded across borders and 73% 

identified as Large enterprises (with 250 or more persons employed), the rest of the 

companies that answered were divided equally between the following categories: 

22.7% 22.7% 

9.3% 

16.0% 14.7% 14.7% 
18.7% 

0.0%

5.0%

10.0%

15.0%

20.0%

25.0%

What is your professional affiliation? 
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Figure 3: Size of security enterprise 

As is evident, a great majority of respondents come from large enterprises and it is important 

to keep this in mind when survey results are analysed and read. In order to balance the 

industry group, we interviewed a number of stakeholders from SMEs during the case study 

phase.  

 

This section has described the demographics of the respondents of the survey. From this, it is 

evident that the survey provides an input from a varied stakeholder group in Europe and its 

findings will be valuable for the purpose of setting forth which requirements are needed for 

harmonisation of certification and the implementation and design of a potential CRISP 

scheme.  

 

Views on the current certification landscape 
 

To ascertain views on the current landscape of security certification, the survey asked 

respondents to reflect on the current benefits and disadvantages relating to certification for 

security products, systems and services.  Respondents were offered a number of statements, 

derived from the analysis of interview data and the workshop group discussions, and asked to 

select the three most important benefits or disadvantages.  Respondents were also invited to 

select ‘other’ where they could write their own statements as responses to each question.  

When asked about the benefits of the current security certification landscape, the results were 

as follows: 

 

9.1% 

9.1% 

9.1% 

72.7% 

What is the size of your company? 

Micro enterprise (with

less than 10 people

employed)
Small enterprise (with

10-49 people employed)

Medium-sized enterprise

(with 50-249 people

employed)
Large enterprise (with

250 or more persons

employed)
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Table 2: Benefits of the current certification landscape 

As can be seen in the above table, the notion of certification as a ‘seal of quality’ or assurance 

to end users’ is selected as the benefit of current certification by 85% of respondents in total 

and is considered important among all stakeholder groups (see table 3). This points to the 

importance of certification as a brand, which signifies that a product or service has passed 

rigorous testing and its quality is assured. In light of this, when a new certification scheme is 

designed and implemented, it will be of key importance to communicate what quality 

measures and assurances the scheme provides and clearly lay out its foundation principles. 

 

The interviews also revealed that the certification seals are often considered as an addition to 

branding, and some well-established schemes are perceived to increase trust in products and 

services.  It will be of key importance for the CRISP scheme, and any attempts at 

harmonizing the certification landscape in Europe, that schemes and seals be introduced 

widely and in depth to all stakeholders concerned.  Awareness-raising is thus of key 

importance in these endeavours to enhance seal and certification scheme recognition and 

trust.   

 

Response 

Percent

85.1%

42.6%

29.8%

48.9%

38.3%

10.6%

23.4%

0.0%

answered question 47

Certification assists companies with trading across borders

Certification offers a seal of quality/assurance to the end-user

Certification is necessary for insurance purposes

Certification provides a specifications to which security products are manufactured

Other (please specify)

Answer Options

Certification provides a competitive advantage in tenders/business procurement

Certification improves service and product standards

Certification provides a reputational advantage

In your experience, what are the current benefits of certification for security 

products, systems and services? (Please select the three most important 

benefits)
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Table 3: Benefits of current certification landscape by stakeholder group 

With regard to the statement that certification improves product and service standards, which 

is regarded as an important benefit of the current system, demonstrates the prescriptiveness 

and benchmarking qualities of certification.  In interviews with certification bodies and 

security industry, it was a frequently mentioned that requirements of schemes were used 

during the R&D phase to guide both development and production phase.  Clarity of 

requirements and evaluation criteria was important in this respect to avoid costly retrofixes of 

products.  Sudden changes to certification schemes were thus considered detrimental for 

industry as they resulted in added cost and delay to market.  For a pan-European scheme, this 

means that clarity of evaluation criteria is of key importance to help with its acceptance 

amongst industry and certification bodies.  It also, emphasises again that the seal, in addition 

to signifying certification scheme, further signifies quality and specific standards of service 

or product. 

 

With regard to the third most selected benefit, is the statement that certification assists 

companies with trading across borders, which rated highly among all stakeholder groups, 

aside from insurance companies.  This was also discussed at length in the interviews as many 

respondents feel, as discussed above, that certification is not currently easing trade as it 

should due to myriad national schemes. For the proposed CRISP scheme, it is of key 

importance that it also assists in this manner and hence its acceptance throughout Europe and 

internationally is strived for. 

 

When asked about disadvantages of the current certification system, there was overall greater 

distribution of answers between stakeholder groups and less consensus than on the benefits, 

as can be seen in Tables 4 and 5 below:  

 

Accreditation 

body

Certification 

Body

Insurance 

company

Security 

Industry

Standardisati

on body

Test 

laboratory

32% 28% 33% 27% 29% 26%

14% 4% 22% 23% 17% 5%

14% 12% 33% 8% 0 11%

27% 16% 0 19% 17% 21%

9% 24% 0 12% 21% 21%

1 4% 11% 4% 0 0

0 12% 0 8% 17% 16%

0 0 0 0 0 0

Certification provides a specifications to which 

security products are manufactured

Other (please specify)

Certification improves service and product 

standards

Certification provides a reputational advantage

Answer Options

Certification assists companies with trading across 

borders

Certification provides a competitive advantage in 

tenders/business procurement

Certification offers a seal of quality/assurance to 

the end-user

Certification is necessary for insurance purposes

In your experience, what are the current benefits of certification for security products, systems and services? 

(Please select the three most important benefits)
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Table 4: Disadvantages of the current certification landscape 

These findings correspond to the interview data, workshop discussions and also previous 

research and policy documents reviewed by the CRISP partners. 

Respondents agreed that the difference between certification schemes is not clear to the end-

users and to a lesser degree to manufacturers/service providers.  These findings demonstrate 

again that clarity of criteria and requirements are a vital for the success and acceptance of any 

new certification scheme.  This also points towards a potential problem with the introduction 

of a new scheme, which may add a new seal to security products, systems and services, 

which are deemed confusing. 

 

The second disadvantage demonstrates the need for harmonisation through mutual acceptance 

of certification across borders, something harmonisation seeks to address.  As the findings 

from the benefits question demonstrated it is of vital importance that certification eases trade 

across borders and this seems to be happening to some extent.  It is thus important for the 

CRISP project to learn from best practice schemes that do exactly this. 

 

The two statements that rank third are separate yet linked to some extent.  Firstly it was 

agreed by all interview respondents from the industry side that certification was complex and 

costly, due to the need for re-certification and the time it could take to find information 

regarding standards and certification needed for each national context.  This disadvantage is 

especially costly for SMEs as was pointed out the our RPAS case study, as short time to 

market is imperative for small companies’ success.  Part of the complexity with regard to 

certification, as explained by interview respondents, is that there is a perceived difference, 

especially by certification bodies, between testing and certification between European 

countries.  There is a concern that some certification schemes, testing criteria and conformity 

Response Percent

38.3%

21.3%

42.6%

23.4%

38.3%

23.4%

27.7%

40.4%

2.1%

8.5%

47answered question

The difference between certification schemes is not clear to the end-user

There is insufficient acceptance of certification and standards across 

borders

Answer Options

National schemes differ in the quality they assure

Other (please specify)

Certification slows down the process of taking a product to market

Testing laboratories differ in their practices and approaches to testing

In your experience, what are the disadvantages of  the current 

certification system, for security products, systems and services, in 

Europe? (Please select the three most important disadvantages)

The difference between certification schemes is not clear to the 

manufacturers/service providers

There are no disadvantages with current certification of security 

products, systems or services

Certification is a complex and expensive process

The need for re-certification is costly and time-consuming
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assessment lack rigour and that this may have a detrimental effect on quality, performance 

and safety which should be assured by certification.   

 

 
Table 5: Disadvantages of the current certificaiton landscape by stakeholder group 

Table 5 demonstrates how the different stakeholder groups perceive disadvantages of 

certification, where national certification differences and lack of trans-border acceptance – 

along with agreement that certification is a complex and expensive process rank highly 

overall.  It is however evident that stakeholder groups have different viewpoints, e.g. 

stakeholders from accreditation bodies see a disadvantage in that difference between schemes 

is not clear to end-users and manufacturers. 

 

The stakeholders who selected ‘other’ presented the following statements as disadvantages of 

the current system: 

 

 

 

 

   

 

 
 
 
 
 

 

 

 

The last comment is interesting, as it focuses on the role of accreditation bodies in the 

certification process, which did not receive a strong focus in the interviews, nor the 

workshop.  Accreditation bodies are perceived to have updated and fit-for purpose processes 

Accreditation 

body

Certification 

Body

Insurance 

company

Security 

Industry

Standardisati

on body

Test 

laboratory

4% 18% 11% 25% 27% 19%

4% 0 0 13% 5% 6%

30% 9% 33% 8% 9% 6%

22% 5% 0 4% 9% 6%

13% 23% 11% 13% 18% 19%

0 9% 0 17% 5% 13%

13% 9% 33% 4% 9% 6%

9% 18% 11% 17% 18% 19%

0 0 0 0 0 0

4% 9% 0 0 0 6%

In your experience, what are the disadvantages of  the current certification system, for security products, 

systems and services, in Europe? (Please select the three most important disadvantages)

Other (please specify)

Certification slows down the process of taking a 

product to market

Testing laboratories differ in their practices and 

approaches to testing

Certification is a complex and expensive 

process

The need for re-certification is costly and time-

consuming

The difference between certification schemes is 

not clear to the end-user

There is insufficient acceptance of certification 

and standards across borders

Answer Options

National schemes differ in the quality they 

assure

The difference between certification schemes is 

not clear to the manufacturers/service providers

There are no disadvantages with current 

certification of security products, systems or 

“Certification isn't based on independent third party testing necessarily. 

Even self-certification is possible (e.g. in conjunction with EN50131)”  

 

“Certification schemes and protection profiles may be hard to apply to 

complex systems”  

 

“Certification is only valuable if the correct standards are used”  

 

“Accreditation Bodies don't follow exactly the same procedures and 

methods for assessment and surveillance (i.e.: man days, surveillance 

periods ...)” 
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to ensure acceptance and uptake of any new certification scheme.  The comment above 

however does indicate that there may be consistency issues between national accreditation 

bodies, much like with certification bodies.  For the purpose of working toward a harmonised 

system, these claims must be further examined in order to understand what actions must be 

taken to develop a consistent certification and accreditation system in Europe.  This report 

goes some way towards this by making highlighting requirements for a harmonised approach 

in Chapter 6. 

 

Supply-side stakeholder needs from security certification 
 

As expected, on the basis of previous research activities and literature review, the majority of 

stakeholders feel that the current system for certification does not meet their needs.  As can 

be seen in Figure 4 70.2% of stakeholders answer ‘No’ when asked whether the current 

system meets their needs.  When broken down by stakeholder group security industry 

respondents all agreed that the current system did not meet their needs, followed by 75% of 

Accreditation and Standardisation bodies and 71% of test laboratories. 

 

 
Figure 4: Does the current certification system meet stakeholders' needs? 

 

Those who replied ‘no’ to the above question were asked to further elaborate on their 

response, 30 of which resulted in very interesting comments regarding dissatisfaction with 

the current system. The great majority of responses mentioned lack of harmonisation, lack of 

mutual acceptance and cost of certification as reasons for their dissatisfaction. Listed below 

are some responses indicating why current certification does not meet stakeholder needs: 

 

 

 

 

 

 

 

 



D3.1: Stakeholder Analysis Report  CRISP project 

   

57 

 

“Lack of agreement between test houses on the meaning and 

adequacy of certain EN standards and related methodologies for 

testing - meaning test houses will not readily accept the results from 

each other” 

 

“Certification of security is not well known. Standards (such as 

Common Criteria) are often to complex. “ 

 

“no cross border acceptance within EU - Germany and France do not 

accept other countries results with very high additional charges if at 

all” 

“There isn't enough promotion and awareness. Regulators (including 

European Commission) can provide more weighting to such 

certifications. Would be better met if certification was subject to 

rigorous certification process methods and standards for consistent 

evaluation of products and services with effective auditing”  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

These are all well-known issues that have been mentioned throughout the research process.  

Overall there seems to be great dissatisfaction with lack of clarity and awareness-raising on 

the meaning of standards and certificates.  Others would also like to see more collaboration 

between stakeholders, to aid harmonisation endeavours.  

 

As can be seen in Figure 5 a great majority of respondents (78.7%) felt hat there is a need for 

harmonisation of certification schemes for security systems and services in Europe. 

 

 
Figure 5: Need for harmonisation of certification schemes in Europe 

 

To further explore stakeholder needs, respondents were asked to choose between seven 

‘needs’ which had been identified in earlier stages of the research, with the aim of 

78.7% 

21.3% 

Do you feel that there is a need for harmonisation of certification 

schemes for security products, systems and services in Europe? 

Yes

No
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ascertaining how prevalent these needs were across the stakeholder groups.  The need that 

was selected most often by respondents who answered this question was regarding the 

foundation of certification schemes.  As can be seen in Table 6 below, nearly 70% of 

respondents prefer that an EU-wide security certification scheme have robust European or 

international standards as its foundation while only 8.7% prefer national standards. This 

clearly demonstrates the wish of stakeholders to move to a more European system and away 

from national systems.   Workshop attendees and interview respondents also favoured robust, 

and in some instances European, standards as foundation for a new scheme. 

 

 
Table 6: Stakeholder needs from certification of security products, systems and services 

The demand for clarity and transparency surfaces again as the second and third most 

important need that stakeholder expressed. On the one hand stakeholders need to have access 

to transparent schemes where evaluation criteria is clear and the certification process also.  

This is linked to the above issue of clarity in standards writing, which emerges an important 

need for 39.1% of stakeholders.  An issue that surfaced in the interviews, especially with 

standardisation, certification and accreditation bodies, was that writing a standard, an 

evaluation and test criteria for products and services is a complex undertaking due the need to 

reach a consensus on often nuanced language and definitions. Many respondents from these 

groups agreed that standards development was therefore a long and slow moving process.  

The need for clear wording and criteria in all certification documents was put forth by most 

of the interview respondents, and is something that will inform the development of the 

CRISP scheme.  

 

Thirty nine per cent of respondents also selected ‘clear added value’ as one of their most 

important needs; however looking at the distribution of these responses, only certification 

bodies and test laboratories selected this answer.  A certification body director stressed that in 

order to encourage take up of a new certification scheme it must be seen to provide clear 

added value for industry.  If a new scheme only results in increasing costs associated with 

certification and is not promoted or accepted throughout Europe, there will be no clear 

Response Percent

67.4%

8.7%

69.6%

13.0%

39.1%

30.4%

39.1%

2.2%

46

That certification builds on robust national standards

That standards, on which certification scheme is built, provides clear guidance and 

specifications

What are your needs regarding the certification of security products, systems 

and services? (Please select the three most important needs)

That certification is a straightforward process

That certification schemes are transparent in what they evaluate and certify

That evaluation criteria is clear and efficient

answered question

That certification builds on robust European/international standards

Other (please specify)

Answer Options

That certification offers clear added value



D3.1: Stakeholder Analysis Report  CRISP project 

   

59 

 

incentive for industry to have their products and services certified and it will inevitably fail to 

be adopted.   

 

 
Table 7: Needs from certification by stakeholder group 

The statement regarding ‘added value’ rates highest, among certification bodies (19%) and 

test laboratories (20%).  In light of interview findings this is clearly an issue of business 

concerns of these two groups for which the CRISP scheme would be an additional scheme to 

offer to their prospective customers.  These two groups will only benefit from selling 

certification and testing services for a scheme which is widely accepted and considered to add 

value to current products, systems and services.   

 

Views on new, improved scheme for security certification  
 

The third and final section of the survey asked respondents about their views on the proposed 

CRISP scheme.  A short description was offered to accompany the question, where the key 

social dimensions were briefly discussed.  

 

 
Figure 6: Need for a European security certification scheme 

Accreditation 

body

Certification 

Body

Insurance 

company

Security 

Industry

Standardisati

on body

Test 

laboratory

23% 23% 30% 25% 27% 25%

5% 12% 0 0 0 5%

32% 27% 20% 21% 23% 30%

0 4% 0 4% 5% 10%

9% 19% 10% 17% 23% 20%

14% 12% 20% 13% 9% 5%

18% 4% 20% 21% 14% 5%

That evaluation criteria is clear and efficient

That certification builds on robust 

European/international standards

Answer Options

What are your needs regarding the certification of security products, systems and services? (Please select the 

three most important needs)

That certification builds on robust national 

standards

That standards, on which certification scheme is 

built, provides clear guidance and specifications

That certification is a straightforward process

That certification offers clear added value

That certification schemes are transparent in 

what they evaluate and certify

44.7% 

48.9% 

6.4% 

The CRISP project proposes a European security 

certification scheme based on the evaluation of the above 

social dimensions.  Do you feel such a scheme is needed? 

Yes

Undecided

No (please elaborate)
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As can be seen on the graph a promising 44.7% responded ‘Yes’ and 48.9% responded 

‘Undecided’.  The large number of undecided respondents indicates that more information 

and awareness raising needs to take place among all stakeholder groups so that they can make 

an informed opinion regarding the scheme.   In the interviews and during the workshops, 

respondents were overall very positive towards the new proposed scheme but were uncertain 

as to what such a scheme might ‘look like’ or how it would work in practice.  This further 

indicates that one of the key actions for the CRISP project is to disseminate, publicise and 

seek input from the overall stakeholder group as to what and how such a scheme might 

evaluate and certify security products, systems and services. 

 

When asked about the benefits that such a scheme might provide the respondents answered as 

can be seen in the table below: 

 

 
Table 8: Key benefits of a European certification scheme 

The most selected benefits of the proposed scheme clearly correspond to the responses to the 

benefits of the current system, being that of recognisable European seal (branding) and the 

added assurance that this seal would provide to end-users and consumers.  The third most 

important benefit is of great importance to the CRISP scheme and seems to give a positive 

indication that a focus on social implications is needed when it comes to the certification of 

security products, systems and services. In the interviews and the workshops many 

respondents agreed that social dimensions are not currently present in standards and 

certification of security products but are more the topic of laws and regulation regarding their 

installation and use and furthermore posed the question of how laws and regulation regarding 

privacy and data protection, for instance, would interact with the new proposed certification 

scheme.  This will be taken up further in the forthcoming CRISP road mapping workshops, 

where the focus is on a detailed input and feedback from regulators such as DPAs and policy 

makers.  

 

Response Percent

54.3%

19.6%

52.2%

41.3%

43.5%

39.1%

8.7%

46

In your view, what would be the key benefits of a European certification scheme, 

based on the evaluation of the above social dimensions, for security products, systems 

and services? (Please select the three most important benefits in your view)

The scheme would guide the security industry to include social dimensions their 

designs and provisions

The scheme would provide a recognizable European seal

The scheme would strengthen (the competitiveness of) the European security 

industry in international markets

answered question

The scheme would provide added assurance to end-users and consumers

Answer Options

The scheme would encourage further the inclusion of social dimensions in the 

writing of standards for security products, systems and services

The scheme addresses an important gap in the certification landscape

Other, (please specify)



D3.1: Stakeholder Analysis Report  CRISP project 

   

61 

 

With regard to barriers, survey respondents were asked to select three most important 

concerns they had regarding the design and implementation of the new scheme.  As before, 

the statements that they could choose from were drawn from the workshop and interview 

findings. 

 

 
Table 9: Concerns regarding design and implementation of the pan-European scheme 

The concern that rated highest regarded the social dimensions and the design and 

implementation of these as evaluation criteria for certification.  This is in line with earlier 

responses which stress the need for clarity and transparency in how certification schemes and 

test criteria are written and used.  The lesson here for the CRISP scheme is that in order to 

drive acceptance and take up, the scheme itself must be clearly written and simple to certify 

against.  The two concerns that were selected most often, in a similar vein have to do with the 

complexity which comes with developing a pan-European scheme, with regard to writing 

standards as its foundation and to implementation, which must take into consideration 

different legal and regulatory environments in different European countries.   

 

This section has provided a brief overview of the findings of the CRISP Stakeholder (supply-

side) survey. The survey findings echo findings from the literature review, interviews and the 

stakeholder workshop groups.  This is of course to be attributed in some respect to the choice 

of statements that respondents could choose from, most of which are derived from the earlier 

research efforts.  The purpose of the survey was to get a sense of what issues were most 

important to stakeholders, for the purpose of informing the development and design of the 

proposed CRISP certification scheme.  We were also interested to find out whether issues and 

views differed greatly between stakeholder groups so that we could tackle this in the 

upcoming development, awareness raising and road mapping exercises.   

 

The next section will detail the findings for the second stakeholder survey, aimed at demand-

side stakeholders.  

 

5.1.2 Demand-side stakeholder survey  
 

Response Percent

68.1%

38.3%

59.6%

53.2%

12.8%

6.4%

The writing of standards for a European scheme may be too complex due to 

national security nuances

Answer Options

The scheme will be too inflexible to incorporate innovative development in 

security products, systems and services

Social dimensions differ too substantially between nations in order for a 

European scheme to apply across the board

What are your concerns regarding the design and implementation of a European 

certification scheme,  based on the evaluation of the above social dimensions, for 

security products, systems and services? (Please select the three most important 

concerns)

The differing national/regional legal and regulatory context will hamper the 

implementation of such a scheme

Social dimensions may prove too vague for testing laboratories and certification 

bodies to evaluate against

Other (please specify)
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The demand side of security is a varied group ranging from individual citizens to procurers 

and operators of large security systems in complex infrastructures such as airports, 

government buildings, and power plants.  The range of products, systems and services they 

procure and operate is also vast and varied.  The response to the demand-side survey was 

somewhat slower and the survey had overall less respondents despite reminders.  To some 

extent this can be explained by overall lack of participation in standardisation and 

certification activities by this group and consequent lack of awareness and engagement with 

the current system.  This becomes evident in the analysis of survey responses where the 

overarching message is that end-users feel certification is inconsistent, complex and an 

opaque process.  Furthermore, in our communication with end-users and CSOs, we were 

informed that some people opened the survey, but felt unable to answer questions regarding 

certification due to a perceived lack of knowledge of the subject. 

 

Demographics of respondents 
 

The demand-side survey was aimed at and sent out to stakeholders within the following 

groups: 

 

 Civil Society Organisations 

 Consumer rights organisations 

 Procurers of security products, systems and services in the public and private sector 

 Operators of security products and systems 

 

As was discussed in Chapter 4, it is the European Commission’s view that end-users’ and 

citizens’ views and needs are not considered sufficiently in standardisation and certification 

work, nor are these two groups adequately involved in the process. This survey will go some 

way to ascertain what the key needs of this groups may be, which will assist in meeting them 

as well as learning how to best involve these groups in development of standards and 

certification. 

 

 In total, 50 respondents, from a range of professions, answered the survey:  
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Figure 7: Professional affiliation of demand side survey respondents 

Interestingly the ‘Other’ category makes up 24% of survey respondents and through self-

reporting the individuals who selected other came from the following groups:  

 

 Research, Academia and Consultancy 

 Police Force 

 Government and Regulator 

 Trade Association 

 University Security 

This is most likely a result of the distribution methods used, which included posting the link 

on social media e.g. from partner’s twitter accounts, where anyone interested in security and 

certification will have followed the link, which was posted online in various contexts.  This 

was done to reach as large and varied a group as possible.   

 

The respondents came from the following 14 countries in Europe: 
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Table 10: Country of demand side stakeholder survey respondents 

Much like the supply-side survey, the two out of the three largest groups of respondents come 

from the UK and Germany and 22% of respondents come from Finland.  This is due to the 

fact that one of the CRISP partners has strong connections to law enforcement contacts in 

Finland, which were sent the survey link and asked to distribute it among their networks.  It is 

a definite strength of the survey findings that they are drawn from responses from many 

different European countries. 

 

Views on the current certification landscape 
 

Demand-side respondents were firstly asked to give their views on the current system of 

certification of security products.  The answer statements were slightly different from those 

offered to supply-side stakeholders, due to our findings from literature review, interviews and 

the stakeholder workshop, that demand-side stakeholders are not as involved in the 

certification process and consequently may have less knowledge of the intricacies of the 

current system.  For many end-users and individuals certification schemes and seals may 

present more as a way of distinguishing between products by assessing quality and 

performance criteria.  Certification seals can also in some instances be necessary to comply 

with rules and regulation, which is important for many public sector end-users (e.g. law 

enforcement and fire services) 

 

Response 

Percent

10.0%

4.0%

22.0%

16.0%

4.0%

2.0%

2.0%

2.0%

2.0%

2.0%

4.0%

2.0%

2.0%

26.0%

answered question 50

United Kingdom

Finland

Greece

Iceland

Romania

Answer Options

Belgium

Italy

Germany

Ireland

Lithuania

Spain

Switzerland

Sweden

In which European country are you based?

Austria
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Table 11: Current benefits of certification of security products, systems and services 

As with the findings from the supply-side stakeholder survey, the majority of respondents 

selected that one of the benefits of the current system of certification is that certification 

offers a seal of quality for end users.  The perception that certification improves service and 

product standards also ranked high, as with the supply-side stakeholders. The perception that 

certification offers specification to which security products are manufactured was also seen as 

a clear benefit of the current system, which is differs from the supply-side stakeholders. This 

indicates that supply and demand stakeholders have similar views on the benefits of the 

current system but demand side see certification as more of a seal of quality and as such it 

may provide reputational advantage to procure and operate security products, systems and 

service, which are certified according to specific schemes.   

 

With regard to disadvantages of the current systems, the three statements chosen by most 

stakeholders, can all be understood to refer to a perception of a complex and opaque system.  

Firstly 67.9% of demand side respondents expressed that the difference between certification 

schemes is not clear and also the perception that national schemes differ in the quality they 

assure.  This was echoed in the interviews where end-users expressed that whilst they knew 

certification seals within their field, it was not clear what evaluation criteria they stood for, 

nor was it easily possible to compare and contrast them.   

 

Response Percent

82.1%

57.1%

53.6%

17.9%

10.7%

35.7%

3.6%

answered question 28

Certification provides specifications to which security products 

are manufactured

Answer Options

Certification is necessary for insurance purposes

Certification improves service and product standards

Other (please specify)

In your view, what are the current benefits of certification for security 

products, systems and services? (Please select the three most important 

benefits)

Certification provides a competitive advantage in tenders/business 

procurement

Certification is a seal of quality/assurance for end-users

Certification provides a reputational advantage
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Table 12: Disadvantages of the current certificatio landscape 

Respondents who chose ‘other’ elaborated on their responses by commenting that 

“certification varies so greatly that it becomes almost meaningless in some instances” and 

“EU-wide standards tend to be lower than the highest (best) national standards” the latter of 

which is interesting when contrasted with the preference for European Standards in the 

supply-side survey.  With regard to differences between national schemes and the quality 

they assure, this was a greater concern for demand-side respondents than supply-side 

stakeholders (38.3%), which is interesting in light of findings from the interviews, where this 

was mentioned by stakeholders from certification bodies but not from end-users.  There is 

here an expression of need towards harmonisation, which 78.6% of respondents expressed 

was needed in Europe.   

 

Demand-side stakeholder needs from security certification 
 

The current systems of certification meets demand-stakeholders’ needs to a greater extent 

than those on the supply-side as can be seen on the below graph.  As detailed above, the 

supply-side stakeholders have greater stake in, and are more involved with the certification 

process, especially certification and conformity assessment bodies and security industry.  As 

it stands, the current system of certification does meet the need majority of 60% of 

stakeholders on the demand-side.  This indicates that currently certification does fulfil the 

needs of demand-side stakeholders to some extent, although, as expressed, the system could 

be changed to fit their needs better. 

 

Response Percent

67.9%

67.9%

10.7%

28.6%

64.3%

7.1%

28

There are no disadvantages with current certification of security products, 

systems or services

Answer Options

It is unclear for what evaluation dimensions certification labels stand

National schemes differ in the quality they assure

answered question

In your experience, what are the disadvantages of  the current certification 

system, for security products, systems and services, in Europe? (Please select the 

three most important disadvantages)

Certification schemes do not ensure quality of security products, systems and 

services

The difference between certification schemes/seals is not clear

Other (please specify)
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Figure 8: Current certification system and the needs of demand-side stakeholders 

 

The respondents who selected ‘No’ as a response to this question were offered to further 

elaborate on how the system could better meet their needs.  Below are selected responses to 

further illustrate this issue: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

As can be seen, the comments very much echo the views expressed in earlier questions 

regarding clarity, consistency and lack of information regarding current schemes and the 

difference between them. 

 

Consequently the majority of stakeholders (60.7%) select transparency as a need they have 

regarding security certification and 75% express that certification should ensure quality and 

performance. 

60.7% 

39.3% 

Does the current system for certification of 

security products, systems and services in Europe 

meet your needs? 

Yes No

“Certification is so different, you don’t know, which standard is a reliant” 

 

“No transparency” 

 

“More standardization among European Countries is needed” 

 

“Proper explanations of certification”

 

“The certification schemes are not transparent in what they evaluate” 

 

“Consistent and clearly defined standards and performance required to meet the 

standard” 

 

“If the system was clearer and easier to understand then it may.  As it is the system 

has varying different standards and quality marks which makes for difficult 

comparison” 
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Table 13: Demand-side needs from security certification 

In comparison to supply-side stakeholders views on standards as foundations for certification 

schemes, the responses from demand-side stakeholders differ somewhat in that 28.6% of 

respondents compared with 8.7% of supply-side stakeholders demonstrate a need for national 

standards.  This was echoed in the interviews where security industry and certification body 

respondents discussed that many end-users preferred national standards to that of European or 

International ones.  In some instances this was explained with reference to rules and 

regulations, e.g. with public sector bodies such as law enforcement and fire services which 

need to adhere to national regulation regarding certification. This can also be explained by 

‘trust’ and ‘tradition’ which one respondent explained in reference to how well-known, 

national, and hence trusted, certification seals were preferred by end-users and citizens.  

European schemes were perceived as less robust and strict in their evaluation criteria where 

minimum requirements were seen as too low to ensure good quality and reliability. 

 

Views on a new, improved scheme for security certification 
 

When asked whether they feel there is a need for a scheme such as the CRISP scheme, the 

responses of demand-side stakeholders are similar to that of supply-side.  46.7% answered 

‘yes’ while 53.6% selected ‘undecided’.  Again, this demonstrates that awareness-raising is 

much needed to build acceptance and take up of the new scheme amongst all stakeholder 

groups. 

 

With regard to demand-side stakeholders’ views on a new pan-European scheme based on the 

evaluation of social dimensions, it is not surprising that the majority (71.4%) select a 

‘recognisable European seal’ as one of the key benefits that this could potentially bring.  

Considering earlier responses regarding lack of clarity and harmonisation, one European 

scheme with a recognisable seal is perceived to simplify and streamline the current system. 

 

Response Percent

60.7%

28.6%

50.0%

75.0%

46.4%

3.6%

Answered Question 28

Other (please specify)

That certification builds on robust European/international standards

Answer Options

That certification ensure compliance with regulation and law

That certification builds on robust national standards

What are your needs regarding the certification of security products, 

systems and services? (Please select three most important needs)

That certification ensures quality and performance

That certification schemes are transparent in what they evaluate and 

certify



D3.1: Stakeholder Analysis Report  CRISP project 

   

69 

 

There is strong support for the potential scheme due to the perception that it would result in 

greater inclusion of social dimensions in the writing of standards (39.3%) and the designs of 

security products, systems and services (46.4%).   

 

 
Table 14: Key benefits of a pan-European certification scheme 

One respondent stated that a potential benefit of the new scheme would be keeping highly 

invasive/dangerous products out of the market, at least for the use of citizens.  The 

respondent furthermore adds an important insight in that these products may be needed by 

law enforcement and security agencies, which raises an interesting question about the type of 

end-user in question and context of use and how a certification scheme might work on 

different levels to assure even application and evaluation of criteria.  This issue was covered 

to some extent in the workshop discussion and is important to bear in mind in the design and 

development of the new scheme. 

 

Response Percent

71.4%

17.9%

53.6%

46.4%

39.3%

32.1%

3.6%

answered question 28

The scheme would provide added assurance to end-users and consumers

Answer Options

The scheme would encourage further the inclusion of social dimensions in the 

writing of standards for security products, systems and services

The scheme addresses an important gap in the certification landscape

Other, (please specify)

In your view, what would be the key benefits of a European certification 

scheme, based on the evaluation of the above social dimensions, for security 

products, systems and services? (Please select the three most important benefits 

in your view)

The scheme would guide the security industry to include social dimensions their 

designs and provisions

The scheme would provide a recognizable European seal

The scheme would strengthen (the competitiveness of) the European security 

industry in international markets
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Table 15: Potential drawbacks of a pan-European certification scheme 

With regard to concerns over the new scheme, respondents were firstly concerned about any 

cost arising from certification which would be rolled on to consumers, raising prices on 

security products.  This is somewhat of a leading question, but is based on interviews where 

this issue was raised and thus a decision was made to test the prevalence of this view.  Cost 

issues regarding certification are already a big issue for the security industry as seen 

throughout this report and any new scheme would need to be developed with cost efficiency 

in mind.  Demand-side stakeholders are also concerned that the new scheme/seal may cause 

even greater confusion to end-users and citizens if it will be layered on top of already existing 

certification labels, a concern also expressed by a number of stakeholders from certification 

bodies.  Thirdly, respondents expressed concern, to a similar degree as supply-side 

stakeholders that evaluation dimensions would not be transparent enough – which is 

consistent with the demand for transparency which was expressed throughout the survey. 

 

5.2 CONCLUSIONS AND DISCUSSION OF RESEARCH FINDINGS 

 

To avoid repetition with Chapter 7 which concludes the report, by providing a summary and 

concluding remarks, this section will mainly outline the key findings from the survey phase 

of Work Package 3.  

 

The surveys revealed that the current certification landscape is not meeting the needs of the 

majority (70.2%) of supply-side stakeholders and 39% of demand-side stakeholders. When 

asked to rate the benefits of the current system, the perception that certification provides a 

seal of quality rated very highly for both supply- and demand side stakeholders (85% and 

82% respectively).  This notion explains the frustration expressed over a complicated and 

opaque system, which emerged through the responses to the question of disadvantages of the 

current system.  In order to be able to distinguish a strong scheme/seal and consequently high 

quality from lower quality products and services, it is imperative that the evaluation criteria 

are clear to all stakeholders involved.  This was clearly indicated in responses to the question 

Response Percent

82.1%

53.6%

50.0%

42.9%

28.6%

0.0%

answered question 28

Added value of a new scheme will be unclear to end-users

Answer Options

The new certification scheme/seal will replace well respected and trusted 

schemes/seals

Multiple certification seals are confusing to end-users

What are potential drawbacks of a European scheme,  based on the 

evaluation of the above social dimensions, for certification of security 

products, systems and services? (Please select three most important 

drawbacks)

Evaluation dimensions are not transparent enough and it is unclear what the 

certification scheme/seal stands for

Increased cost and effort for the security industry which will lead to higher 

prices to end-users

Other, (please specify)
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where respondents were asked to select three most important needs regarding security 

certification.  67.4% of supply-side and 60.7% of demand-side stakeholders selected that it 

was important that certification schemes are transparent in what they evaluate and certify. A 

robust foundation, in the form of a European or international standard was also selected as a 

key need by 69.6% of supply-side and 50% of demand-side stakeholders and preferred over 

that of a national standard, indicating that working towards harmonisation in Europe is seen 

as meeting needs of stakeholders.  

 

Majority of supply-side stakeholders (78.7%) feel that the current system is in need of 

harmonisation across Europe.  Our research efforts also found that stakeholders overall 

expressed a positive view towards the prospect of the CRISP scheme as a new European 

certification scheme, which uses the evaluation of social dimensions as a methodology. What 

we however also found is that many stakeholders are unsure about what such a scheme might 

‘look like’ and consequently unsure about whether it will be useful (53.6% of demand-side 

stakeholders and 48.9% of supply-side stakeholders selected ‘undecided’ when asked about 

the need for a new scheme) This indicates that further to design and development of the 

scheme, the CRISP consortium must raise awareness about the prospective scheme amongst 

affected stakeholder groups. 

 

When asked about stakeholders concerns regarding the design and implementation of a 

European certification scheme such as the CRIS, the social dimensions and their perceived 

vagueness was selected by majority of both supply-side and demand-side stakeholders.  This 

is in line with stakeholders need for clarity when it comes to certification and is also an issue 

that must be taken in to consideration in the design and development phase of the CRISP 

scheme.    However, it needs also bearing in mind that stakeholders expressed, in the case 

studies and workshop, a need for a flexible scheme to allow for heterogeneity and variety 

within the security sector, all the while expressing a need for a strong foundation and 

consistency.   

 

The next steps for the CRISP consortium is to integrate all the above needs, which at times 

seem contradictory, in a fit for purpose and relevant certification scheme for security 

products, systems and services in Europe.  The stakeholder surveys provided important 

feedback, which will aid towards creating a strong evidence based scheme. 
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6 REQUIREMENTS FOR A HARMONISED APPROACH 

 

The final chapter of this report will draw on the outcomes of the previous research tasks in 

this Work Package and set out the policy, procedural, and accreditation requirements for 

implementing a harmonized approach for the CRISP certification scheme.  These nine 

requirements will serve as a checklist that the consortium will consult throughout the design 

and development phase of CRISP scheme.  

 

To be successfully developed and implemented, a European certification approach for 

security products, systems and services should meet the following requirements: 

 

1. The certification system should be based on robust European or international 

standards. 

European and international standards are developed by a wide range of stakeholders and 

reflect the generally accepted perspective on the requirements to be set to a product, 

system or service. It is the role of the standardisation organisations to develop standards 

in such a way that they are robust and can be the basis for certification. However, there is 

also an important role for other stakeholders in the development process. All 

stakeholders having an interest in certification procedures (certification bodies, but also 

manufacturers and end users) can and should be involved in the standards drafting 

process. During the standards development phase, the CRISP consortium must make 

every effort to also involve DPAs, CSOs and advocacy groups in order for the standards 

to best reflect their views and needs of broader society and regulators. Using such 

standards as foundation for the CRISP scheme will best ensure that all involved 

stakeholders accept the requirements being set, and will increase trust in the certification 

system in the longer run. 

 

The consortium is currently undertaking a review of security standards in Work Package 

2 and will consider either using an already existing standard for products and systems 

with some changes, if necessary, or developing new standards. For security services, no 

robust standards exist at this time, therefore they should be developed. 

  

The CRISP project will make every attempt to work within a European or worldwide 

standardisation committee during the development phase. Examples of relevant 

European committees include the CEN/TC 391 Societal security and citizen protection 

and the in 2015 newly created CEN/TC on Private security companies. 

 

2. The certification schemes and the underlying requirements shall be transparent and 

clear in what they evaluate and certify 

The demand for transparency and clarity in certification was strong from all stakeholder 

groups. This applies to the requirements, evaluation criteria, evaluation process and 

method.  Security industry stakeholders must be able to assess whether or not they meet 

the requirements set for their products, conformity assessment and certification bodies 

must understand the criteria and evaluation method(s) to be used and the end user needs 

to be able to understand what the certification seal indicates. In addition to clarity of 

wording, the scheme’s requirements must be publically available. Lack of transparency 

for any stakeholder group will increase the likelihood that the scheme is not trusted, 

which will consequently lead to lack of take-up. 

 

3. The certification system must be accepted throughout Europe 
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Complete acceptance throughout Europe will contribute to the harmonization efforts of 

the EC and will benefit the security industry by avoiding re-certification for each 

national market.  Working towards a pan-European acceptance will be a complex 

undertaking but there are some best-practice examples, such as the CertAlarm 

certification system for alarm systems, which is already widely accepted among 

European countries.  Effort will be made by the CRISP consortium to learn from such 

good practice examples and consider whether connecting the new scheme to an existing 

accepted scheme, will increase the change of pan-European acceptance. 

 

4. Certification bodies should ensure that their evaluation and standards 

interpretation is consistent throughout Europe 

Consistency is of key importance as perceptions of a lack of or inconsistent test and 

evaluation methods in certification will negatively impact trust in the new scheme. This 

furthermore ensures that producers of products or services that have not met the 

requirements when examined by one certification body cannot get them certified by 

another. 

 

Accreditation is one mechanism through which evaluation and monitoring of 

certification bodies takes place.  Each European country has a national accreditation 

body, which is further being monitored by the European co-operation for Accreditation 

(EA).  The EA and national accreditation bodies should be considered as key 

stakeholders in ensuring consistency in the application of the CRISP scheme throughout 

Europe.  Another ways in which consistency can be monitored is by asking certification 

bodies participate in round robin testing or through the peer review system, as described 

and monitored by the EA.
110 

 The CRISP consortium will endeavour to evaluate the 

different ways in which consistency can be ensured and choose best practice as a method 

for the new scheme.  The work to evaluate the state of the art in security accreditation in 

Europe, and internationally, is being carried out in Work Package 2, and will be used to 

inform the choice. 

 

5. The certification system should be endorsed (or enforced) by regulators 

The single strongest tool to ensure a European certification scheme is being accepted by 

stakeholders is for the European Commission to endorse it, as this will drive cross-border 

and stakeholder acceptance. National DPAs also have a strong role here to use their 

regulatory, supervisory and advisory powers and knowledge on data protection and 

privacy to help develop the new scheme, raise its profile and drive acceptance.  We 

suggest that collaboration between DPAs and accreditation bodies could be fruitful to 

ensure pan-European consistency and trust in the new scheme.  

 

6. The certification scheme should be operated under accreditation 

To ensure quality of certification and trust in the certification system, it should be 

operated under accreditation.  Whether or not a scheme is accredited is decided by the 

schemes owner.  Current schemes are owned by certification body, but can also be 

owned by different types of organisations, e.g., standardisation bodies and industry 

stakeholders.  Should the scheme be operated under accreditation the relevant national 

accreditation body will review whether it meets certain requirements set to accredited 

schemes (e.g., is it clearly worded and unambiguous, are the underlying standards robust, 

and whether the scheme include all elements necessary). The CRISP consortium will 

                                                 
110 http://www.european-accreditation.org/peer-evaluation-process 
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endeavour to have the scheme accredited to enhance the likelihood of endorsement from 

regulators and also to better ensure consistency in application throughout Europe as 

mentioned in requirement 4.   

 

7. The certification system should provide one recognisable European seal 

By using one recognisable seal, it is clear for all stakeholders that a product, system or 

service meets the requirements set in the standards. The certification scheme developed 

within CRISP will focus on requirements regarding four social dimensions: security, 

trust, efficiency and freedom infringement, but does not focus on technical requirements 

of security products. The CRISP seal should indicate that all four dimensions have been 

examined and adequately addressed in the evaluation. Should a particular dimension not 

be considered relevant, to a product or service, this will be indicated in the evaluation 

report. The seal however makes it a certainty that all dimensions have been evaluated 

and addressed. 

 

8. The CRISP scheme should take requirements specific to particular national 

contexts into consideration  

National difference emerged as a key barrier to harmonization of certification throughout 

Europe.  The CRISP scheme must take this into consideration to enhance uptake and 

acceptance in different countries in Europe.  There is a possibility that these will be dealt 

with by writing a baseline scheme where national specific requirements only need re-

certification.  The CRISP consortium will take note of current harmonization efforts of 

the EC within the field of Alarm Systems and decide on the optimum way of dealing 

with national differences, on the basis of that work.   

 

9. An appropriate implementation and awareness-raising process is necessary for the 

certification system to be successful. 

The quality of the way the certification scheme is implemented and presented is as 

important as the quality of the scheme itself. Stakeholders must have access to high 

quality and accurate information about the scheme, its benefits, criteria and evaluation 

process.  In addition to contributing the design and development of the scheme itself, 

stakeholders also need to have a say in the way the system is implemented. The CRISP 

consortium will consult with stakeholders at all stages of implementation through 

validation, scenario and road mapping workshops. 
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7 CONCLUSION  

 

Working towards harmonisation of security certification in Europe is a complex task, given 

the myriad products, systems and services available, the fast changing technological 

development and consequent social concerns and last, but not least, the differing national 

regulatory, legal, social and cultural aspects within the European countries.   

 

This section will conclude and discuss the research findings in this report outline how these 

meet the objectives of this work package report, set out in the introduction and which are as 

follows: 

 

 To identify stakeholders in the security products, systems and services standardisation 

and certification sector and understand their needs and motivations underlying security 

standardisation and certification. 

 

The research undertaken identified the following groups of stakeholders and divided them 

into direct and indirect stakeholders (also divided into demand and supply-side stakeholders 

for the purpose of surveying them according to their broadest function within the certification 

landscape).   

 

For the security industry, certification is important for accessing different national markets as 

well as providing requirements to which products and services are designed and developed.  

The key need of the security industry is for increased harmonisation of certification across 

borders for the purposes of avoiding re-certification which is costly and time-consuming and 

causes delays to market.    

 

Certification bodies express the need for a certification scheme, founded on robust standards 

and clear evaluation criteria. It is also of key importance that a certification scheme is well 

known, accepted and trusted, thus offering clear added value for industry.  In the absence of 

the aforementioned qualities, certification bodies will have a difficulty justifying and selling 

the scheme to security industry stakeholders. 

 

Accreditation and standardisation bodies, while sharing concerns regarding lack of 

transparency and complexity of the current certification landscape, view their processes for 

accreditation and developing standards as robust and fit for purpose for supporting a new 

certification scheme.  An overall message in the interviews, workshops and surveys was that 

in order to develop and implement a new certification scheme, was to “keep it simple” and 

use current best-practice standards, certification schemes and processes as foundations for the 

new CRISP.  This would allow for easier transition for stakeholders and increased 

recognition of the scheme, which is seen as imperative for the purpose of raising awareness 

and instilling trust.   Identification of best practice solutions, are the focus of work packages 2 

and 4 of the CRISP project
111

, and the findings of this report will be integrated with the 

findings of the aforementioned work packages, in order to come up with a strong evidence-

based and fit-for-purpose scheme.  The design and development work will be verified and 

improved by on-going consultation with key stakeholder groups by means of workshops and 

road mapping exercises. 

 

                                                 
111 All deliverables from the CRISP project will be published on the CRISP website: http://crispproject.eu/ 
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 To gauge stakeholder views on security certification challenges and determine 

whether and how a new improved scheme for security certification could be 

implemented across Europe 

 

The overall stakeholder view on the current certification landscape in Europe is that it is 

complex and opaque.  There are myriad schemes in use, in different countries, and the 

difference between them is not clear – especially to end-users and other demand side 

stakeholders.  There is furthermore a perception that certification is inconsistent and that 

quality and accuracy of evaluation and evaluation criteria is unevenly applied between 

European countries.  For industry, the system is seen as ineffective, certification bodies and 

test labs see differences in quality of evaluation and certification between countries as key 

problem, and end-users cannot clearly distinguish between different seals and schemes.   

 

National differences emerge as key barriers, which need to be fully understood and tackled in 

order to successfully work towards harmonisation, and as workshop attendees suggested – 

consequently the CRISP scheme should be flexible to the extent to include national 

requirements as supplementary to the overall minimum requirements stated in the scheme. 

The aim here would be to keep national requirements to a minimum to avoid continuing 

fragmentation in certification.   

 

Further to raising awareness and meeting the needs of key stakeholders, mechanisms for 

ensuring consistency and acceptance across Europe are key for the success of the CRISP 

scheme.  As identified in the literature review, and analysis of stakeholder roles, accreditation 

bodies and EA, emerge here as strong organisations to ensure a consistent accreditation and 

of the scheme across Europe.  To ensure that the scheme complies with national regulation, 

collaboration between DPAs and accreditation bodies, and their respective European wide 

bodies, could be a useful endeavour, to ensure consistency and compliance, whilst avoiding 

fragmentation and inconsistent evaluation and implementation.   

 

 To develop and outline recommendations for standards and evaluation policies for 

security certification 

 

This third objective is met in Chapter 6 where we outline requirements for a harmonised 

approach, which includes 9 recommendations which guide the ongoing work of developing 

the new CRISP scheme.   The recommendations clearly outline what steps must be taken in 

order to develop, implement and encourage take up of the new scheme.   In a broader context, 

e.g. as policy recommendations to the EC to aid their ongoing work in this field these also 

work as a checklist and a list to highlight key stakeholder roles in working towards 

harmonisation in security certification. 

 

The stakeholder analysis carried out in this report informs the on-going work of the CRISP 

consortium, which will continue until March 2017.  Current and future CRISP research 

activities include: 

 

 analysis and review of standards, certification and accreditation in Europe and 

internationally (work package 2) 

 analysis of the four social dimensions and how they may be applied for the purposes 

of certification (work package 4)  
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 and development and testing of the certification methodology, which includes 

validation workshops and road mapping exercises with key stakeholder groups (work 

package 5) 

 

Thus, stakeholder analysis and consultation will be on-going throughout the project to ensure 

acceptance, trust and take up of the new CRISP certification scheme. 
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ANNEX A SURVEY QUESTIONS  

 
The following text was presented at the start of each web survey: 

 
“Dear Respondent, 

 

Thank you for agreeing to take the CRISP project survey on stakeholder views and needs regarding certification 

and evaluation of security products and services in Europe. The survey includes mainly closed questions which 

aim to provide us with an overview of stakeholder needs and views on a potential European certification scheme 

for security products and services. For further information about the CRISP project, please visit our website: 

http://crispproject.eu/ 

 

(For supply side survey) This survey is aimed at stakeholders from the security industry, standardization, 

certification and accreditation bodies, as well as insurers and test laboratories in Europe. 

 

(For demand side survey) This survey is aimed at stakeholders from the demand side of security, e.g. citizens, 

end-users, operators, procurers, citizens- and consumer rights organisations in Europe as we aim to ascertain 

what the needs of the users are with respect to certification of security products, systems and services. 

 

The proposed CRISP scheme will focus on developing an evaluation methodology and certification scheme 

which certifies security products, systems and services across Europe on the basis of four specific social 

dimensions: 

 

Security, which describes the functionality of a product in countering threats and reducing risk.  

 

Trust, which encompasses the experience of the product provider and user as well as that of the scrutinized in 

using the product. 

  

Efficiency, which includes the economical dimension of the product in a broad sense and focuses on issues such 

as compatibility and ability to keep systems up to date without an establishment of a complete new system. 

 

Freedom Infringement, which examines the impact of a product, system or service on the freedoms and rights 

of persons.  

 

The survey is anonymous, the results will only be used within the CRISP project and the data will be deleted 

after the project ends. Anonymized data will be published in the WP3 final report and may be published in 

academic papers and other publications deemed relevant by the CRISP consortium. 

 

By taking this survey you give your consent to your responses being used in the manner described above. 

 

If you have any questions or concerns regarding this survey please contact Dr Thordis Sveinsdottir, Research 

Analyst, Trilateral Research & Consulting, thordis.sveinsdottir@trilateralresearch.com” 

 

SUPPLY-SIDE WEB SURVEY QUESTIONS: 
 

1. In which European country is your organisation based? 

 

2. What is your professional affiliation? 

a. Accreditation body 

b. Certification Body 

c. Insurance company 

d. Manufacturer/supplier/service provider of security products, systems and/or services 

e. Standardisation body 

f. Test laboratory 

g. Other (please specify) 

 

3. What is the size of your company? (question for security industry stakeholders only) 

a. Large Enterprise (with 250 or more persons employed) 

http://crispproject.eu/
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b. Medium-sized enterprise (with 50-249 persons employed) 

c. Small enterprise (with 10-49 persons employed) 

d. Micro enterprise (with less than 10 persons employed) 

 

4. Does your company operate across borders? (question for security industry stakeholders only) 

a. Yes, within Europe and internationally 

b. Yes, internationally 

c. Yes, within Europe 

d. No 

 

5. In your experience, what are the current benefits of certification for security products, systems and 

services? (Please select the three most important benefits)  

a. Certification offers a seal of quality/assurance to the end-user  

b. Certification improves service and product standards  

c. Certification provides a specifications to which security products are manufactured  

d. Certification assists companies with trading across borders 

e. Certification provides a competitive advantage in tenders/business procurement  

f. Certification is necessary for insurance purposes  

g. Certification provides a reputational advantage  

h. Other (please specify) 

 

6. In your experience, what are the disadvantages of the current certification system, for security products, 

systems and services, in Europe? (Please select the three most important disadvantages) 

a. Certification is a complex and expensive process  

b. Certification slows down the process of taking a product to market 

c. The difference between certification schemes is not clear to the end-user  

d. The difference between certification schemes is not clear to the manufacturers/service 

providers  

e. National schemes differ in the quality they assure  

f. The need for re-certification is costly and time-consuming  

g. Testing laboratories differ in their practices and approaches to testing 

h. There is insufficient acceptance of certification and standards across borders  

i. There are no disadvantages with current certification of security products, systems or services 

j. Other (please specify) 

 

7. What are your needs regarding the certification of security products, systems and services? (Please 

select the three most important needs) 

a. That certification schemes are transparent in what they evaluate and certify 

b. That certification builds on robust national standards  

c. That certification builds on robust European/international standards 

d. That certification is a straightforward process  

e. That certification offers clear added value  

f. That evaluation criteria is clear and efficient  

g. That standards, on which certification scheme is built, provides clear guidance and 

specifications  

h. Other (please specify)  

 

8. Does the current system for certification of security products, systems and services in Europe meet 

your needs? 

a. Yes 

b. No 

 

9. Do you feel that there is a need for harmonisation of certification schemes for security products, 

systems and services in Europe? 

a. Yes 

b. No 

 

10. The CRISP project currently works with the following definitions of said social dimensions:  • 

Security describes the functionality of a product in countering threats and reducing risk.   • Trust 

encompasses the experience of the product provider and user as well as that of the scrutinized in using 
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the product.  The evaluation of this element is focused on, for example, the degree of discrimination 

regarding the use of the product and potential physiological and psychological invasiveness of the 

product.  • Efficiency includes the economical dimension of the product in a broad sense and focuses 

on issues such as compatibility and ability to keep systems up to date without an establishment of a 

complete new system.  • Freedom Infringement examines the impact of a product, system or service 

on the freedoms and rights of persons. An example of these impacts is enhanced personal data 

collection, processing, sharing and retention.  Do current standards and certification schemes, that you 

know of, focus on social dimensions such as these? 

a. Yes (please elaborate) 

b. No 

 

11. The CRISP project proposes a European security certification scheme based on the evaluation of the 

above social dimensions.  Do you feel such a scheme is needed? 

a. Yes 

b. No (please elaborate) 

c. Undecided 

 

12. In your view, what would be the key benefits of a European certification scheme, based on the 

evaluation of the above social dimensions, for security products, systems and services? (Please select 

the three most important benefits in your view) 

a. The scheme would provide a recognizable European seal  

b. The scheme addresses an important gap in the certification landscape  

c. The scheme would provide added assurance to end-users and consumers 

d. The scheme would guide the security industry to include social dimensions their designs and 

provisions  

e. The scheme would encourage further the inclusion of social dimensions in the writing of 

standards for security products, systems and services  

f. The scheme would strengthen (the competitiveness of) the European security industry in 

international markets  

g. Other, (please specify) 

 

13. What are your concerns regarding the design and implementation of a European certification scheme, 

based on the evaluation of the above social dimensions, for security products, systems and services? 

(Please select the three most important concerns) 

a. Social dimensions may prove too vague for testing laboratories and certification bodies to 

evaluate against  

b. Social dimensions differ too substantially between nations in order for a European scheme to 

apply across the board  

c. The writing of standards for a European scheme may be too complex due to national security 

nuances  

d. The differing national/regional legal and regulatory context will hamper the implementation of 

such a scheme  

e. The scheme will be too inflexible to incorporate innovative development in security products, 

systems and services  

f. Other (please specify) 

  

14. What are potential drawbacks of a European scheme, based on the evaluation of the above social 

dimensions, for certification of security products, systems and services? (Please select three most 

important drawbacks) 

a. Need for re-certification of security products, systems and services to comply with the new 

scheme  

b. Increased cost of certification for the security industry  

c. Increased effort of certification for the security industry  

d. Multiple certification seals are confusing to end-users  

e. Added value and driver for uptake by industry is unclear  

f. Other, (please specify)  

 

DEMAND-SIDE WEB SURVEY QUESTIONS 

 
1. In which European country are you based? 



D3.1: Stakeholder Analysis Report  CRISP project 

   

82 

 

 

2. What is your professional affiliation? 

a. Civil Society Organisation 

b. Consumer Rights Group 

c. Procurer of security products in the private sector 

d. Procurer of security products in the public sector 

e. I am an operator of security products and systems 

f. Other (please specify) 

 

3. How aware are you of certification of security products, systems and services that you procure or use?

  

a. I recognize all of the certification seals on security products, systems and services within my 

field  

b. I recognize some of certification seals on security products, systems and service within my 

field  

c. I don't recognize any certification seals on security products, systems and services within my 

field 

 

4. In your view, what are the current benefits of certification for security products, systems and services? 

(Please select the three most important benefits) 

a. Certification is a seal of quality/assurance for end-users 

b. Certification improves service and product standards 

c. Certification provides specifications to which security products are manufactured 

d. Certification provides a competitive advantage in tenders/business procurement 

e. Certification is necessary for insurance purposes 

f. Certification provides a reputational advantage 

g. Other (please specify)  

5. In your experience, what are the disadvantages of the current certification system, for security products, 

systems and services, in Europe? (Please select the three most important disadvantages) 

a. The difference between certification schemes/seals is not clear 

b. National schemes differ in the quality they assure  

c. There are no disadvantages with current certification of security products, systems or services

  

d. Certification schemes do not ensure quality of security products, systems and services  

e. It is unclear for what evaluation dimensions certification labels stand 

f. Other (please specify) Other (please specify) 

6. What are your needs regarding the certification of security products, systems and services? (Please 

select three most important needs) 

a. That certification schemes are transparent in what they evaluate and certify 

b. That certification builds on robust national standards 

c. That certification builds on robust European/international standards 

d. That certification ensures quality and performance  

e. That certification ensure compliance with regulation and law 

f. Other (please specify)  

7. Does the current system for certification of security products, systems and services in Europe meet 

your needs? 

a. Yes 

b. No (please elaborate on how your needs could be met) 

 

8. Do you feel that there is a need for harmonisation of certification schemes for security products, 

systems and services in Europe? 

a. Yes 
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b. No 

 

9. The CRISP project currently works with the following definitions of said social dimensions:  • 

Security describes the functionality of a product in countering threats and reducing risk.   • Trust 

encompasses the experience of the product provider and user as well as that of the scrutinized in using 

the product.  The evaluation of this element is focused on, for example, the degree of discrimination 

regarding the use of the product and potential physiological and psychological invasiveness of the 

product.  • Efficiency includes the economical dimension of the product in a broad sense and focuses 

on issues such as compatibility and ability to keep systems up to date without an establishment of a 

complete new system.  • Freedom Infringement examines the impact of a product, system or service 

on the freedoms and rights of persons. An example of these impacts is enhanced personal data 

collection, processing, sharing and retention.  Do current standards and certification schemes that you 

know of focus on social dimensions such as these? 

a. Yes (please elaborate) 

b. No 

 

10. The CRISP project proposes a European security certification scheme based on the evaluation of the 

above social dimensions.  Do you feel such a scheme is needed? 

a. Yes  

b. Undecided  

c. No (please elaborate) 

 

11. In your view, what would be the key benefits of a European certification scheme, based on the 

evaluation of the above social dimensions, for security products, systems and services? (Please select 

the three most important benefits in your view) 

a. The scheme would provide a recognizable European seal 

b. The scheme addresses an important gap in the certification landscape  

c. The scheme would provide added assurance to end-users and consumers 

d. The scheme would guide the security industry to include social dimensions their designs and 

provisions  

e. The scheme would encourage further the inclusion of social dimensions in the writing of 

standards for security products, systems and services  

f. The scheme would strengthen (the competitiveness of) the European security industry in 

international markets  

g. Other, (please specify) 

 

12. What are potential drawbacks of a European scheme, based on the evaluation of the above social 

dimensions, for certification of security products, systems and services? (Please select three most 

important drawbacks) 

a. Increased cost and effort for the security industry which will lead to higher prices to end-users 

b. Multiple certification seals are confusing to end-users  

c. Added value of a new scheme will be unclear to end-users 

d. Evaluation dimensions are not transparent enough and it is unclear what the certification 

scheme/seal stands for  

e. The new certification scheme/seal will replace well respected and trusted schemes/seals  

f. Other, (please specify) 

  

  



D3.1: Stakeholder Analysis Report  CRISP project 

   

84 

 

ANNEX B: CRISP STAKEHOLDER WORKSHOP AGENDA 

 

Towards a European Certification Scheme for Security Products 

A workshop on stakeholder views and needs 

4th December 2014. 9.00-16.00, Amsterdam 

 
To register please visit:  http://www.nen.nl/Evenementen/CRISP-registration-4-

dec.htm 
 
Background:  CRISP (Evaluation and Certification Schemes for Security 

Products) is a three year project (April 2014 – March 2017) that aims to 

facilitate a harmonised playing field for the European security industry by 

developing a robust methodology for security product certification. CRISP will 

enhance existing security evaluation and certification schemes by offering an 

innovative evaluation methodology that integrates security, trust, efficiency and 

freedom infringement assessment dimensions. The proposed scheme will be 

based on a taxonomy encompassing a variety of security products and services 

across applications, taking into account the varying roles of a diverse 

stakeholder community including manufacturers, regulatory and certification 

bodies, data protection authorities and end users. 

Aims of the workshop: This workshop aims to ascertain the need for new 

standards and a European certification scheme to evaluate security products, 

systems and services.  Inviting a range of stakeholders from the security sector, 

standardisation and civil society, it will seek to validate research findings from 

research undertaken by CRISP partners which focuses on mapping stakeholder 

views on evaluation and certification of security products, systems and services. 

A draft version of the research report will be distributed to attendees before the 

workshop for their review.  The workshop will seek to validate its findings and 

come up with conclusions on the need for new standards and certification 

schemes to evaluate security products, systems and services. 

  CRISP partners: The project is coordinated by Netherlands Standardization 

Institute. The team includes: Trilateral Research & Consulting, Technische 

Universitat Berlin, IRKS Research, Vrije Universiteit Brussel, Universitat Jaume I 

de Castellon and the Information Commissioner – Republic of Slovenia 

 
Location: NH Amsterdam Schiphol Airport, Kruisweg 495, 2132NA Hoofddorp, 

Amsterdam (The Netherlands). To book a hotel room please visit: http://www.nh-

hotels.com/events/en/event-detail/21451/nen___crisp_meeting.html 

  

http://www.nen.nl/Evenementen/CRISP-registration-4-dec.htm
http://www.nen.nl/Evenementen/CRISP-registration-4-dec.htm
http://www.nh-hotels.com/events/en/event-detail/21451/nen___crisp_meeting.html
http://www.nh-hotels.com/events/en/event-detail/21451/nen___crisp_meeting.html
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Agenda 

9.00-9.30   Registration 

9.30-9.45   Welcome and Introduction to the Workshop 
   Ronald Boon, NEN, CRISP Coordinator  
 

9.45-10.00 Introducing the CRISP project 
  Jolien van Zetten, NEN, CRISP Project manager  

 
10.00-10.15  CRISP Report: Key findings on stakeholder views on a 

European scheme for certification of security products, 

systems and services 
  Thordis Sveinsdottir, Trilateral Research & Consulting, CRISP 

Partner 
 

10.15-10.45  EC policy developments with regard to standards and 
certification within the security sector 

  External expert speaker  

   
 

11.00-11.30  Coffee Break 

11.30- 12.00  The view from the security industry 

  External expert speaker 
 
12.00-12.30  Certification for data protection and cloud services   

External expert speaker 
 

12.30-13.00   Q&A for speakers 

13.00-14.00   Lunch 

14.00-15.00   Breakout discussion groups 

15.00-15.30   Stakeholder views and requirements for European 
certification, and recommendations for the way forward 

(Groups report back) 

15.30-16.00  Conclusions and Next steps  
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ANNEX C: STAKEHOLDER REPRESENTATION 

 
The breadth of stakeholder involvement in WP3 will be presented in the following two tables: 

 List of interview respondents 

 List of workshop participants 

For reasons of privacy and data protection the names of participants and their organisations are not 

presented but a description of their organisation and role, along with a stakeholder category for which 

they spoke for.   

Interview respondents: 

Organisation Role within organisation Stakeholder group
112

: 

Engineering industry association Project Manager- security systems Industry, standardisation, 

certification  

International technology corporation Head of Innovation and Industry 

Affairs  

Industry (LE) 

Institution for fire protection and 

security 

Loss prevention Standardisation, certification, end-

user 

Security product manufacturer, 

SME 

Legal Counsel Industry (SME), certification, 

standardisation 

Security services provision Regulatory and Training Officer Industry (SME), standardisation, 

end-user 

Security product association President Standardisation, certification,  

industry, end-user 

Security Services CEO Industry (SME), certification 

International airport Crisis prevention  End-user, certification 

Security Industry Association Technical Director Industry, Standardisation, 

Certification 

Insurers Association  Security working group leader Industry, certification, end-users  

National security certification body Service delivery director Certification, standardisation, end-

users 

National security certification body Head of technical services Certification, standardisation 

Consulting company specialising in 

human centred design 

Executive Chairman End-user, standardisation, 

certification  

                                                 
112 Many of the stakholders interviewed were involved in a wealth of activites regarding withing the field of security, e.g., 

sat in numerous working groups, committees, and offered government advice regarding security, standardisation, 

certification, end-user needs (e.g. law enforcement, citizen security etc)  They were thus able to give comment from a variety 

of perspectives, which are listed in the table.  
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International security corporation Director  Industry (LE), certification, 

standardisation 

European security industry 

association 

General Director Industry, security policy 

certification, standardisation 

Association of security certification 

bodies 

Operations Manager Industry, certification, 

standardisation, end-users 

National standardisation body Committee Manager - security Standardisation, certification 

National accreditation body Technical Manager Accreditation, certification 

Security products manufacturer Managing Director Industry, certification 

National Data Protection Authority Response submitted in writing Regulator 

National Data Protection Authority  Response submitted in writing Regulator 

 

Workshop attendees: 

Organisation Role within organisation Stakeholder category 

Engineering industry association Project manager- security systems* Industry, standardisation, 

certification  

Consulting company specialising in 

human centred design 

Executive chairman* End-user, standardisation, 

certification  

European security industry 

association 

General director* Industry, security policy 

certification, standardisation 

National standardisation body Committee manager – security* Standardisation, certification 

National accreditation body Lead assessor Accreditation, certification, 

standardisation 

Safety and security unit, DG JRC, 

EC 

Research programme manager Certification, Standardisation 

Inspection and certification body Head of laboratories for security 

technologies 

Certification 

Research and Consultancy Director Industry, certification 

Security and Safety Research 

(Cybersecurity) 

Director Academic, CSOs 

Institution for materials and testing Research assistant Academic, certification, 

standardisation 

Government advisor/academic Data protection and privacy expert Certification, standardisation, end 

users 
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Advisory centre on national 

security 

Expert Standardisation, certification, end-

users 

Research consultancy on standards 

and testing  

Standards manager Standardisation, Certification, end-

users 

Consultancy on information 

security 

Consultant Standardisation, certification 

*This person was also interviewed and thus features in both tables 
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